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The Golden Guess
Is Morning-Star to the full round of Truth.

-- Tennyson.

Preface to the 4th Edition

This edition represents an extensive expansion and revision of the original
text, in both scope and content, necessitated by the considerable advancement
made in the art since the publication of the previous editions.

I wish to express grateful acknowledgment for Mr. Friedman’s generous
assistance and invaluable collaboration in the preparation of this edition.

- L. D. C.
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SECTION I
INTRODUCTORY REMARKS
Paragraph
Scope Of this texb.l.lI'll.ﬂl’l..lll.l.ll...‘....-DI.I......'I‘I.... 1
Mental equipment necessary for cryptenalytle work.ecceeceescococescas 2

Validi‘ty' of results of cryptanalysis.“....-.---..--................ 3

1. BScope of this text.--z. This text constitutes the first of a

series of six basic textsl on the art of cryptenalysis. Although most of
the information contained herein is applicable to cryptograms of various
types and sources, speclal emphasis will be lald upon the principles and
methods of solving military® cryptograms. Except for an introductory
discussion of fundemental principles underlying the sclence of cryptana-
lytics, this first text in the series will deal solely with the principles
and methods for the enalysis of monoalphabetic substitution ciphers.

Even with this limitation it will be possible to discuss only a few of the
many variations of this one type that are met in practice; but with &
firm grasp upon the general principles few difficulties should be expe-
rienced with any modifications or varilations that may be encountered.

b. This and some of the succeeding texts will deal only with baslc
types of cryptosystems not because they may be encountered unmodified in
military operations bubt because their study is essential to an under-
standing of the principles underlying the solution of the modern, very
mich more complex types of codes, ciphers, and certain encrypted trens-
mission systems that are likely to be employed by the larger governments
of today in the conduct of thelr military affeirs in time of war.

c¢. It is presupposed that the student has no prior background in
the field of cryptology; therefore cryptography is presented concurrently
with cryptanalysis. Basic terminology and preliminary cryptologic consi-
derations are treated in Section II; other terms are usually defined upon
their first occurrence, or they may be found in the Glossary (Appendix 1).

4. The cryptograms presented in the examples embrace messages from
hypothetical air, ground, and navel traffic; thus, the student will have
the opportunity to femiliarize himself with the language and phraseology
of all three Services comprising the Armed Forces of the United States.

1 Each text has its sccompenying course in cryptanalysis, so that the
student may test his learning and develop his skill in the solution of
the types of eryptograms treated in the respective texts. The problems
which pertain to this text constitute Appendix 13.

2 The word "military" is here used in its broadest sense. In this
connection see subpar, 4, below,.
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2. Mecntal equipment necessary for cryptanalytic work.--a. Captain
Parker Hitt, in the first United States Army manusld dealing with cryp-
tology, opens the first chapter of hls valueble treatise with the
following sentence:

"Success in dealing with unknown ciphers is measured by these four
things in the order named: perseverance, careful methods of analysis,
intuition, luck.,”

These words arc as true today as they were then. There is no royal
road to success in the solution of cryptograms. Hitt goes on to say:

"Cipher work will have little permenent attraction for oae who
expects results at once, without labor, for there is a vast amnount of
purely routine lebor in the preparation of frequency tables, the rearrange-
nent of ciphers for examination, and the trial and fitting of letter to
lelter Defore the message begins to appear.”

The present author deems it adviseble to add that the kind of work
involved in solving cryptograms is not at all similar to that involved in
solving crossword puzzles, for example. The wide vogue the latter have
hed and continue to have is due to the appeal they meke fio the quite
comuon interest in mysteries of one sort or another; but in solving a
crossword puzzle there is usually no necessity for performing eny preli-
minary lsbor, and palpsble results become evident after the first minute
or two of ettention. This successful start spurs the crossword "addiet"
on to complete the solution, which rarely requires more than an hour's
time. Furthermore, crossword puzzles are all alike in basic principles
and once understood, there is no more to learn. Skill comes lergely from
the enbellishment of one's vocabulary, though, to be sure, constant prac-
tlce and exercise of the imagination contribute to the ease and rapidity
with vhich solutions are generally reached. In solving cryptograms,
however, many principles must be learned, for there are many different
systems of varying degrees of complexity. Even some of the simpler
varieties require the preparastion of tsbulations of one sort or another,
which meny people find irksome; moreover, it is only toward the very close
of the solution that results in the form of intelligible text become
evident., Often; indeed, the student will not even know whether he is on
the right -sracl until he has performed a large amount of preliminary
"spade work" involving many hours of lebor. Thus, without at least a
wlllingnese to pursue a Tair emount of theoretical study, and a more than
gverage amcunt of patience and persgeverance, little skill and experience
can be gained in the rather difficult art of cryptenslysis. General
Givierge, the authoﬁ of an excellent treatise on cryptanalysis, remarks
in this connection:

"The cryptanalyst's attitude must be that of William the Silent:
No neced to hope in order to underteke, nor to succeed in order to
persevere,”

3 Hitt, Capt. Parker, Manual for the Solution of Military Ciphers.
Army Scrvice Schools Fress, Fort Leavenworth, Kansas, 1916. 24 Edition,
1918. (Both out of print.5

b Givierge, Général Marcel, Cours de Cryptographie, Paris, 1925, p. 301.
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b. As regards Hitt's reference to careful methods of enalysis,
before one can be said to be a cryptanalyst worthy of the name it is
necessary that one should have, firstly, a sound knowledge of the basie
principles of cryptesnalysis, and secondly, a long, varied, and sctive
practical experience in the successful spplication of those principles.
It is not sufficient to have read treatises on this subject. One month's
actual practice in solution is worth a whole year's mere reading of
theoretical principles. An exceedingly importent element of success in
solving the more intricate cryptosystems 1s the possession of the rather
unusual mental faculty designated in general terms as the power of in-
ductive and deductive ressoning. Probably this is an inherited Prather
than an acquired faculty; the best sort of training for its emergence,
if Xatent in the individual, and for 1ts development is the study of
the naturasl seiences, such as chemistry, physics, biology, geology, and
the 1lke, Other sciences such as linguistiecs, archseology, and philology
are also excellent.

c¢. Aptitude in methematics is quite important, more especially in
the solution of ciphers and enciphered codes than in codebook reconstruc-'
tion, which latter is purely and simply a linguistic problem. Although
in the early days of the emergence of the science of cryptanalytics little
thought was given to the applications of mathematics in this field, many
branches of mathemstics and, in particular, probebllity and statistics,
have now found cryptologlc applications. Those portions of mathematlcs
and those mathematical methods which have cryptologic spplicetions® are
known collectively as cryptomathematies.

7 1t is quite important to stress at this point that in professionsl
eryptologic work the scilence of cryptanalytics is subordinated to the
art of cryptanalysis, just as in the world of music the technical virtu-
o8ity of a grest violinist is adjuvant to the expression of music s thet
is, the virtuosity is a "tool" for the recovery of the complete musical
"plain text" conceived by the composer. Since the practice of cryptana-
lysis ig an art, mathematical approaches cannot always be expected to
yield a a solution in eryptology, because art can and must transcend the
cold logic of sclentific method. By way of example, an experienced
Indian guide can usually find his way ocut of a dense forest more readily
than a surveyor equipped with all the refined apparatus and techniques
of his profession., Likewise, an experienced cryptanslyst can generally
£ind his way through a cryptosystem more reedily than a pure mathematician
equipped merely with the technigues of his field no matter how sbstruse
or refined they may be. A cryptomathematician of repute once stated
thet "the only effect of [fefined methematical techniques7 is frequently
to discourage one so much that one does nothing at all and some upmathe-
matical ignoramus then gets the problem out in some very unethical way.
This is intemsely irritating." See also in this connection the remarks
made in subpar. 27e in reference to the validity of statistical tests
in cryptanalysis.
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d. An a.ctive imegination, or perhaps what Hitt and other writers
call intuition, is essential, but mere imagination uncon'brolled. by a
Judicious spirit will be more often a hindrance than a help. In prac-
tical cryptanalysis the imaginative or intuitive faculties must, in other
words, be guided by good judgment, by practical experience, and by as
thorough a knowledge of the general situation or extraneous circumstances
that led to the sending of the cryptogram as is possible to obtain. In
this respect the many crypbograms exchanged between correspondents whose
identities and general affairs, commercial, socilal, or political, are
known are far more readily solved® than are isolated cryptograms exchanged
between unknown correspondents, dealing with unknown subjects. It is
obvious that in the former case there are good data upon which the intu-
itive powers: of the cryptanalyst can be brought to bear, whereas in the
latter casn no such dnta are availsble. Consequently, in the sbsence of
such date, no matter how good the imagination and intuition of the cryp-
tanalyst, these powers are of no particular serviece to him. Some writers,
however, regard the intuitive spirit as valusble from still another
viewpoint, as may be noled in the following:7

"Intuition, like a flash of lightning, lasts only for a second.
It generally comes when one is tormented by a difficult decipherment and
when one reviews in his mind the frultless experiments alreedy triled.
Suddenly the light bresks through and one finds after a few minutes what
previous days of labor were unable to reveal."

-This, too, is true, but unfortunately there is no way_ in which the
intuition may be summoned st will, when it is most needed.” There are
certain suthors who regard as indispenssble the possession of e somewhat

® The application in practical, operational cryptanalysis of "probable
words" or “eribs", i.e., plain text assumed or known to be present in a
eryptogram, is developed in time of war into & refinement the extent and
usefulness of which camnot be sppreciated by the uninitiated. FEven as
great a thinker as Voltaire found the subject of cryptanalysis gtretéhing
his credulity to the point that he said:

"Those who boast thet they can decipher a letter without knowing its
subject matter, and without preliminary sid, are greater charlstans then
those who would boast of understanding a languege which they have never
learned."--Dictionnaire Philosophique, under the article "Poste".

T Lange et Soudart, Traité de Cry:p‘hogra.phie, Libraire I‘elix Alcan,
Paris, 1925, p. 10k,
8 The following extracts aere of interest in this connection-

‘The fact that the scientific investigator works 50 per cent of his time by non-rational means is, it scems, quite
insufficiently recognized. There is without the least doubt an instinet for research, and often the most successful
mvcstlgn.tors of naturc are quite unable o give an account of their reasons for doing such and such an experi-
ment, or for placing side by side two npparently unrelated facts. Agam, one of the most salient traits in the
character of 1he successful scientific worker is the capacity for knowing that & point is proved when it would not
appear to be proved to an outside intelligence functioning in a purely rational manner; thus the investigator
feels that some proposition is true, and proceeds at once to the next set of experiments withoul waiting and wasting
time in the elaboration of the formal proof of the point which heavier minds would need. Questionlegs such a
scientific intuition may and does sometimes lead investigators astray, but it is quile certain that if they did
not widely make use of it, they would not get & quarter as far as they do. Experiments confirm each other, and &

-RESTFRICTFED- L




REF ID:A5689%95
RESTRICTED-

rere, rather mysterious faculty that they designate by the word "flair",
or by the expression "cipher brains", Even so excellent an suthority es
General Givierge,9 in referring to this mental faculty, uses the fol-
lowing words:

"Over and sbove perseverance and this aptitude of mind which some
authors consider a special gift, and which they call intuition, or even,
. in its highest manifestation, clairvoyance, cryptographic studies will
- continue more and more to demand the qualities of orderliness and memory."

: Although the present author believes & spdelal aptitude for the

. work is essential to cryptanalytic success, he is sure there is nothing
mysterious gboubt the mabtter at all. Special aptitude is prerequlsite to
guccess In all filelds of endeavor. There are, for example, thousands
of physicists, hundreds of excellent ones, but only a hendful of world-
wide fame, Should it be sald, then, that a physicist who has schieved
very notable success in his field has done so because he is the fortunate
possessor of a mysterious faculty? That he is fortunate in possessing a
special aptitude for his subject is granted, but that there is anything
mysterious ebout it, partaking of the nature of clairvoyance (if, indeed,
the latter is a reality) is not granted. While the ultimate nature of
any mental process seems to he as compiste s mystery today es it has
ever been, the present author would like to see the superficisl veil of
mystery removed from a subject that has been shrouded in mystery from
even before the Middle Ages down to our own times. (The principal and
readily understandable reason for this is that governments have always
closely guarded cryptographic secrets and anything so guarded soon becomes
"mysterious".) He would, rather, have the student approach the subject
as he might spproach any other science that can stand on its own merits
with other sciences, because cryptenalytics, like other sciences, has a
practical importence in humen affairs. It presents to the inquiring mind
an interest in its own right as & branch of knowledge; it, too, holds
forth many difficulties and disappointments, and these are all the more

false step is usually soon discovered. And not only by this partial replacement of reason by intuition does the

work of science go on, but also to the born scientific worker—and emphatically they cannot be made—the struc-

ture of the method of research is as it were given, he cannot explain it to you, though he may be brought to agree

@ posteriort to a formal logical presentation of the way the method works”.—Excerpt from Needham, Joseph,

The Sceptical Biologisl, London, 1929, p. 79.

. ““The essence of scientific method, quite simply, is fo try to see how data arrange themselves into causal
configurations. Scientific problems are solved by collecting data and by “thinking aboub them all the time.”
We need to look at strange things until, by the appearance of known configurations, they seem familiar, and to
look at familiar things until we see novel configurations which make them appear strange. We must look at
events until they become luminous. That is scientific method . . . Insight is the touchstone. . . The appli-
cation of insight as the touchstone of method enables us to evaluate properly the role of imagination in scientific
method. The scientific process is akin to the artistic process: it is a process of selecting out those elements of
experience which fit fogether and recombining them in the mind. Much of this kind of research is simply a cease-
less mulling over, and even the physical scientist has considerable need of an armehair. . . Qur view of scien-
tific method as a struggle to obtain insight forces the admission that science is half art . . . Insight is the
unknown quantity which has eluded students of scientific method” .—Excerpts from an article entitled Insight and
Scientific Method, by Willard Waller, in The American Journal of Sociology, Vol. XL, 1934.

9 op. cit., p. 302.
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keenly fell when the nature.of these difficulties 1s not understood by
those unfamiliar with the special circumstances that very often are the
real Tactors that led to success in other cases. Finally, just as in
the other sciences wherein men labor long and esrnmestly for the true
satisfaction and pleasure that comes from work well done, so the mental
Pleasure that the successful cryptanalyst derives from his accomplish-
nents is very often the only reward for much of the drudgery that he must

do in his daily work, General Givierge's words in this connection are .
well worth quoting:l© -
"Some studies will last for years before bearing fruit. In the case .

of others., cryptanalysts undertaking them never get any result. BukL, for
a cryptanc i mt who likes the work, the Joy oi‘ discoveries effaces the
memory of his hours of doubt and impatience.”

€. Wilh his usual deft touch, Hitt says of the element of luck, as
regerds the role it plays in a.na.lysis'

"As to luck, there is the old miners® prmrerb: 'Gold is vhere you
find it.'"

The eryptanalyst is lucky when one of the correspondents whose cryp-
tograme he is studying makes a blunder that gives the necessary clue; or
when he finds two cryptograms identical in text but in different keys in
the same system; or when he finds two cryptograms identical in text but
in different systems, and so oa. The element of luck is there, to be
sure, but the crptanalyst mist be on the alert if he :ls to profit by
‘these Tucky "breaks’.,

. -

f. If the present author were asked to state, in view of the pro-
gress in the field since 1916, what elements might be added to the four
ingredients Hitt {hought essential to cryptana.lytic success, he would
be inclined ‘o mention thé folldwing:

(1) A broad, general education, embodying interests covering as
many fields of practical knowledge as possible. This is useful bhecsuse
the cryptanalyst is often called upon to solve messages dealing with
the most varied .7 human activities, and the more he kncws gbout these
activities, the easier his task. ) .

(2) Access: H0 a 1arge library of current literature, and wide and
direct contacts with sources of collateral information. These often :
afford clues os to the contents of specific messages. For example, to N
be gble instantly to have at his dlsposal a newspaper report or a
personal report of events deseribed or referred to in a message under
investigation goes a long way toward simplifying or facilitating
solution. Govermment cryptanalysts are sometimes fortunately situated
in this reaspect, especially vhere varilous agencles work in harmony.

(3) Proper coordination of effort. This includes the organization
of cryptanalytic persomnel into harmonious, efficient tesams of cooperating
individusls.

10 Op. eit., p. 301.
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(1) Under mental equipment he would also include the faculty of
being eble to concentrate on a problem for rather long periods of time,
without distraction, nervous irritability, end lmpatience, The strain
under which eryptanalytic studies are necessarily conducted is quite
gevere and too long-conbtinued application has the effect of draining
nervous energy to an unwholesome degree, so that a word or two of caulion
may not here be out of place. One should continue st work only so long
as & peaceful, colm spirit prevails, whether the work is fruitful or not.
But just as soon as the mind becomes wearied with the exertion, or just
as soon as n feeling of hopelessness or mental fatigue intervenea, 1t is
better to stop completely and turn to other asctivities, rest, or play.

It is essential to remark that systematization and orderliness of work
,are aids in reducing nervous tension end irritability. On this account
it is better to tske the time to prepere the data carefully, rewrite the
text if necessary, and so on, rather than work with slipshod, incomplete,
or improperly arranged meberisl.

(5) A retentive nemory is an important asset to eryptanslytic skill,
especially in the solution of codes. The ability to remember individual
groups, their approximste locations in other messages, the associations
they form with other groups, their peculiarities and similarities, saves
much wear and tear of the mental machinery,-as well as much time in
looking up these groups in indexes.

(6) The assistance of machine aids in cryptanalysis. The importance
and value of these alds cannot be overemphasized in their bearing on prac-
tical, operational cryptanalysis, especially in the large-scale effort
that would be made in time of war on complex, high-grade cryptosystems at
a theater headguarters or in the zone of the interior. These aids, under
the general category of repid snalytical mechines, comprise both punched-
card tsbulsting machinery and certain other general~ and special-purpose
high-speed electrical and electronic devices. Some of ‘the more compact
equipment may be employed by lower echelons within a theater of operastions
to facilitate the cryptanalysis of medlum-grade cryptosystems found in
tactical commmicetions.

g« It may be advissble to add a word or two at this point to prepare
the student to expect slight mental jars and tensions which will almost
inevitably come to him in the conscientious study of this and the svb-
sequent texts. The present author is well aware of the complaint of
students that suthors of texts on eryptanalysis base much of thelr expla-
nation upon their foreknowledge of the "answer"--which the student does
not know while he is abttempbing to follow the solution with an unbiased
mind. They complain, too, that these authors use such expressions as "it
is obvious that", "naturally", "of course", "it is evident thet", and
50 on, vwhen the circumstances seem not at all to warrant their use.
There is no question that this sort of treatment is apt to discourage
the student, especially when the point elucidated becomes clear to him
only after many hours' lsbor, whereas, according to the book, the author
noted the weak spot at the first moment's inspection. The present
author can only promise to try to avoid making the steps appear to be
much more simple than they really are, and to suppress glaring instances

—RESTRICTED 7
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of unjustifisble " jumping at conclusions". At the same time he must

indicate that for pedagogical reasons in many cases a message has been
consciously "manipulated" so as to allow certain principles to become

more obvious in the illustrative examples than they ever are in practical

work. During the course of some of the explanations attention will even

be directed to cases of unjustified inferences. Furthermore, 6f the

student who is quick in observation and deduction, the author will only

ask that he bear in mind that if the elucidation of certaln principles -
seems prolix and occupies more space than necessary, this is occasioned .
by the author's desire to carry the explanation forwerd in very short,
easily-comprehended, and pleinly-described steps, for the benefit of ;
studente who are perhaps a blt slower to grasp but who, once they under-
stand, are sble to retain and apply principles slowly learned iust as
well, if not better than the students who learn more quickly.l

3. Valldity of results of cryptanalysis.--Valid or authentic
cryptanalytic solutions cammot and do not represent "opinions" of the
cryptanelyst. They sre valid only so far as they are wholly objectlve,
and sre susceptible of demonstration and proof, employing esuthentie,
objective methods. It should hardly be necessary (but an attitude fre-
quently encountered among laymen mekes it advissble) to indicate that
the validity of the results achieved by any serious cryptanalytic studies
on authentic material rests upon the same sure foundations and are
reached by the same general steps as the results achieved by any other
scilentific studies; viz., observation, hypothesis, deduction and induction,
and confirmstory experiment. Implied in the latter is the possibility
that two or more qualified investigators, each working independently
upon the same material, will achieve identical (or practically identicaol)
results--there is one and only one (valid) solution to a cryptogram.
Occasionally s "would-be" or pseudo-cryptanalyst offers "solutions" which
canmot withstand such tests; a second, unbiased, investigator working
independently either cannot consistently apply the methods alleged to
have been epplied by the pseudo-cryptanalyst, or else, if he can apply

J1 Tn connection with the use of the word "obvious", the following
extract 1ls of interest:

"Now the word 'obvious' is a rather dangerous one. There is an
incident, vhich has become something of a legend in mathematical circles,
that illustrates this danger. A certain famous mathematinien was lec-
turing to a group of students and had occasion to use a formula which he
wrote down with the remark, 'This statement is obvious.' Then he paused
and looked rather hesitantly at the formula. 'Wait a moment,! he said.
'Is it obvious? I think it's obvious.' More hesitation, and then,
'"Pardon me, gentlemen, I shall return.' Then he left the room. Thirty-
five minutes later he returned; in his hands was a sheal of papers
covered with caleculations, on hls face a lock of qulet satisfaction.

'T was right, gentlemen. It is obvious,! he said, and proceeded with his
lecture."--Excerpt from The Anatomy of Mothematics by Kershner and Wilcox.
New York, 1950, ’
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them et all, the results (plaintext tronslations) are far different in

the itwo cases. The reason for this is that in such cases it is generally
found that the "methods". are not clesr-cut, straightforward or mathema-
tical in character. Instead, they often involve the making of Judgments
on matters too tenuous to measure, weigh, or otherwise subject to careful
scrutiny. Often, too, they involve the “"correction" of an inordinate
muber of "errors" which the pseudo~cryptanalyst assumes to be present and
which he "corrects" in order to mske his "solution" intelligible. And
sometimes the pseudo-cryptanalyst offers as s "solution" plain text which
is intelligible only to him or which he makes intelligible by expanding
what he alleges to be sbbreviations, and so on. In a8ll such cases, the
conclusion to which the unprejudiced observer is forced to come is that
the alleged "solution" obtained by the pseuvdo-cryptanalyst is purely
subjective.l2 In nearly all cases where this has happened (and they occur
from time to time) there hes been uncovered nothing which can in any way

12 A mathematician is often unsble to grasp the concept behind the ex-
pression "subjective solution" as used in the cryptanalytic field, since
the idea is foreign to the basic philosophy of mathematics and thus the
expregasion appears to him to represent a contradiction in terms, As an
illustration, let us consider a situation in which a would-be cryptanalyst
offers a solution to a cryptogrem he alleges to be a simple monoalphabetic
substitution cipher. His so-called solubtion, however, requires that he
assume the presence of, let us say, approximately 50% gerbles (which he
claims to have been introduced by cipher clerks' errors, faulty radio
reception because of adverse weather conditions, etc.). That is, the
"plain text" he offers as the "solution" involves his making helter-
skelter many "corrections and emendations”, which, one may be sure, will
be based on what his subconscious mind expects or desires to find in the
cleartext message . Unfortunately, another would-be cryptanalyst working
upon the same cryptogram and hypothesis independently might conceivably
"degarble” the cryptogram in different spots and produce an entirely
dissimilar "plain f,exb" as his "solution". Both "solutions" would be
invelid because they are based upon an erroneous hypothesis--the crypto-
gram actually happbns to be & polyalphabetic substitution cipher which
wvhen correctly ana.ﬁl.yzed requires on the part of unbiased observers no
assumption of garbfl.es to a degree that strains their credullty. The
last phrase is added here because in professional cryptanalytic work it
1s very often necessary to meke a few corrections for errors but it is
rarely the case that the garble rate exceeds more than a few percent of
the characters of th{e driptogram, say 5 to 10% at the outside. It is
to be noted, however, that occasionslly the solution to a eryptogram
may involve the correction of more than this percentage of errors, but
the solutlion would be regarded as valid only if the errors can be shown
to be gystematic in some significant respect, or can otherwise be
explained by objective rationalization.
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be used to lmpugn the integrity of the psendo-2ryptenalyst. The worst
that can be sald of him is that i.e has beccme a viebtim of a special or
peculiar form of self-delusion, and that his desire to solve the problem,
usually in accord with some previously-formed opinion, or notion, has
over-balanced, or undermined, his judgment and good sense A3

13 Specific reference can be made to the following typical "case
histories":

Donnelly, Ignatius, The Great Cryptogram. Chicago, 1888.
Owen, Orville W., Sir Francis Bacon's Ci@er Story. Detroit, 1895.
Gallup, Elizebeth Wells, Francis Bacon's Biliteral Cipher. »
Detroit, 1900.
Arensberg, Walter Conrad, The Cryptography of Shakespeare. Los
Angeles, 1922,
The Shakespearean Mystery. Pittsburgh, 1928.
The Baconian Keys. Pittsburgh, 1928.
Margoliouth, D. 8., The Homer of Aristotle. Oxford, 1923.
Newbold, William Romaine, The Cipher of Roger Bacon. Philadelphie,
1928. i(For a scholarly and complete demolition of Professor
Newbold's work, see an article entitled Roger Bacon and the
Voynidh 'MS, by John M. Manly, in Speculum, Vol. VI, No. 3,
July 1931.5
Feely, Joseph Martin, The Shakespearean Cypher. Rochester, N. Y.,
1931,
Deciphering Shakespeare. Rochester, N. Y., 193k.
Roger Bacon's Cypher: the right key found. Rochester, N. Y., 1943.
Wolff, Werner, Déchiffrement de 1'Ecriture Maya. Paris, 1938.
Strong, Leonell <., Anthony Askham, the suthor of the Voymich
manuscript, in Science, Voli. 101, June 15, 1945, pp. 608-0.
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SECTION II
BASIC CRYPTOLOGIC CONSIDERATIONS

7
{

Cryptology, commmication intelligence, and commmmication
Beeu’l’it}"oc0--00.oaocotoooonoo.ooo060'o-oooocnoodoittiooodbéblCOOO
Secret commnicationessescesssnscsansssesscisssssesncosincsasrsssates
Plain text and emm'bed. teXbeoosncaccsnscacsassosassosssntsssrbriods
Cryptography, encrypting, and decrypbingeiscecsssvsscasssiscrscesnine
COG.EB, ciphers, end enciphered cole,cssevessssasssbosssssscbonissens’
General system, specific key, and cryptosystemecsssssssescssssssssss
Cryptanalytics and cryptanalyBifececcessscrcrcessssossosisscssvrsins
Transposi‘bion and pubstitution.esseccosrscsacscssascinnisoscsoninsnse )
Nature of B.lphﬂ:be'bsoo.ooooooaoooncooooo-oob.ocaooo.ioiclbooohécoootto ’
mes of ﬂphabetﬂooocoatooo-oonooo000.00-..005060odléo'lobdoiootbbio

k., Cryptology, commmicetion intelligence, and commmication '
security. % oceasiopal or frequentc need gor secrecy in the conduct of
Emporfﬁt affelrs has been recognized from time immemorial. In the case
of diplomecy and orgenized warfare this need is especially important in
regerd to communications. However, when such commmnications are tranie
nitted by electrical means, they can be heard and copied by unsuthorized
persons. The protection resuliing from all messures designed to deny
to wnauthorized persons informstion of value which may be derived from
such communications is caelled commmication security. The evaluated
information concerning the enemy, derived princip from g study of his
electrical communications, is called commmication :I.ntell%ggnce. The colm
lsctive term including all phases of commmication gence and come
minication security is tology.l Or, stated in brosd terms, cryptol
is that branch of knowledge ﬁe% treats of hidden, disguised, or secre
commnlcations.

EREBvovowm s

I ¥rom the Greek loyptos (bidden) 4+ logos (lesiming). The prefix
"erypto-" in compound words pertaine to "cryptologile", “eryptographic®,
or “eryptanalytic", depending upon the use of the particular word as
defined.

2 Ty this text the tert "secret” will be uged in its ordinary sense
as given in the dictionary. Whenever the designation is used in the more
restricted sense of the security classification as defined in official
regulations, 1t will be capitalized, There are in current use the four
classifications Restricted, Confidential, Secret, and Top Seeret, listed
in ascending order of degree, ’ ~

—
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5. Becret commnicalion.~-a. Commmication may be conducted by
any means susceptible of ultimate interpretation by ons of the five
senses, but those most commonly used sre sight end bearing. Aside from
the use of simple visual and suditory signals for communicstion over
relatively short distances, the usual method of communication between
or among individuels seperated from opne another by relatively long dise
tances involves, st one stage or another, the sct of writing or of
speaking over a telephone,

be Privacy or gecrecy in commmication by telephone can be obtained
by using equipment which affects the electrical currents involved in tew d
lephony so that the conversations can be wnderstood only hy persons proe
vided with suiteble equipment properly arrenged for the purpose. The
same thing is true in the case of electricel transmission of plctures,
drawings, meps, snd television images. However, thls text will not treat
of these aspects3 of cryptology.

CGe Writing mey be elther visible or invisible. In the former, the
characters are inscribed with ordinary writing materials and can be seen
with the neked eye; in the latter, the characters are inscribed by means
or methods which make the writing Juvisible to the naked eye. Invisible
writing can be prepared with certain chemlcale called invisible, sympas
thetlc, or secret inks, and in order to "develop" such writing, & 8,

t 'visi’Ele, special processes must usually be applied. There are
also methods of producing writing which is invisible to the neked eye
because the characters are of microscopic size, thus requiring special
photographic or microscopic apparatus to make such writing viasible to the
naeked eye.

d. Invisible writing and unintelligible wisible writing constitube
secret writing.

6. Plain text and encrypted text.~-sz. Visible writing which is
intelligible, That im, conveys a more or less understandeble or sensible
meaning (in the language in which written) and which is not intended to
convey a hldden meaning, is said to be in plain text.” A wessage in 1
plain text ls termed & plalintext message, a cleartext message, or a
nesssge in clear,

3 These aspects of eryptology are now known as ci: {from cipher +
telephony); cifex (£rom cipher + facsimile); and civision (from cipher + -
televigion). -

¥ Visible writing may be intelligible but the mesning 1t cbviously
conveys may not be its real meaning, that is, the meaning intended to be
conveyed. To quote a simple example of an spparently imnnocent message
containing a secret or hidden meaning, prepared with the intention of ese
ceping censorship, the sentence "Son born today" may meen "Three transe-
ports left today." Messages of this type are sald to be in gpen code, -
Secret commmication methods or artifices of this sort (conceaiment sys-
tema) are impractical for field military use but are often encountered
in espionage and counter~espionsge sctivities,

RESTRICEED- 12
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b. Visible writing which conveys no intelligible meaning in any
recognized language’ 613 sald to be in encrypted text and such writing is

terned a cryptogram,

o Crypbogra encrypting, and decrypting.--a. %@g s .
that %ra.ncﬁ of cm%og.ogy waich treats of various mweans, methods, end _

apparatus for converting or trensforming plalnbext messages into cryptoe
grams and for reconverting the cryptograms into their original plaintext
. forms by a simple reversal of the steps used im their transformation.

b. To encrypt ie to convert or transform & plaintext messsge into
& cxyptogram by %oﬁawing certein rules, steps, or processes constlbtuting:
the key or keys and sgread upon in advence by correspondents, or furnished
them by higher suthority.

_ e+ To decrypt is to reconvert or to transform & cryptogram into the
original equivelent plaintext messege by a direct reversal of the en=
crypt ocess, that is, by applying to the cryplogram The key or keys
usuelly & reverse order) used in producing the cryptogram.

d. A person skilled in the art of encrypting and decrypting, or one
who has & paxrt in devising a cryptogrsphic system is called a cryptos
grepher; a clerk who encrypts and decrypts, or who asslsts in sucE work,
is calied a gmtograghic clerk.

B. Codes, ciphers, and enciphered code.~~a. Encrypting and de~
crypting are accomplished by mesns collectively designated as codes and

ciphers., Such means are used for elther or both of two purposes: (1) se- .

crecy, and (2) economy or brevity. Secrecy usually is far more lmportant
in military cryptography then economy or brevity. In ciphers or ciphex
systems, cryptograms are produced by applying the eryptogrephie treatment
To Individual letters of the plaintext messages, whereas, in codes or code
systeuns, cryptograms ere produced by spplying the cryptogrephic trestment
%o entire words, phrases, sud sentences of the plaintext messages., The
specislized meanings of the Terms code and cipher are explained in detall
later,

b. A crypbogram produced by means of a cipher syatem is said to be

in cipher and is called a cipher message, or sometimes simply e cipher.
The act or operation of encrypting & cipﬂer nessage is called excipnering,

5 There is a certain type of wxiting which is considered by its authors
to be intelligible, bub which is either completely wnintelligidle to the
wide variety of reeders or else requires considerable mental struggle on
their part to make it intelligible., Reference ig here made 10 so-called
"modern literature" and "modern verse", products of such writers as
E. B, cmings, Gextrude Stem, Jaues Joyce, et al.

+ 6 From iyptos + gramn (that vhich is 'writtenz. Analogous terminole
ogy would ¢ & plaintext message a phanerogram (phaneros = visible,
manifest, open).
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and the enclphered version of the plain text, as well as the act or pro-
cess itself, is often referred to as the encipherment. The cryptographic
clerk who pexrforms the process serves as an encipherer. The corresponding
terms applicable to the decrypting of cipher messeges are decigheri;g,
igherment s and decipherer. A clerk who serves as both an encipherer
ecipherer of messeges is called a cipher clerk,

dec
and
c. A cipher device 1s a relatively simple mechanical contrivance for
enciphermen decipherment, usually "hand-operated" or manipulated by
the fingers, as for example a device with concentric rings of alphsbets,
manually powered; a cipher machine is a relatively complex apparatus or
mechanism for encipherment and decipherment , usually equipped with a
typewriter key board and often requiring an external power source.

d. A cryptogram produced by means of a code system is said to be in
code and is called a code message. The text of the cryptogrem is referred
o as code text. This act or operation of encrypting is called encoding,
end the encoded version of the plain text, as well as the act or process
itgelf, is referred to as the encodement. The clerk who performs the pro-
cess serves as an encoder, The corresponding terms applicable to the
decrypting of code messages are decoding, decodemeént, and decoder. A
eryptographic clerk who serves as bobh an encoder and decoder of messages
1s called a code clerk,

e. Sometimes, for special purposes (usually increased securi'by),
the code text of a cryptogram undergoes & Turther step in concealment
involving superencryption, that is, encipherment of the characters com-
prising the code Text, thus producing what is called an enciphered-code
mess%e ; or enciphered code. Encoded cipher, that is, the case where the
cryptogram 1s produced by enciphering the plain text and then en-
coding the cipher text obtained from the first operation, is also possible,

but rare.

9. General system, sEecﬂig_ key, and cryptosystem.~-a. There are
a great many diffevent me 8 of encrypting messages, 80 That correspon-
dents must first of all be in complete sgreement ss to vwhich of them will
be used in their secret communications, or in different types or classes
of such commmications. Furthermore, 1t is to be understood that all the
detailed rules, processes, or steps comprising the cryptography agreed
upon will be inveriant, that is, constant or unvarying in their use in a
given set of commmications. The totality of these baslic, invarisble
rules, processes, or steps to be followed in encrypiing a message according
to the agreed method constltutes the general cryptographic system or, more
briefly, the general system. --

b. It is usually the case that the general system operates in con-
nection with or under the control of a number, a group of letters, a word,
a phrase, or sentence which is used as a key, that is, the element which
specifically governs the manner in which the general system will be spplied
in a specific message, or the exsct set'bg of a cipher device or a cipher
machine at the initial point of encipherment or decipherment of s specific
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message. ThHis elemente-~ususlly of a varisble nature or changeable at the
will of the correspondente, or prearranged for them by higher authority=s
is called the specific key. The specific key may also involve the use of
e get of speci%y prepared tables, a special document, or even a book.

c. The term cryptosyutetﬂ is used when it is desired Lo designate
or refer to all the cryptomaterial (device, machive, instructions for use,
key lists, etc.) as a unit to provide a single, complete system and mesns
for secret communication.

10. Cryptanalybics end cryptenslyels.--g. In theory eny cryploeysten
(except one®) can be "broken", l.e., solved, if enmough time, lsbor, end
skill ere devoted to it, and if the volume of traffic in that system is
large enough, This can be done even if the general system and the specle
fic key are unknown at the start. In militery operations theoretical
rules must ugually glve way to practical considexations. How the theo=-
retical rule in this case is affected by practical considerations will
be discussed in Appendix 1l. '

b. Thet branch of cryptology which deals with the principles,
methods, and meens employed in the solution or anslysis of cryptosystems
is called cryptanalytics,

c. The steps and operations performed in spplylng the principles of
cryptanalytics constltute cmtangl_zgie. To cryptanalyze a cryptogram
is to solve 1t by cryptanalysis.

d. A person skilled in the art of cryptanalysis is called a crypt=-
;m_lg._l_ys_'b, and a clerk who assists in such work 1s called & gmjgﬁ'
clerk.

1l. Transposition and substitution.--a. Technicelly there are only
two distinct %es of treatment which may be spplied to written plain
text to convert it into secret text, ylelding two different classes of
eryptograms, In the first, called transposition, the elements or units
of the plain text retain their original identities end merely undergo
some change in their relative positions, with the result that the original
text becomes unintelligible. In the second, called substitution, the
elements of the plain text retain their original relative positions bub
are replaced by other elements with different values or meanings, with
the result that the original text becomes unintelligible. Thus, in the
case of transposition ciphers, the unintelliglibility is brought about
merely by a change in the oxriginal sequence of the elements or units of

i The term cryptosystem is used in preference to cg@togap_hic systen
80 as to permit its use in designating secret commmication systems
involving means other than wrlting, such as ciphony and cifax.

8..The exception i1s the "one~time" system in which the key is used only
once and in itself must have no systematic construction, derivation, or
nmeaning.

15
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the plsin text; in the case of substitution ciphera, the unintelligl-
bility is brought about by a chenge in the elements or units themselves,
without a change in thelr relative oxder.

be It is possible to encrypt e message by a substitution method and
then to epply a transposition method to the substitution text, or vice
versa. Such copbined transposition-gubstitution wethods do not form a
third class of methods. They are occasionally encountered in military
cryptography, but the types of conbinations that are sufficiently simple
to be practicsble for field use are very limited.? _

Ce Under each of the two principal classes of cryptograms as oute
liped sbove, a further classification can be made based upon the mumiber
of characters composing the textusl elements or units undergoing cryptoe
graphic treatment. These textual umits are composed of (1) individual
letters, (2) combinations of letters in regular groupings, (3) coubinge
tions of letters in irregular, more or less euphonious groupings called
syllsbles, and (4) complete words, phrases, snd sentences. Methods which
deal with the first type of unite are called mono hic methods; those
which deal with the second type are called polygwraphic (aigrephic, trie
graphic, etc.); thoge which deal with the third type, or syllables, are
celled syllsbics and, finally, those which desl with the fourth type ave
called lexical (of or pertaining to words).

d. It is necessary to indicate that the foregoing classification of
cryptographic methods is more or less artificial in nature, and is estebe
lished for purpose of convenience only. No sharp line of demarcation can
be drawm in every case, for occasionally a given system may combine me
thods of treating single letters, regulsr or irregular-length groupings
of letters, syllebles, words, phreses, and complete sentences. When in
a2 single system the cryptogrsphic treatment is applied to textual units
of regular length, usually monographic or digrephic (and seldom longer,
or intermixed monographic end digrephic), the system is celled a cipher
system. Idkewise, vhen in a single system the cryptogrgphic trestument is
applied to textual units of irregular length, usuelly syllables, whole
words, phrases, end sentences, and 1s only exceptionelly spplied to single ‘
letters or regular groupings of letters, the system ig celled & code
system and generally involves the use of a code book .10

12, Nature of alphsbets.e~a. One of the simplest kinds of substitue
tion ciphers is that which is known in cryptologic literature as Julius
Caesarts Cipher, but ¥hich, as a wabtter of fact, was a favorite long
before his day. In this cipher each letter of the text of a message is
replaced by the letter standing the third to the right of it in the

9 One notsble exception is the ADFGVX system, used extensively by the
Germans in World War I. See in this commection the Cryptogrephic
Supplement (Appendix 7). - -

10 5 118t of single letters, frequent digrephs s trigraphs, syllisbles,
and words 1s often called a syllsbary; cryptographic treatment of the
units of such syllabaries places them in the category of code systems.

-RESTRICTED 16
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ordinary alphabet; the letter A is replaced by D, the letter B by E,
and so on. The woxd csb becomes converted into FDE, which is cipher.

b. The English language is written by means of 26 simple characters
called letters which, taken together and considered as & sequence of
syubols, constitute the slpbabet of the language. Not all systems of
writing are of this nature. Chinese writing 1s composed of about hl,000
complex characters, each representing one sense of a word. Whereas
Engligh words are composite or polysyllabic and way consist of one to
eight or more syllables, Chinese words are ell monosyllsbles end each
monosyllable is £ word. Written langusges of the majority of other
civilized peoples of today are, however, alphabetic and polysyllsbic in
construction, so that the principles discussed here apply to all of them.

c. The letters comprising the English alphabet used today are the
results of a long period of evolution, the complete history of which may
never fully be knowm. -t They are conventional synbols representing
elementary sounds, and any other simple symbols, so long as the sounds
which they represent are agreed upon by those concerned, will serve the
purpose equally well. If taught from early childhood that the symbols
$, *, and @ represent the sounds "Ay", "Bee", and "See" respectively, the
combination @$* would still be pronounced csb, and would, of course, have
exactly the same meaning as before. Again, let us suppose that two per=-
sons have agreed to change the sound values of the letters F, G, and H,
and after long practice have become accustomed to pronouncing them as we
pronounce the letters A, B, and C, respectively; they would then write
‘the "word" HFG, pronounce it csb, and see nothing strange whatever in the
matter, But to others no party to their arrangements, HFG consiibutes
cipher, The combination of sounds called for by this cowbination of
symbols is perfectly intelligible to the two who have sdopted the new
sound values for those symbols and therefore pronounce EFG as cab; but
HFG is ubterly unpronouncesble and wholly unintelligible to others who
are reading it according to their own long-established system of sound
and syuwbol equivalents. It would be stated that there is no such word
as HFG, which would mean mewrely that the particulexr combination of sounds
represented by this combination of letters has not been adopted by con-
vention to represent a thing or an idea in the English language. Thus,
it is geen that, in order for the written words of a langusge to be
pronounceable and intelligible to all who speak that language, 1t is
necessary, first, that the sound values of the letters or symbols be
universally understood and agreed upon and, secondly, that the particular
coubinabtion of sounds denoted by the letters should have been adopted %o
represent a thing or an idea. Spoken plain language consists of vocables:
that 1s, combinations and permutations of elementary speech-sounds whic
have by long usage come to be adopted and recognized as representing
definite things and ideas. Written plain langusge consists of words;
that 18, combinatlions and permutations of simple symbols, called letters ?
which represent wvisuelly and call forth vocally the elementary speeche
sounds of which the spoken language is composed.

L An excellent and wmost authoritative book on this subject is The .AJ.-
phabet; a key 0 the history of Mankind by David Diringer. Londo@, L1940,
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de It is clear also that 1n order to write a polysyllabic languege
with Facility it is necessary to establish emd to maintain by common
agreement or convention, equivelency between two sets of elements, first,
s set of elemenbary sounds and, seccmd, a set of elementery symbols to
represent the sounds. When this is done the result is what 1s called an
alphabet, a word derived from the nsmes of the first two letters of the
Greck alphsbet, "alpha" and "beta,

e. Theoretically, in an ideal alphsbet each symbol or letter would
denote only one elementery sound, and each elementexry sound would invee
riably be represented by the same syubol. But such an alphsbet would be
Par too difficult for the average person to use, It has been congerva~
tively estimated that a minlmum of 100 characters would be necessary for
English alone. Attempts toward producing and introducing into usage a
practical, scientific alphabet have been made, one being that of the
Simplified Spelling Board in 1928, which advocated a revised alphebet of
42 charscters. Were such en alphabet adopted into current usege, in
books, letters, telegrams, etc., the flexibility of cryptogrephic systems
would be considerably extended and the difficulties set in the path of
the enemy cryptanalysts greatly increased., The chances for its adoptlon
in the neaxr future are, however, quite small. Because of the continually
changing nature of every living language, it is doubtful whether en
inltielly "pexrfect alphabet" could, over any long period of time, remain
so and serve to indicate with great precision the exact sounds which it
was originally designed to represent.

13, yges of alphabets.-~a. In the study of cryptography the dual
nature of the alphabet becomes apperent. It consists of two parts or
components, (1) an arbitrarily-srrenged sequence of sounds, and (2) an
arbitrarily-arranged sequence of synbols.

b. The normal alphsbet for any :Language is one in which these two
components axre <the ordinary sequences that have been definitely fixed by
long usage or convention. The dual nature of our normsl or everyday
alphebet 1s often lost sight of. When we write A, B, C,... we really
meang

Sequence of sounds; '"Ay" '"Bee" YSee" ....
Sequence of symbols: A B C  seee

Normal slphabets of different languages vary considersbly in the numbeyr
of characters composing them and the arrangement or sequence of the
characters. The English, Dutch, and Cerman alphabets each have 26; the
French 25, the Italian, 21; the Spanish, 27 (including the digraphs CH
and LL); and the Russian, 31.12 The Japanese language has a syllabary
consisting of T2 sylla.'bic sounds which require 48 characters for their
representation.

12 In contrast to the foregoing alphabets, it is of interest to note
that in the Hawailan languege the alphabet consists of only 12 letters,
viz, the five vowels A, E, I, O, U, and the seven consonants H, KX, L,
II, N, P, W.
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¢e A cipber alphsbet, or substitution slphshet as it is sometimes
called, is one in which the elementary speech-sounds ere represented by
characters other than those representing them in the normal alphabet.,
gese characters may be letters, figures, signs, synbols, or combinations
‘them, ,

d. When the plain text of e mespage is converted into encrypted
text by the use of one or more cipher slphebets, the resultent eryptogram
constitutes a pubstitution cipher. If only one cipher slphabet is ine
volved, it is called a monoalphabetic substitution cipher; if two or more
cipher alphsbets are involved, it is called & gg;@p"""‘]hap"’n"etie substitution

ciEher .

€+ It is convenient to Ceslgnate that component of a cipher slpha-
bet constitubing the sequence of speechesounds as the plain component
and the component constituting the sequence of synmbols as the cipher
component. If omitted in e cipher alphsbet, the plain eomponenﬁl is
undexrstood to be the noxmal sequence. For brevity and clerity, a letter
of the plain text, or of the plain component of a cipher alphebet, is
desgignated by suffixing a swell letter "p" to it: Ap weans A of the.
plain text, or of the plain component of a cipher alphsbet., Similarly,
a letter of the cipher text, or of the cipher component of a cipher
alphebet, will be designated by suffixing a small letter "e" to 1t
Xo means X of the cipher text, or of the cipher component of a cipher
alphabet. The expression A, = X, means that A of the plain text, or A
of the plain component of a cipher alphabet, is represented by X in the
cipher text, or by X in the cipher component of a cipher alphebet.

L. With reference to the arrangement or sequence of lelters forming
thelr components, cipher alphabets are of two types:

(1) stenderd cipher alphabets, in which the sequence of letters in
the plain component is the norwal , snd in the cipher component is the
paue s the normel, but reversed in direction or shifted from its normal
point of coincidence with the plain couponent.

(2) Mixed cipher alphsbets, in which the sequence of letters or
chargcters in one cmfothof%ﬁg components is no longer the same as
the normal in its entirety.

ge Although the basic considerations of the preceding psxragrephs
place the student in & position to undertske the study of certain fundae
* mental principles of cryptanalysis, this may be a good point at which to
pause and to meke a few remarks with regard to the role that cryptanaly=
gis plays in the whole chain of more or less complex operations involved
in deriving commmication intelligence, after vwhich these fundamental
eryptanalytic principles will be treated.
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SECTION IIX
FUNDAMENTAL CRYPTANALYTIC OPERATIONS

' _Paragraph

The role of cryptanalysis in commmlcation intelligence
OperationSo-o-noa-.ocooouoolo-oolod.o--a-oo00.0-...-...-.0....0.. l"l'
The four basic operastions in cryptanalySsiB.ccecccsscesccssccscessese 15
The determination of the Janguage employedsseesessscossssssscssceses 16
The determination of the general systeMecceecccsssesssscocecscsssees 17
The reconstmction of the specifi-c key................‘..'.......... 18
The recongtruction of the plain teXbevseereossestsscocsscrssssscance 19
The utlilization of t;'afflc in'hercep‘bs.:.......-................u.... 20

i4. The role of cryptanalysis in communication intelligence
operations .--a.* Through the medium of commmnication inteiligence an at-
tempt 1s made to answer three questions concerning enemy communications:
"Who?" "Where?" "Whet?"--Who are their originstors and addressees?
Where ere these originators rs and addressees located? What do the messages
sa.y?

b. All of the foregoing' questions are very important in the military
spplication of commnication intelligence., Hence, even though this text
deals almost exclusively with the principles and operations involved in
deriving the answer to the third question--"What do the messages say?"--

a few words on the importance of the first and second questions may be
useful. Tt is & serious mistake fo think that one can necessarily and
always correctly interpret the mere text of a message without identifying
and locating the originator and the addressee or, on many occasions, with-
out having a background against which to interpret the message in order
to spprecilate its reel import or significance.

c. The very first step in the series of activities involved in de-
riving communication intelligence is the collection of the raw material,
that is, the interceptionl and copying of the transmissions constituting
the messages to be studled and analyzed.

4. Then, with the raw material in band, studies are made in order
to answer the Tirst two questions--"Who?" and "Where?" The answers to
these questions are not always obvious in modern militery commmnications,
‘especlally in the case of messages exchanged by units in the combst zone,
since messages of this sort rarely indicate in plain langusge who the

1 intercept mesns, in its cryptologic sense, to gain possession of
communicetions which are intended for other reciplents, without obtaining
the consent of these addressees and without preventing or ordinarily
delaying the transmission of the communications to them.
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originator and the addressee are or where they are located. Consequently,

certain spparatus and techniques specifically developed for finding the

answers to these questions must be employed. These apparstus and tech-

niques are embraced by that part of communication intelligence theory and

practice which is known as traffic snslysls. This latter subject and

interception are treated briefly in Appendix 10, "Communication intelli-

gence operations". (The serious student will derive much practical

benefit from s careful reading of this sppendix.) .

e. The foregoing operations, interception and traffic analysis,
along with cryptanalysis constitute the first three operations of commu- .t
nication intelligence. Bub generally there must follow at least one addi-
tional operation. If the plain texts recovered through eryptanalysis sare o
in a foreign language, they must usually be trenslated, and translation
constitutes this fourth operstion. In the course of translating, it may
be found thet, because of errors in tremsmission or reception, corrections
and emendetions must be made in these plain texts; however, although this
often requires skill and experience of s high order, it does not consti-
tute another communication intelligence operation, since it 1ls but an
auxilisry step to the process of translation.

£. In a large-scale communicatlon intelligence effort 'bhese four
steps, interception, traffic analysis, cryptenalysis, and translation,
mist be properly organized and coordinated in order to gain the most bene~
fit from the potentlialities of communication intelligence, that is, the
production of the maximum quantity of information from the raw traffic.
This information must then be evalusted by properly trained Intelligence
speclalists, collated with intelligence derived from other sources, and,
finally, disseminated to the commanders who need the intelligence in time
to be of operational use to them, rather than of mere historical interest.
The foregoing operations and especielly the first three--interception,
traffic analysis, and cryptanalysis--usually complement one snother.
This, however, is not the place for elsboration on the interrelationships
which exist and which when properly integrated meke the operatlons as a
whole an efficient, unified complex geared to the fulfillment of its prin-
cipal goal, namely, the production of timely communication intelligence.

8. With the foregoing general background, the student is prepared
to proceed to the technical considerstions and principles of cryptanalysis,

15. The four basic operations in cryptanalysis.--a. The solution of
practically every cryptogram involves four fundamental operastions or steps:

(1) The determination of the langusge employed in the plaintext
version.

(2) The determinstion of the general system of cryptography employed.

(3) The reconstruction of the specific key in the case of a cipher
system, or the reconstruction, partial or complete, of the code book, in
the cage of a code system; or both, in the case of an enciphered code
system.

(4) The reconstruction or establishment of the plain text.
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b. These operations will be taken up in the order in which they are
given sbhove and in which they usually are performed in the solutlon of
cryptograms, although occasionally the second step may precede the first.l

16. The determination of the langusge employed.--a&. There is nob
much that need be said with respect to this operation except that the
determination of the langusge employed seldom comes into question in the

. case of studies made of the cryptograms of an organized enemy. By this
is meant that during wartime the enemy is of course known, and it follows,
therefore, that the languasge he employs in his messages will almost cer-

. tainly be his native or mother tongue. Only occasionally nowadays is
this rule broken. Formerly it often happened, or it might have indeed

. been the general rule, that the langusge used in diplomatlc correspondence

was not the mother tongue, but rrench. In isolated instances during
World War I the Germens used English vwhen their own langusge could for
one reason or ancther not be employed. For example, for a Yyeer or two
before the entry of the United States into that war, during the time
America was neubtral and the German Govermment maintained ite ermbassy in
Washington, some of the messages exchanged between the Foreign Office in
Berlin and the Enbassy in Washington were encrypted in English, and a
copy of the code used was deposited with the Department of Stete and our
censor. Another instance is found in the case of certain Hindu conspira-
tors who were amssociated with and partially financed by the German Govern-
ment in 1915 and 19163 they employed English as the langusge of their
cryptographic messages., Occasionally the cryptograms of enemy agents may
be in a language different from that of the enemy. Bubt in general these

| 1 Although the foregoing four steps represent the classical or ideal
epproach to cryptanalysis, the art may be reduced to the following:

Procedures in cryptanalysis Requirements

1. Arrangement and rearrsngement of Experience or ingenuity,
data to disclose non-random cha- and time (which latter may
racteristics or manifestations be apprecisbly lowered by
(i.e., in frequency counts, re- the use of machine aids in
petitions, patterns, symetrical cryptanalysis).

, phenomens, etc.).

2. Recognition of the non-random Experience or statistiecs.
charascteristics or manifestations
. when disclosed.

3. Explanation of the non-random Experience or imagination,
characteristics vhen recognized. and intelligence.

In all of the foregoing, the element of luck plays a very important part,
es 1t i1s possible to side-step a large amount of labor and effort, in
many cases, if "hunches" or intuition lead the analyst forthwith to the
right path., Therefore, the phrase "or luck" should be added to each of
the requirements ebove.

In fact, it all boils down to the simple statement: “Find something
significant, and attach some significance thereto."

23
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are, o8 has been sald, isolated instances; as a rule, the language used
in cryptograms exchanged between members of large organizabtions ls the
mother tongue of the correspondents. Where this is not the case, that is,
when cryptograms of unknown origin must be studied, the cryptanslyst
looke for any indications on the cryptograms themselves which may lead to
a conclusion as to the languege employed. Address, signature, and other
data, If in plain text in the preamble, in the body, or at the end of the
cryptogram, all come under careful scrutiny, as well as all extraneous
clrcumgtances connected with the manner ir which the cryptogrems were .
obtained, the person on whom they were found, or the locale of their
origin and destination.

b. In special cases, or under special circumstances a clue to the
language employed is found in the nature and composition of the ecrypto- .
graphic text itself. For example, if the letters K and W are enbtirely
gbsent or sppear very rarely in messages, it may indicate that the lan-
guage 1s Spanish, for these letters are gbsent in the alphabet of that
lenguege and are used only to spell forelgn words or names. The presence
of accented letters or letters marked with special signs of one sort or
another, peculiar to certain langueges, will sometimes indicate the lan-
gusge used, The Japanese Morse telegraph alphabet and the Russien Morse
telegraph alphabet contain combinations of dots and dashes which are
pecullar to those alphabets and thus the interception of messeges con~
taining these special Morse combinations at once indicates the langusge
involved. Finally, there are certein peculiarities of elphaebetic lan-
gueges vhich, in certain types of cryptograms, viz., pure transposition,
give clues as to the language used. For example, the frequent digreph CH,
in German, leads to the presemce, in cryptograms of the type mentioned,
of many isolated C's and H's; if this is nobted, the cryptogram may be
assumed to be in German.

c. In some cages it is perfectly possible to perform certain steps
in cryptenalysis before the language of the eryptogram has been definitely
determined. Frequency studies, for example, may be made and analytilc
processes performed without this knowledge, and by a cryptanelyst wholly
unfamiliar with the language even if it has been identified, or who knows
only enough sbout the language to enable him to recognize valid combina-
tiong of letters, syllables, or a few common words in that langusge, He
may, after this, call to his asgistance a translator who may not be a
cryptanalyst but who can materially aid in making necessary assumptions
based upon hisg special knowledge of the characteristics of the language
in question. Thus, cooperation between cryptanalyst and trensletor
results in solution.2

r‘

2___r

~ The writer has seen in print statements that “during World War 1. . . . decoded messages in Japancse
and Russian without knowing a word of either language.” The ext 1t to which such statements are exaggerated
will soon becomo obvious to the student. Of course, there are oceasional instances in which a mere clerk with
quite limited expericnee may be able to “‘solve” a message in an extremely simple system in a language of which
he has no knawledge at all; but such a *solution” calls for nothing more arduous than the ability to recognize
pronounceable combinations of vowels and consonants—an ability that hardly doserves to be rated as “er; pt~
analytic” in any real sense. To say that it is possible to solve a cryptogram in & foreign la.r'\gﬁage “without
knowing a word of that language” is not quite the same as to say that it is possible to do so with only a slight
knowledge of the language; aud it may be stated without cavil that the better the eryptanalyst’s knowledge of
ﬂx‘o language, the greater are the chances for his success and, in any case, the easier is his work.
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X7. The determino.tion of the general system.--a. DExcept in the case
of the more sinple types of cryptograms, the step referred to as Gdiapnosis,
that is, ascertaining the genersl system according to which a given cryp-
togram has been produced is usually a difficult, if not the most Aifficult,
step in its solution. The resson for this is not hard to find.

b. As will become _apparent to the student as he procecds with his
stud_y, in the final anolysis, the solution of every eryptogrem involving
a_form of substitution depends upon its reduction to monoalphabetic terms,
if 1t is not ,originally in those terms. This is true not only of ordinary
substitution elphers, but also of combined substitution-transposition
ciphers, and of enciphered code. If the cryptogrem must be reduced to
monoalphaebetic terms, the mammer of its accomplishment is usually indl-
cated by the cryptogram itself, by externsl or internsl phenomena which
become apparent to the cryptanslyst as he studies the cryptogram. If
this 1ls impossible, or too difficult, the eryptanalyst must, by one means
or another, discover how to accomplish +this reduction, by bringing to
bear all the special or collateral informaetion he can get from all the
gources et his command. If both these possibilities fail him, there is
1ittle left but the long, tedious, and often fruitless process of elimi-
nation., In the case of transposition ciphers of the more complex type,
the discovery of the basic method is often simply e matter of long eand
tedilous elimingtion of possibilitles., For cryptenalysis has unfortunately
not yet attained, and may indeed never ettain, the precision found today
in qualitative analysis in chemistry, for example, where the analytiec
process is sbsolutely clear-cut and exact in lts dichotomy. A few words
in explanation of whet is meant may not he emiss. When & chemist seeks
to determine the ldentity of an unknowm substance, he applles certain
specific reegents to the substance and in & specific sequence, The first
reagent tells him definitely into which of two primary classes the unknown
substance falls., He then applies a second test with anocther specifie
reagent, which tells him again quite definitely into which of two second-
ary classes the unknown substance falls, and so on, unbtll finelly he has
reduced the unknown substance to 1ts simplest terms and has found out
what it is. In striking comtrast to this situation, cryptanalysis affords
exceedingly few "reagents" or tests that may be spplied to determine posi-
tively that & given cipher belongs to one or the other "of two systems
ylelding externally similar results. And this is what makes the analysis
of an isolated, complex cryptogram so difficult. Note the limiting adjec-
tive "isolated" in the foregoing sentence, for it is used advisedly. It
is not often that the general system fails to dlisclose itself or cannot
be discovered by painstaking investigetion when there is a great volume
of text accurmleting from a regular traffic between numerous corre-
‘spondents in a large orgenization. Sooner or later the system becomes
known, elther because of blunders and carelessness on the part of the
personnel entrusted with the encrypting of the messages, or because the
accumulation of text itgelf makes possible the determination of the

_general system by cryptenalytic, including stetistical, studles. But in
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the case of a single or even a few lzolated cryptograms concerning which
little or no information can be gained by the cryptanalyst, he is often
unsble, without a knowledge of, or a shrewd guess as ‘to the general system
employed, to decompose the heterogenecous text of the cryptogram into
homogeneous, monoalphabetic text, which is “he ultimate and essenbtial
step in analysis. The only knowledge that the cryptanalyst can bring to
his ald in this most difficult step is that gained by long experience and
practice in the analysis of many different types of systems. In this
respect the practice of cryptanalysis is anaslogous to the practice of
medicine: correct diagnosis is the most important and often the most
difficult first step toward success. '

c. On account of the complexities surrounding this particular pha.se .
of crypta.nalysis, and becguse in eny scheme of analysls based upon suc-
cesslve eliminations of alternatives the cryptanalyst can only progress
a8 far as the extent of his own knowledge of all the possible alternatives
will permit, it 1s necessary thet detailed discussion of the eliminative
process be postponed until the student has covered most of the field.

For example, the student will perheps want to know at once how he can
distinguish between a cryptogram that is in code or enciphered code from
one thet is in cipher., It is at this stage of his studies impracticeble
Yo give him any helpful indlcations on his question. In return it may de
esked of him why he should expeet to be sble to do this 1n the early
steges of his studles when often the experienced expert oryptanalyst is
baffled on the same score!

d. Nevertheless, in lieu of more precise dlagnostic tests not yet
discovered, a general gulde that mey be useful in erypteanalysis will be
bullt wp, step by step as the student progresses, in the form of a series
of charts comprising what may be deslignated An Analytlcal Key for Cr
enalysis. (See Section X.) It may be of assistance to the student if,
a8 he proceeds, he will carefully study the charts and note the place
which the particular cipher he is solving occupies in the general crypt-
enalytic panorsms. These charts admittedly comstitute only very brief
outlines, and can therefore be of but little direct assistance to him
in the analysis of the more complex types of crypvosystems he may en-
counter leater on.. So fer as they go, however, they may be found to be
quite useful in the study of elementary cryptanslysis, For the expe-
rienced cryptanalyst they can serve only as & means of assuring that no
possible step or process 1s inadvertently overlooked in attempts to solve
a difficult cryptosysten.

€. Much of the labor involved in cryptemelytic work, as referred
to in par. 2, is connected with this determination of the general system.
The preparation of the text, its rewriting in different forms, sometimes
being rewritten in dozens of ways, the recording of letters, the estab-
lishment of frequencies of occurrences of letters, comparisons and
experiments made with known material of similar cheracter, and so on,
constitute much lebor that is most often indispenseble, but which
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sonetinmes turns out to have been wholly unnecessary, or in vain, In one
treatise3 it is stated quite boldly that "this work once donc, the deter-
mination of the system is often relatively easy." This statemcnt can
certainly apply only to the simpler types of crypbosystems; 1% is entirely
mislcading as regerds the miich more frequently encountered complex
eryptograms of modern 't:.mes.

18. The reconstruction of the specific key.--a. Nearly all practi-
cal crypbographic methods require the use of & specific key to guide s
control, or modify the various steps under the general system. Once the
latter has been disclosed, discovered, or has otherwise come into the - .
possésaion of the cryptanalyst, the next step in solution is to determine,
if necessary and if possible, the specific key that was employed to en-
crypt he megsage or messages under exam:.nat:.on. This determinstion nay
not be in complete detail; it may zo “only so far as to lead to a know-
ledge of the number of alphsbets involved in a substitution cipher, or
the number of columns involved in a trangposition cipher, or that a one-
part code has been used, in the case of a code system. But it is often
desireble to determine the specific key in as complete a form and with
as much detall as possible, for thls information will very frequently be
useful in the solution of subsequent cryptograms exchanged between the
same correspondents, since the nature or source of the specific key in a
solved case may be expected to give clues to the specific key in an
unsolved case., )

b. Frequently, however, the reconstruction of the key is not a
prerequisite to, and does not constitute an sbsolutely necessery prell-
minary step in, the fourth basic operation, viz., the reconstruction or
esteblishment of the plain text. In many cases, indeed, the two processes
are carried along simultaneously, the one assisting the other, until in
the finsl stages both'have been completed in their entireties, In still
other cages the reconstrudtion of the specific key may follow the recon-
struction of the plain -text instead of preceding it end is accomplished
purely as a metter of acedemic lnterest; or the specific key may, in
umisual cages, never be reconstructed.

19. The reconstruction of the pla.in text.--a. Little need be said
at thig point on this phese of cryptanalysis. The process usually con-
sists, in the case of substitution ciphers, in ‘the establishment of
equivalency between specific letters of the cipher text and the plain
text, letter by letter, pair by pair, and so on, depending upon the par-
ticular type of substitution system involved. In the case of ‘transposi-
tion ciphers, the process consists in rearranging the elements of the
cipher text, letter by letter, pair by pair, or occasionally word by
word, depending upon the particular type of transposition system involved,
until the letters or words have heen returned to their original plaintext
order. In the cese of code, the process consists in determining the
mcaning of each code group and inserting this meaning in the code text to
reegstablish the original plain text.

3 Lange et Soudart, op. cit., p. 106.
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b. The foregoing processes do not, as a rule, begin at the begin-
ning of a message and continue letter by letter, or group by group in
sequence up to the very end of the message. The establishment of values
of cipher letters in substitution methods, or of the positions to which
cipher letters should be transferred to form the plain text in the case
of transposition methods, comes at very irregular intervals in the pro-
cess, At first only one or two values scattered here and there through-
out the text may appear; these then form the "skeletons" of words, upon
which further work, by a continuation of the reconstructiﬁn process, is
made possible; in the end the complete or nearly complete™ text is
established.

¢. In the case of cryptograms in a forelgn language, the transla-
tion of the solved messages is a final and necessary step, but is not to
be considered as a cryptanalytic process., However, it is commonly the
case that the translation process will be carried on simultaneously with
the cryptanalytic, and will aid the latter, especially when there are
lacunse which may be filled in from the context. (See also subpar. 163
in this connection.)

20, The utilization of traffic intercepts.’--a. There are, of
course, other operations which are not as basiec in nature as those Just
outlined but which must generally be performed as preliminary steps in
practical cryptanalytic work (as distinguished from academic cryptana-
1ysis). Before a military cryptanalyst can begin the & analysis of an
enemy cryptosystem, it is necessary for him to study the intercept mate-
rial that 1s available to him, isolate the messages that hve been
encrypted by means of the cryptosystem to be exploited, and to arrange
the latter in a systematic order for analysis. This work, although
apparently very simple, may require a great deal of time and effort.

b. Since, vhenever practicable, two or more intercept stations
are sssigned to copy traffic emanating from the stations of one enemy
radio net, it is natural that there should be a certain amount of
dnplication in the work of the several stations. This is desirable
since it provides the cryptanalysts with two or more sets of the same
messages, so that when one intercept station fails to receive all the
messages completely and correctly, because of radio difficulties, local
static, or poor operation, it is possible by studying the other sets to
reconstruct accurately the entire traffic of the enemy net.

L Sometimes in the case of code, the meaning of a small percentage
of the code groups occurring in the traffic may be lacking, because
there is Insufficient text to establish their meaning.

> A traffic intercept 1s a copy of a communication gained through
interception.
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¢. TIn all inteveept activities vhere operators are used for copying
the traffic, one of 1he most likely errors to be found is caused by the
human element in reception.

For this reason

cryptanolysta and their

Ltrs. | Morse Ltrs. j Morse
and | equi- Frequent Errors and | equi-~ Frequent Errors
Figs. | valent 1g8s. | valent
A o- i, m, t, et 5 aen h, 4, i, r, u
B —aoe d, ts T - 8, €, N
C . f, k, r, m U se a, 8, v, 1t
D - b, 8, 1, ti v ne- h, u, x, st
E . t, 1 W "-- &, my, 0, r, u, at
F senn r, in X —ne- v, k, y, tu
G - m, 0, %, me Y . X, ¢, nm
H seee s, v, b, ii, se Z ——a b, g, g, mi
I .o &, n, 8 1 L ¢, 2
J t—— v, 0, am, €0 2 cammm 11,3
K - da, o, ta 3 ervem= |2, 4
L oo o r’ (1, ed_ ’.I- e nom 3, 5
M - a, n, tt 5 ceeee U 6
N - i, m, &, te 6 -eese |5, 7T
0 - g, k, w, mt T —-eeo |6, 8
P Miadedy J, & 1, w, an 8 -—-ee T, 9
Q .- 0, X, z, ma 9 ~-eme 18,
R o a, f, g, 1, n, 8, v ¢ |----- 9, 1
Chart 1. Most common errors in telegraphic transmission.

assistants should be familiar with the international Morse alphabet and
the most common errors in wire and radio transmission methods so as to be

able to correct garbled groups when they occur,

Chart 1, above, will be found useful,

29
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SECTION IV

FREQUENCY DISTRIBUTIONS AND THEIR FUNDAMENTAL USES

Paragraph

The simple or uniliteral frequency distribution.cceccesscrsacesencee
Important featwres of the normal uniliteral frequency
dis'bri'bution.....-...........................oo.......u-n......
Constancy of the standard or normal uniliteral frequency
distribution'I....l.I...C....'l.........l....01."..0........0!..
The three fects which can be determined from a study of the
uniliteral frequency distribution for a eryptogramiccsscccacecsce
Determining the class to which a cipher belongB.cceccessescscscscscss
Determining wvhether a substitution cipher is monoalphsbetic or
non-monoa-lpha.betic.o-oaln-oooo---oo-.lla.oc.o.ollcnoooo:i.o....l'
The (b (Phi) test for determining monoalpha:betiCi'by. Ry
Determining whether a cipher alphabet is standard (direct
Or reversed-) Or mlxed........l..ll.l....’..l........l............

21, The simple or uniliteral frequency distribution.--a.

Ii". hes

21
22

23

2h
25

26
o7

28

lcng been known to eryptographers and typographers that the lotters com-
posipz the words of any intellligible written text composed in any lenguasge
which is alphobetic in construction are employed wlth greatly varying
frequencies., For exsmple, if on cross-section paper e simple tebulation,
shown in Fig. 1, called a uniliteral frequency distribution, is mede of
the letters composing the words of the preceding sentence, the varistion
in frequency is strikingly demonstrated. It is seen that whereas certalin
letters, such as A, E, I, N, O, R, and T, are employed very frequently,
other letters, such as C, G, H, L, P, and 5 are employed not nearly so
frequently, while still other letters, such es F, J, X, Q, V, X, and Z
are employed either seldom or not at all.

= = TR
s ES = E S = OB
¥ s = S=2E T EEs EEZE =
ZESRSRBREE  _BEZERE_BEEES_EBE_E
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
14 3 8 4 2 2 9 1016 0 1 9 3 17 14 8 1 13 10 20 3 ) &5 1 7 o

(Total=200 letters)
Figure 1.

b. If a similar tabulation.is now made of the letters comprising the

words of the second sentence in the preceding subparsgraph, the distribu-
tion shown in Fig. 2 1s obtained.
nunber of letters (200).

Both sentences have exactly the same
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=
2 2 = =
= = = E S S S =
S 5555s=: .S=s5s.33is
ABCDEFGHIJKLMNOPQRSTUVWXE’Z
12 2 8 7 %57 4 620 1 9 5 1714 6 3 18141765 13130

(Total=200 letters) ' ‘

Figure 2, ’

Ce Although each of these two distributions exhibits great varia-
tlon in the relative frequencies with which different letters are employed
in the respective sentences to' which they apply, no marked differences
ere exhibited between the frequencies of the same letter in the two dis-
tributions. Compare, for example, the frequencies of A, B, C . + + Z2 in
" Fig. 1 with those of A, B, C . «+ « Z in Fig, 2, Aside from one or two
exceptions, as in the case of the letter F, these two distributions agree
rather strikingly.

d. This agreement, or similarity, would be practically complete if
the two texts were much longer, for example, five times as long. In fact,
when two texts of similar character, each containing more than 1,000 let-
ters, are compared, it would be found that the respective frequencles of
the 26 letters composing the two distributions show only very slight dif- -
ferences, This means, in other words, that in normal plain text each
letter of the alphebet occurs with a rather constant or characteristic
frequency which it tends to approximate, depending upon the length of the
text analyzed. The longer the text (within certain limits) s the closer
will be the approximation to the characteristic frequencies of letters
in the language involved., However, when the amount of text being ana-
lyzed has reesched a substantial volume (roughly, 1,000 letters) s the prac-
tical ga:{n in accuracy does not warrant further increase in the amount
of text.

e, An experiment along these lines will be convincing, A series
of 260 official telegrams? passing through the Department of the Army
Message Center was exsmined statistically. The messages were divided )
into five sets, each totaling 10,000 letters, and the five distributions
shown in Tsble 1-A, were obtained.

1 See footnote 5, page 38.

2 These comprised messages from several official sources in addition
to the Department of the Army end were all of an administrative character.
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TasLe 1-A.—Absolute frequencies of letters appearing in five sets of Governmenial plain-text telegrams,
each set contammg 10, 000 letters, arranged alphobetically

Set No. 1 Set No. 2 Set No. 8 Sot No. 4 Set No. &
il i M e Ml e
A 788 | A 788 | A L 681 || A 740 || Ao, 741
: S 104 | B | 108 | B ___| 98 || B .. 83 || Boeoos ‘ £9
[ — 819 || Cm . 800 || O | 288 || O 826 || Comee . 301
> 887 || Do 418 [ Do 428 || Do 451 || Do 448
B | 1,867 || B 1,204 | B . 1,292 | B L 1,270 || Beeeeeen 1,275
Lo ) 268 || P 287 | Fe | 808 | P | 287 || P 281
G| 166 | G ] 1B O 161 | G 4 17| G — 150
Moo 810 | Ho . 861 || Hoee . 336 | M _____ 849 || B 849
42 | . 760 || T A st T 700 | T 697
R S 18 | o 17§ I — 10/ g 21l T, . 16
) 86 || Koo 88 || K. 22 | K 21 | K ' 81
| A 865 || Lo so3 L | 888 |lL— | 886 || L. 844
Mo 242 M\ 240 f|M_____| 288 |lmM_______ L 249 m__ 268
| A 786 | N 794 || N 816 || N e 800 4| N 780
O 685 |l 0. 770 || O 791 | O 786 || 0. - 762
P} 241l P 272 {| P 817 P | 245 P . e 260
Qe 0o 22 | Qe Bl ss llQ | 30 ,
R 760 || R 745 J| R .. . 762 | Re— | 785 ||R______ 786 ¢
S| 688 || S 588 | S 585 || S | 628 || S 604
S, 986 || T 87O T so4flm o1 os8fim - 928 ,
| S 270 | U] L 288 || U 812 WU 247l U 238 :
Ve 168 || Voo 178 | Voo . 142 | v | 188 ff Ve, 166
W 166 | W 168 | W 186 || W 188 f| W o 182
X a3l xe 650 || X aa x| B3 | X — . 1
Yoo . 190 || Yoo 155 f| Yoo 179 | Yoo} 218l v 229
2 — 14 2. LA | A 2l Zo 5 | I A 5
Total__.| 10,000 10,000 10,000 10,000 10,000

f. If the five distributions in Teble 1-A are summed. the results
are as shown in Table 2-A, . . . | :

—

TABLE 2-A.—Absolute frequencies of letiers appearing in the combined five sets of messages totaling
60,000 letters, arranged alphabetically

.
vy

A 3,683 G 819 L. 1,821 Q... 175 Voo 766 - [
- B.__. 487 H.__. 1,694 M. 1,237 R..... 3, 788 W_.... 780 C
) C... 1,534 I 3,676 N__. 3,975 S.. 3,058 X ... 231

D..... 2,122 N 82 0..... 3,764 T 4,595 Y. . 967 !

E._. 6,498 K. 148 P... 1,335 U.... 1,300 y AR 49

F._.. 1,416
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g. The frequencies noted in Table 2-A ebove, when reduced to the
basis of 1,000 letters and then msed as a basis for constructing & simple
chart that will exhibit the variations in frequency in a striking manner,
yield the following distribution which is hereafter designated as the
normal or stanferd uniliteral frequency distribution for English
telegraphic plain text: '

z -
= I
- z r
= .
E L}
S
= .
= = !
& 2 '
= _ =
_ = S - E :
S = S EE 2 =
= 2 =2 = = 2 =B
Z = = 2R X .
= = 2 == EEE
= B = R EEE
2 = =2 2E TEE )
= s B 2 2E -EZRE
= 22 & - X= EEZR I
2 _EE S = 2 EE EER
¥ BEERXs 2R B BREs BREBEU
¥ REER EER EREREE BERE= -
E RERXEBE_RE EEEER OBRBRERR__ S
E EEERERE=EE EEEXI EERERE B
EXETEZIREER EE2ERX FERsRs =B
REXRXZREEcSEEEREIsEEIRBRBERS

ABCDEFGHIJKLMNOPQRSTUVWXY?Z
74 10 31 42130 28 16 34 74 3 3 36 25 70 75 & 3 76 61 92 26 15 16 5 H 1

Figure 3.

22, Tmportant feabures of the pormal uniliteral frequency distri-
bution.~-a. When the distribution shown in Fig., 3 18 studied in detail,
the following features are apparent:

(1) TI% is quite irregular in appearsnce., This is because the letters
are used with greatly varying frequencies, as discussed in the preceding
paragraph. This irregular appearance is often described by saying that
the distribution shows marked crests and troughs, that is, points of high
frequency and low frequency.

(2) The relative positions in vhich the crests and troughs fall
within the distribution, that is, the spatial relations of the crests and
troughs, are rather definitely fixed and are determined by circumstances
vhich have been explained in subpar. 13Db.

(3) The relative heights and depths of the crests and troughs within
the distribution, that is, the linear extensioms of the lines marking the
respective frequencies, ore also rather definitely fixed, as would be
found if an equal volurme ol similar text werc analyzed.

ESERICE 34
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() The most prominent crests are marked by the vowels A, E, I, O,
and. the consonants N, R, S, T; the most prominent troughs are mrkec‘l. by
the consonants J, K, Q, X and Z.

(5) The important data are summarized in tebular form in Table 3.

-

TasLE 3

. ) ) T Percent of

Froquency|Pefoqt o tetl 12

numbers

6Vowels: AEI O U Y. - 398 | 39.8 40
20 Consonants:

5 High Frequency (D NR 8 T) 350 35.0 35

10 Medium Frequency B CF G HLMP V W)aeemmreeeeeee 238 23.8 24

5 Low Frequency (J K Q X Z) 14 1.4 1

Total . 1,000 | 100.0 100

(6) The frequencies of the letters of the alphabet, reduced to &
base of 1000, are as follows:

A . 74
- S 10
L+ R 31
D 42
| 130
28

A 130
T 92
Neoen 79
| 76
O . 75
A 74

34.
74

2

Bl

31
28
27

.26

25

Teee
L S

e S

61
92
26

|/ S—
| —
b G
| S

Q
. S
) S
A

(8) The four vowels A, E, I, O (combined frequency 353) and the four
conscnants N, R, S, T (com'bined frequency 308) form 661 out of every
1,000 1etters of plain text; in other words, less than one-third of the
alphabet is employed in writing two-thirds of normal plain text.
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b. The data given in Fig. 3 and Teble 3 represent the rela.tiwgg fre-
quencies found in a large volume of English telegraphic text of a govern~
mentel, administrative character.3 These frequencies will vary somewhat
with the nature of the text analyzed.- For exsmple, if an equal number
of telegrams dealing solely with commerclal transactions in the 1ea.%her
Andugtry were studied statistically, the frequencles would be slightly
different becanse of the repeated occcurrence of words peculiar to that
industry. Again, if an equal number of telegrams dealing solely wi‘th
military messages of a tactical character were studied statistically, .
the frequencies would differ slightly from those Tound sbove for géheral -
governmental messages of ,an administrative charscter, {

c. If ordinary English literary text (such as may be found in any * -
book, newspaper, or printed document) were analyzed, the frequencies of
cerbtain letters would be changed to an spprecisble degree. This is
because in telegrephic text words which are not strictly essential for
intelligibility (such as the definite and indefinite articles, certain
prepositions, conjunctions, and pronouns) are omitted. In addition,
certain essentlal words, such as “"stop", "period", "eomma", and the like,
which are usually indicated in written or printed metter by symbols not
easy to transmit telegraphically and which must, therefore, be spelled
out in telegrams, occur very frequently. Furthermore, telegreaphic text
often employs longer and more uncomnion words than does ordinary newspeper
or book text.

4. As a motter of fact, other tebles compiled from Army sources
gave slightly different results, depending upon the source of the text,
For example, three tebles based upon 75,000, 100,000, and 136,257 letters
token from various sources (telegrams, newspapers, magezine articles,
books of Tiction) gave as the relative order of frequency for the first
10 letters ‘the followring:

For 75,000 JetterSeeveccctcoceoee s ETRNIOASDL
For 100,000 lottersscecesecacscees ETRINOASDL
For 136,257 letter8eicesesccsscasec ETRNAOISLD

3 Just as the individual letters constituting a large volume of plain
text have more or less charscteristic or fixed frequencies, so it is
found that dipraphs and trigraphs (two- and three-letter combinations, '
regpectively) have characteristic frequencies, when a large volume of .
text is studied statistically. In Table 6 of Appendix 2, "Letter fre-
quency dats - English", are shown the relastive frequencies of all digraphs
appoaring in the 260 telegrams referred to in subpar. 2le. Thig appendix
also includes several other kinds of tables and lists of frequency data
which 1rill be useful to the student in his work. It is suggested that
the student refer to this appendix now, to gain an ides of the data
availoble for his fubure reforence.

Other langueges, of course, cach have their own individual charac-

torigtie plaintext frequencies of single letters, digraphs, trigrephs,
cte. A brief summary of the letter frequency deata for German, French,
Iilicn, Spanish, Portuguese, and Russian constitute Appendix 5, "Letter
f.xquency data - foreign lanmuages”.

—RESTRICTED 36
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e. 'Frequency data applicable purely 4o English military text were
compiled by Hitt,* from a study of 10,000 letters token from orders and
reports. The Trequencies found by him are given in Tables Ut and 5,
TanLe 4.—Frequency table for 10,000 letters of literary English, as compiled by Hitt i
ALPHABETICALLY ARRANGED '

A... 778 L C A 174 | FR— 372 Q.. 8 | /— 112

B._... 141 H ... 595 M. 288 S 6561 | A— 176 '.

- 296 I .. 667 | S 686 S J—— 622 K 27 !

D..... 402 [ S 51 0. 807 T 856 Yoo 196

E.... 1,277 . 74 223 LV S—— 308 e 17

Fo.... 197

ARRANGED ACCORDING TO FREQUENCY

E... 1,277 | 651 Ueeee. 308 ) A— - 196 Koo 74 |

p 856 [ S 622 CR— 1! ] ] | A 176 (s S - 51

0. 807 Ho ... 695 M. ... 288 Goees 174 p S 27

A .. 778 > N 402 P . 223 B 141 p AR 17 :

N... 686 | PR ¥ £ | A 197 | A— 112 L I— 8 '

I... 667 i
i
1

Tasre 5.—Frequency table for 10,000 letiers of telegraphic English, as compiled by Hitt
ALPHABETICALLY ARRANGED

A 813 G .. 201 L. 392 Qe 38 Vieeeeeen 136
B..... 149 H.... 386 ., S 273 ) S U 67T || - 166
C.—. 306 I 711 Net 718 L S— 656 b S 51
D 417 T 42 L S 844 p 634 ) A 208
- E..... 1,319 K....... 88 ) 243 U 321 y AR 6
F.... 205
ARRANGED ACCORDING TO FREQUENCY .
B 1,31 S 656 Ut 321 | 205 Kooen 88
0..... 844 Teee 634 Come 306 ¢ S 201 .. 51
A___ 813 | > T 417 Mo 273 W 166 T 42
N.... 718 Leoee . 392 | S 243 B 149 L I 38
I 711 ¢ S 386 Y. 208 Veeeeeees 136 Q........ 6
R..... 877

23, Constancy of the standard or normal uniliteral frequency dis-
tribution.-~a. The relative frequencles disclosed by the statistical
study of large volumes of text may be considered to be the standard or
normal frequencies of the letters of written English., Counts made of
smaller volumes of text will wend to approximate these normal frequenciles,

I' Op. cit., pp. 6-T.
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and, within certein limits,’ the smaller the volume, the lower will be
the degree of approximation to the normal, until, in the case of a yery
short message, the normal proportions may not manifest themselves AE all,
It is advisable that the student fix this fact firmly in mind, for ‘the
sooner he realizes the true nature of any data relative to the freqﬁency
of occurrence of letters in text, the less often will his labors toyard
the solution of specific ciphers be thwarted and retarded by too strict
an adherence to these generalized principles of frequency. He should
constantly bear in mind that such deta are merely statistical generaiiza-
tions, that they will be found to hold strictly true only in large jolumes
of text, and that they may not gven be approximsted in short messsges.

. Nevertheless the normsl frequency distribution or the "normal
expectation" for any alphsbetic langusge is, in the last enalysis, the
best guide to, and the usual basis for, the solution of cryptograms of a
certain type. It is useful, therefore, to reduce the normal, uniliteral
frequency distribution to a basis that more or less closely epproximates
the volume of text which the cryptanalyst most often éncounters in indi-
vidual eryptograms, As regards length of messages, counting only the
letters in the body, and exeluding address and signature, a study of
the 260 telegrams referred to in par. 21 shows that the arithmetigal
average is 217 letters; the statistical mean, or weighted a.vere.ge6 s
however, is 191 letters. These two results are, however, close enough
together to warrant the statement that the aversge length of telegrams is
approximstely 200 letters. The frequenties given in par, 21 have there-~
fore been reduced to a basis of 200 letters, and the following unilite-
ral frequency distribution may be taken as showing the most typical
distribution to be expected in 200 letters of English telegraphic text:

= P
= - s
= 2 2 == 2=
S ESEEsEE .§=232 EEEs.s s
AEcDEFEHIJELMNOPERST%VWE?Z
Figi.lrell-.

- DIt is uscloss to go beyond a certain limit in establishing the normal-frequency distribution fof & piven
language. As o striking insterice of this fact, witness the frequenoy study made by an indefatigable German,
Kaeding, who in 1898 made a count of the lefters in about 11,000,000 words, fotaling about 62,000,000 fetters in
German text. When reduced to a percentage basis, and when the relative order of frequency was defermined,
the results he obtained differed very little from the results obtained by Kasiski, & German éryptographer, from a
count of only 1,000 letters. Sce Kaeding, Hdeufigkeitswoetterbuch, Steglitz, 1808; Kasiski, Die Geheimavhriften
und die Dechiffrir-Kunet, Berlin, 1863. |

6 The arithmetical sverage is sbtained by adding each different length
and dividing by the nunber of different-length messages; the mean is ob-
tained by multiplying each different length by the number of messages of
that length, adding all products; and dividing by the total number of

messages .
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¢, The student should take careful note of the appearance of the
distribution’ shovm in Fig. U, for it will be of much asssistance to him
in the early stages of his study. The manner of setting down the tallies
should be followed by him in meking his own distributions, indiecating
every Tifth occurrence of a letter by en obligue tally. This procedure
almost automabically shows the total nunber of occurrences for each let-
ter, and yet does not destroy the graphical appearance of the distribu~
tion, especially If care ig taken to use approximately the same amount
of space Tor each set of five tallies. Cross-section paper is very
useful for this purpose.

d. The word "uniliteral" in the designation "uniliteral frequency
distribution” means “single letter", and it is to be inferred that other
types of Ifrequency distributions may be encountered. For example, &
distribution of pairs of letters, constituting a biliteral frequency
distribution, is very often used in the study of certain cryptograms in
which it is desired that pairs made by combining successive letters be
listed. A hiliteral distribution of AB C D E F would teke these pairs:
AB, BC, CD, DE, EF, The distribution could be made in the form of a
large squere divided up into 676 cells. When distributions beyond bi-
literal are required (triliteral, quadriliteral, etec.) they can only be
made by listing them in some order, for example, alphebetically based ou
the 1lst, 24, 34, . . . letter.

T The use of the terms "distribution" and "frequercy distribution”,
instead of "table" and "{requency tsble", respectively, is considered
adviseble from the point of view of consistency with the usual statistical
nomenclature, When data are given in tabular form, with frequencies
indicated by nunbers, then they may properly be said to be set out in
the form of a teble. When, however, the same data sre distributed in &
chart which partakes of the nature of a graph, with the data indicated
by horizontal or vertical linear extensions, or by a curve connecting
points corresponding to quantities, then it is more proper to call such
a graphic representation of the data a distribution.

RESTRICTED
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2. The three fachs which can be determined from a study of the
uniliteral frequency distribution for a cryptogram.--a. The following
‘threc Tects (to be expilaincd subsequently) can ususlly be determinéd from
an inspeetion of the unilitersol frequency distribution for s given eipher
message of average length, composed of letters:

(1) Whether the cipher belongs to the substitution or the 'bra.nspo-
sition clags; & 3
i

(2) If to the former, vhether 1t ir monoalpha.‘be'bicB Or nNoOne *
nonoalphabe’ tie? in choracter; 3

(3) If womoslphobetic s whether the cipher alphsbet 1s standard
(direct or reversed) or mixed.,

b. For immediste purposes the first two of the foregoing determl-
nations ere quite important and will be discussed in detail in the next
tro paregraphs; the other determination will be touched upon very briefly,
leaving 1ts detailed discussion for subsequent sections of the text,

25. Determining the class to which a clpher belongs.--az. The deter-
mination ol the class to which a cipher belongs is usua.lly o relatively
casy mabter because of the fundemental difference between transposition
and. substitution as cryptographic processes, In a transposition cipher
the original letters of the plain tcst have merely been rearranged,
without any change whatsoever in their identities, that is, in the
conventional values they have in the normal elphsbet., Hence, the numbers
of vowels (A, E, I, O, U, Y), high«-frequency consonants (D, N, R, 8, T),
m,.dim-rrequeney consonants (, ¢, 7, G, H, L, M, P, V, W), and low-
frequency consononts (J, K, Q, X Z) are exe.ctly 'bhe same in the
cryptogran as they ere in the plainte"ct message. Therefore, the
percentages of vowels, high-, m=diun-, and low-frequency consonants are
the sewe in the transposed text as in the equivalent plaln text. In a

8 In connection with uniliteral frequency distributions, the term
monoalphabetic is considered to cnbrace the concept of monoalphsbetic-
monogrephic-uniliteral systems only, thus exclvding polygraphic and
multiliteral sysbeuws, both of which, however, usuclly fall into the
monoalphebebic category.

9 The tern non-monoslphabetic as gpplied in this instance 18 consi-
dered to cribrace all deviations from the cherscteristic sppearance of
-monoalphabetic distributions. These deviations include the phenonmens, .
inherent in polyalphobetic, polypraphic, and multiliteral crypbograms, :
as well as in random ‘text, 1l.c,, ‘text vhich appears to have been pro-
duced by chance or aceident, having no discernible patterns or
limitabtions.

Lo
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substitubtion cipher, on the other hond, the identitics of the original
lotters of the ploin text have been chonged, that is, the conventional
valucs they have in tlie’ Hormol alphabet have been altered. Consequently,
if a count is mode of the various letters present in such a crypbograom,
it will be found that the number of vowels, high-, medium-~, and low-
frequency consonants will usually be quite different in the cryptogram
from vhat they are in the original plaintext messagc. Therefore, the
percentages of vowels, high-, medium-, ané lov-{requency consonants are
usually quite different in the substitution text from what they are in
the equivalent plain text. TFrom these considerations it .follows that if
in a specific cryptogram the percentages of vowels, high-, medium-, and
low~frequency consonants arc approximotely the same as would be expected
in normal plain text, the eryptogram probebly belongs to the transposition
class; 1f these percentages are quite different from those to be expected
in normal plain text the cryptogram probably belongs to the substitution
class.,

b. In the preceding subparsgraph the word “probebly" was emphasized
by italieizing 1%, for there can be no certainty in every case of this
determination. Usually these percentages in a transposition cipher are
close to the normal percentages for plain text; vsually, in a substitu-
tion cipher, they are far different from the normal percentages for plain
text. Bubt occasionally a cipher message is encountered which is difficult
to classify with a reasoneble degree of certainty because the message is
too short for the general principles of frequency to manifest themselves.
It is clear that if in actual messages there were no veriation whatever
from the normal vowel and consonant percenteges given in Teble 3, the
aetermination of the class to vhich a specific cryphbogram belongs would
be an extremely simple motter. Bubt unfortunstely there is a2lirays some
variation or deviation from the normal. Intultion suggests that as
neseaces fdecrease in length there may be a greater and greater departure
from the normal proportions of vowels, high-, medium-, and low-frequency
consonanbs, until in very short messages the normal proportions may not
hold at all. Similarly, as messages increase in length there may be a
lesger and lesser departure from the normal proportions, until in messages
totalling a thousand or more letters there may be no difference at all
betireen the actual and the theoretical proportions. Bub intuition is not
enough, for in dealing with specific messsges of the length of those
commonly encountered in practical work the question sometimes arises as
to exactly how much deviation (Trom the normal proportions) may be allowed
for in a cryptogram wvhich shows a considerable amount of devigtion from
‘the normal and vhich might still belong to the transposition rather than
to the substitution class.

c. Stotistical studies have been made on this matter and some graphs
have bcen constructed thereon. These are showm in Charts 2 - 5 in the
form of simple curves, the use of which will now be explained. Each
chart contains tiro curves marking the lower and upper limits, respect-
ively, of the theoretical amount of deviation (from the normal percent-
~,2 of votrels or consonsnts vhich may be allowable in a cipher believed
to bzlong to the trensposition class. )

-RESTRIETED b




RESTRICTED: REF ID:A56895 o

d. In Chart 2, curve Vq marks the lower limit of the theoretidal
amount_of devi?i'bionio from the muber of vowels theoretically expected to
appearll in a message of gilven length; curve Vo marks the upper limit
of the same statistic. Thus, for exomple, in a messoge of 100 letters
in plain English there should be between 33 and 47 vowels (AE I O U Y),.
Likewise, in Chart 3 curves Hj and Ho merk the lower and upper 1imi'l:'.s a8
regords the high-frequency consonsnts. In a message of 100 lettersrthere
should be between 28 and L2 high-frequency consonents (D N R S8 T). .In .
Chart b curves My and Mo mark the lower and upper limits as regards ithe
medium-frequency consonants. In a message of 100 letters there shoyld be
between 17 and 31 medium-frequency. consonants (BCFGHLMP VW)
Finally, in Chart 5, curves Lj and Lo mark the lower and upper limits as
regards the low-frequency consonants. In a message of 100 letters there '
should be between O and 3 low-frequency consonants (J K Q X Z). In using
the chaxrts, therefore, one finds the point of intersection of the vertical
coordinate corresponding to the length of the mespage, with the horizontal
coordinate corresponding to (1) the number of vowels, (2) the number
of high~frequency consonants, (3) the number of medium-Trequency con-
sonents, and (4) the number of low-frequency consonants actually counted
in the message. If all four points of intersection fall within the
area delimited by the respective curves, then the nunbers of vowels and
high-, medium-, and low-frequency consonants correspond with the nunbers
theoretically expected in a normal plaintext message of the same length;
since the message under investigation is not plain text, it follows that
the cryptogram may certainly be classified as a transposition cipher. On
the other hand, 1f one or more of these points of intersection fall out-
side the area delimited by the respective curves, it follows that the
cryptogram 1s prcbably a substitution cipher. The distance that the point
of intersection falls outside the areas delimited by these curves is s more
or less rough measure of the improbability of the cryptogram's being a
transposition cipher.

e, Sometimes a crypbogram is encountered which is herd to classify
with certainty even with the foiregoing alds, because 1t has been con~
sclously prepared with a view to meking the classification difficuli,

This can be done either by selecting peculiar words (as in “trick erypto-

grems") or by employing a cipher alphsbet in vhich letters of approx-

imately similar normal frequencies have been interchanged. For example,

E may be replaced by O, T by R, and so on, thus yielding a cryptogram ,
giving external indications of being a transposition ecipher but which is

really a substitubion cipher. If the eryptogram is not too short, a close

gbudy will usually disclose what has been done, as well as the fubility of

so simple a subbterfuge,

10 Tn Charts 2 - 5, inclusive, the limits of the upper snd lower curves
have been calculated to include approximately TO percent of messages of
the various lengths.

11 The expression "the muber of .,. theoretically expected ‘to appear™
is often condensed to "the theoretical exwpectation of ..." or “the normal
expectation of see"
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f. In the majority of cases, in practical work, the determination of
the clasg to vwhich a cipher of average length belongs can be made from a
mere inspection of the message, after the cryptenslyst hos ascquired a
Tamiliarity with the normel appearance of tromsposition and of substitu-
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Chart 2. Curves marking the lower and upper limits of
the theoretical amount of deviation from the number of vowels
‘theoretically expected in messages of various lengths.

(Sce subpar. 25d.)

tion ciphers., In the former case, his eyes very speedily note meny high-
fregquency letters, such as E, T, N, R, 0, and S, with the gbsence of
lov-Lrequency letters, such as J, X, Q, X, and Z; in the latter cose, his
eyas just es quiekly note the presence of many low-frequcacy letters, and
a corresponding absence of some of the high-frequency letters.
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g. Another rather quickly completed test, in the case of thé'simpler
varieties of ciphers, is to look for repetitions of groups of letters. As
wlll become apparent very soon, recurrences of syllsbles, entire words and
short phrases constitute & characteristic of all normsl plain text. Since
a transposition cipher involves a change i the sequence of the lg{-.ters
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Chart 3, Curves marking the lower anf upper limits of . '

the theoretical amount of deviation from the number of high- .

frequency consonants theoretically expected in messages of
various lengths. (See subper. 254.)

composing a plaintext message, such recurrences are broken up so that
the cipher text no longer will show repetitions of more or less lengthy
sequences of letters. But if a cipher message does show many repetitions
and these are of several letters in length, say over four or five, the
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conclusion is at once warranted that the eryptogram is most probebly a
substitution and not a tranmposition cipher. However, for the beginner
in cryptanalysis, it will be advissble to meke the uniliteral frequency
distribution, and note the frequencies of the vowels and of the high-,
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Chert 4. Curves marking the lower and upper iimits of
the theoretical amount of deviation from the nunber of medium-

frequency consonsnts theoretically expected in messages of
various lengths. (See subpar. 25d.)

medium-, and low~-frequency consonants. Then, referring to Charts 2 to 5,
he should carefully note whether or not the observed frequencies for these
entegories of letters fall within the limite of the theoreticel frequen-
cies €or a normal plaintext messege of the same length, ard be guided
accordingly. '
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h. It is obvious that the foregoing rule espplies only to ciphers
composed wholly of letters. If a messege is composed entirely of Ffigures,
or of arbitrary signs and symbols, or of Intermixbures of letterahfigures

and other symbols, it is immediately apparent that the eryptogramiis a

substitution cipher. q
!
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Chart 5. Curves marking the lower and upper limits of
the theoreticel amount of deviation from the pumber of low-
frequency consonants theoretically expected In messages of
various lengths., (See subpar. 25d.)

1. Finelly, it should be mentioned that there are certain kipds of
cryptograms whose class cannot be determined by the method set forth in
subparagreph d above. These exceptions will be discussed in a subsequent
section of this text.l2

12 Section X.
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26. Determining whether a substitution eipher is monoalphsbetic or
non~-monoalphsbetic.~~a. It will be remembered that a monoalphebetic
substitution cipher is one in which a single cipher slphsbet is employed
throughout the whole message; that is, a given plaintext letter is in-
variably represented throughout the message by one and the game letter in
the cipher text. On the other hand, a polyalphebetic substitution cipher
is one in which two or more cipher alphsbets are employed within the same
message; that is, a given plaintext letter may be represented by two or
more different letters in the cipher text, according to some rule govern-
ing the selection of the equivalent to be used in each case., From this
it follows that & single cipher letter may represent two or more different
plaintext letters. A similar situation prevails in the case of multi-
1literal substitution, in which a particular cipher letter may constitute
a part of‘'the equivalents for s.veral plsintext letters, giving rise %o
phenomensa reserbling those of polyalphabeticity.

b. It is easy to see why and how the appearesnce of the uniliteral
froquency distribution for a substitution cipher may be used to determine
whether the cryptogram is monoalphsbhetic or non-monoslphsbetiec in char-
acter., The normal distribution presents marked crests and troughs by
virtue of two circumstences. First, the elementary sounds which the
synbols represent are used with greatly varying frequencles, it being one
of the atriking characteristics of every alphebetic languege that its
elementary sounds are used with greatly verylng frequencies.l3 In the
second place, except for orthogrephic sberrations peculiar to certain
lenguages (conspicucusly, English and French), each such sound is rep-
resented by the same symbol. I{ follows, therefore, vhat sinee in a
monoslphabetic substitution cipher each different plaintext letter
(zelementary sound) is represented by cne and only one cipher letter
(zelementary symbol), the uniliteral frequency distribution for _such a
cipher message must also exhibit the irregular crest-and-trough appearance

' of the normal distribution, but with this important modification--the
abgolute positions of the crests and troughs will not be the seme as as in
the normsl. That is, the letters accompanying the crests end the troughs
in the distribution for the cryptogram will be different from those accom~
panying the crests and the troughs in the normal distribution. But the
marked irregularity or "roughness" of the distribution, that is, the
presence of accentusted crests end troughs, is in itself an indication
that each synbol or cipher letter slways represents the same pleintext
letter in that cryptogram. Hence the geheral rule: A marked crest-and-
trough appeareance in the uniliteral frequency distribution fc for a given
ecryptogrem indicates that a single cipher alphabet is involved and
constitutes one of the tests for s monoslphabetic substitution cipher.

c. On the other hand, suppose that in a cryptogram each cipher
letter represents seversl different plaintext letters. Some of them are
of high frequency, others of low frequency. The net result of such a

13 The student who is interested in this phase of the subject may find
the foilowing reference of value: Zipf G.K., Selected Studles of the
Principle of Relative Frequency in Language, Cambridge, Mass., 1932,
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situation, so far ss the uniliteral frequency distribution for 'l',hés
eryptogram 1s concerned, is to prevent the sppearasnce of any ma.rkep.
crests and troughe and to tend to reduce the elements of the distribution
to a more or less common level, This imparts a "flattened out" appear-
ance to the distribution. For exsmple, in a certain cryptogram of’
polyalphebetic construction, Ke=Ep, s and Jp; Re=Ap, Dp, and Bpil
Xe=Op, Ip, and Fp. The frequencies of K¢, Ro, and X, will be approx-
imately equal because the summations of the frequencies of the several
pleintext letters each of these cipher letters represents at diffék‘ent '
times will be about equal. If this same phenomenon were true of all the
letters of the cryptogrem, it is clear that the frequencies of 'bhg 26
letters, when shown by means of the ordinaery uniliteral frequency dist-
ribution, would show no striking differences and the distribution would
have the flat sppearance of a typical polyalphabetic substitution eipher,
Hence, the general rule: The sbsence of marked crests and troughs in the
uniliteral frequency distribution indicates thet a complex form of sub-
stitution is involved. The flattened-out eppearance of the distribution,
then, is one of the criteria for the rejection of a hypothesis of mono-
_g._:).pha‘bet'iclh subgtitution.

8. The foregoing test based upon the appearance of the ffrequéncy
distribution is only one of several means of determing whether a sub-
stitution eipher is monoalphabetic o.' non-monoalphabetic in composition,
It can be employed in cases ylelding frequency distributions from which
definite conclusions can be drawn with more or less certainty by mere
ocular examination. In those cases in which the frequency distributions
contain insufficient data to permit drawing definite conclusions by such
exemination, certain statistical tests can be applied. One of these
tests, called the ¢ (phi) test, warrants detailed treatment and is
discussed in paragraph 27 below,

e. At this point, however, one additionsl test will be given be-
cause of its simplicity of application. This £ext , the A (lambda) or
blank-expectation test, may be employed in testing messages up to 200
letters in length, it being essumed that in messages of greater length
ocular examination of the frequency distribution offers 1little or no
difficulty. This test concerns the number of blanks in the frequency
distribution, that is, the nunber of lette—s of the alphabet which are
entirely absent from the message. It has been found from statistical
studies that rather definite "laws" govern the theoretically expected
nunber of blanks in normal plaintext messages and. in frequency distribu-
tions for cryptograms of different natures and of various sizes. The
results of certain of these studies have been embodied in Chart 6.

£, This chart contains two curves, The one labeled P applies to the
averege number of blanks theoretically expected in frequency distributions
based upon normal plaintext messages of the ‘ndicated lengths., The other
curve, lebeled R, applies to the averege number of blanks theoretically
expected in frequency distributions based upon perfectly random assorte
ments of letters; that is, assortments such as would be found by random

i Cf., footnote 8 on page 40,
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gelection of letters out of a hat containing thousands of letters, all of
the 26 letters of the alphabet being present in equal proportions, each
letter being replaced after a record of its selection has been mede. Such
random assortments correspond to polyslphebetic cipher messages in which
the number of cipher alphabets 13 so large that if unillteral frequency
distributions are mede of the letters, the distributions are practically
ldentical with those which are obtained by random selections of letters
out of a hat.
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. Chart 6, Curves showing the average nunmber of blanks
theoretically expected in distributions for plain text (P)
and for rendom text (R) for messages of various lengths.
(See su'bp,e-r. 262.)

g+ In using this chart, one finds the point of intersection of the
vertical coordinate corresponding to the length of the message, with the
horizontel coordinaste corresponding to the observed number of blanks in
the distribution for the message. If this point of intersection fells
closer to curve P than it does to curve R, the number of blanks in the
message approximates or corresponds more closely to the number theoreti-
cally expected in a plaintext message then it does to a random (ciphertext)
message of the same length; therefore, this is evidence that the crypto-
gram is monoalphebetic. Conversely, if this point of intersection fells
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closer to curve R than to curve P, the number of blanks in the mesgage ap-
proximstes or corresponds more closely to the number theoretically expected
in & random text than it does to a plaintext message of ‘the seme lengthj

therefore, this is evidence that the cryptogram 1s non-monoslphsbétic.

27, The ¢ (phi) test for determining monoalphabeticity.--a. 'i'he
student has seen in the preceding peragraph how it is possible to deter-
mine by ocular examinstion whether or not a substitution cipher is,mono-
alphebetic. This tentative determination is based on the presence of a
marked crest-and-trough appearance in the uniliteral frequency distrivu-
tion, and also on the number of blanks in the distribution. However, when
the distribution contains a small nunber of elements, ocular examination
and evaluation becomes ineressingly difficult and uncertsin. In such
cases, recourse may be had to a mathematicel test, known as the ¢ test,
to determine the relative monoalphsbeticity or non-monoalphabeticity of
e distribution.

b. Without going into the theory of probsbility at this time, or
into The derivation of the formles involved, let it suffice for the pre-
sent to state that with this test the "observed value of ¢" (symbolized
‘by $o) 1s compared with the "expected value of ¢ random" (¢y) and the

"expected value of ¢ plain” (¢p). The formulas are ¢r=.0385N(N-1) and,
for English military text, ¢ps=.0667N(N-1), where N is the total number of
elements in the d.istribu‘bion.15 The use of these formulas is best illus-
trated by an example,

¢. The following short eryptogram with its accompanying uniliteral
frequency distribution is at hand:

QCYCH ADSKS YZZQE CYKYK QZYSK
LSZAC TXFCX LKLKC ESZMX KISZX

ot
=M

=il
il

Z
Y

xm
)1

FGEIJ MNOP TUVW

=i

D R

=

B

ol

15 The constant ,0385 is the decimal equivalent of 1/26 i.e., the
reciprocal of the number of elements in the alphabet. The constant ,066T7
is the sum of the squares of the probabilities of occurrence of the indi-
vidual letters in English plain text. These constants are treated in
detail in Military Cryptanalysis, Paxrt II.
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¢o 1s calculated by applying the formula f£(£-1) to the frequency (f) of
each letter and totaling the result; or, expressed in mathemastical
notation,l® ¢,=££(£-1). Thus,

Ef =2 6121 11 831 3 61 356 =50
ABCDEFGHIJKLMNQPQRSTUVWIXYZ
£r(f-1) =2 30020 00 5660 6 300 62030= 188

For this distribution, ¢prz .0385N(N-1)=.0385 x 50 x 49 = 94, and
¢p= O66TN(N-1)=.0667 x 50 x 49 = 163.

Now since ¢y, 188, is in fact greater than ¢p, we have a mathematical
corrcboration of the hypothesis that the eryptogram is a monoaiphebetic
substitution eipher. If ¢g were neerer to ¢pr, then the sssumption would
be that the eryptogram is not a monoaslphabetic cipher. If ¢o were just
half way between ¢r snd cbp, then decision would have to be suspended,
since no further statistical proof in the matter is possible with this
particular test.l7

4. Two further examples may be illustrated:

' - —==EE = - E= - = N=25
(1) ABCDEFGHIJKLMNOPQRSTUVWIXYZ
¢ 026122 0 22 © 0 6 €r(r-1)=h2
18 mhe -

The more usual mathematical notation for expressing ¢o would be

A .

2. £3(f1-1), vhich is read as "the sum of all the terms for all integral

‘1=A . - Z

velues of £ from A to Z inclusive., In turn, & f£4(fj-1) would be expanded

. - 1=A '

as fa(fa~1)+ fp(fp-1) +fo(fo-1)+. . « . wf7(fy-1). However, in the
interest of simplicity the notation % £(f-1) is employed; likewise, the

. notations ¢p and ¢p are employed in lieu of the more ususl E(¢r) and E(¢p) »

17 pAncther method of determining the relstive monoslphsbeticity of a
cryptogram is based upon comparing the index of coincidence (abbr. _;_,g_.)
of the eryptogram under examination wilth the theoretical I.C. of plain
text. The I.C. Of a message is defined as ‘the ratio of §o to ¢n; thus,

in the example gbove, the I.C. is }%%, vwhich equals 2., The theoretical
I.C. of English plain text is 1.73, which is the decimal equivalent of

_:L;’%g_;ﬂ, the retio of the "plain constant" to the "rendom constant". The
oy ———

I.0. of rendom text is 1, i.e., _-9_3%2.
.0355
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}
) - U =), L
(2) ABCDEFGHIJKLMNENOPQRSTUVWXYZ
'0 002000600 02 00 0026£f(f-1)=18

Since both distributions have 25 elements, then for both
$r = 0385 x 25 x 24 = 21, and
$p = 0667 x 25 x 24 = Lo,

Hence distribution (1) is monoalphsbetic, while (2) is not.

e. The student must not assume that statéstical tests in cryptanal-
yeis are infallible or ebsolute in themselvesl s statistical approaches
gserve only as a means to the end, in gulding the enalyst to the most
probebly fruitful sources of attack. Since no one test in cryptanalysis
gives definite proof of s hypothesis (in fact, not even a battery of tests
gives absolute proof), =1l sppliceble statistical meens at the disposal
of the cryptanalyst should be used; thus, in examination for monoalphebet-
icity, the ¢ test, A test, and even other testsl9 could profitably be
employed. To illustrate this point, if the ¢ test is taken on the
distribution of the plaintext letters of.the phrase

A QUICK BROWN FOX JUMPS OVER THE LAZY DOG

- - = — - N=33

T e e wm SR e e e e v e e o e ey e wam pma TS wm pme G o e

0
2 2 12 2 2 £r(f£-1)=20
“dp = W13 ¢p = TO |

it will be noticed that ¢o is less than half of ¢p, thus conclusively
“nroving”" that the letters of this phrase could not possibly constitute
plain text nor a monoalphabetie encipherment of plain text in any lan-
guage! The student should be eble to understand the cause of this
cryptologle curilosity.

18 The following quotation from the Indien mathematician P, C, Msha-
lenobis, concerning the falllbility of statlstics, is particularly
appropriate in this comnection: "If statistical theory is right, predic-
tions must sometimes come out wrong; on the other hand, if predictions
are always right, then the statisticel theory must be wrong."--Senkhys,
Vol. 10, Pert 3, p. 203, Caleutta, 1950.

19 One of these s the chi-square test, will be treated in a subsequent
text.
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28. Determining whether a cipber alphabet is standard {direct or
reversed) or mixed.--a. Assuming that the uniliteral frequency distri-
bution for a given cryptogram has been made, and that it shows clearly
that the eryptogram is a substitution cipher and is monoalphebetic in
character, a consideration of the nature of standard cipher alphsbets20
almost mekes it obvious how en inspectlon of the distribution will dis-
close whether the cipher alphabet involved is a stendard cipher alphebet
or o mixed cipher alphabet., If the crests and troughs of the distribu-
tion occupy positions which eorrespond to the relative positions they
occupy in the normal frequency distribution, then the cipher alphsbet
is a stendard cipher alphabet. If this is not the case, then it is
highly probable that the cryptogrem has been prepared by the use of a
mixed cipher alphebet. A mechanical test may be applied in doubtful
cases arising from leck of material availeble for study; Just what this
test involves, and an illustration of its application will be given in
‘the next section, using specifiec examples.

b. Of course, if it hes been determ.ned thet a standard cipher al-
phebet is involved in a particular instance, it goes without saying that
at the same time it must heve been found whether the alphabet iz a direct
standerd or reversed standsrd cipher alphabet. The difference between the
distribution of & direct standexrd alphebet cipher and one of a reversed
standard alphebet cipher is merely a matter of the direction in which the
sequence of crests and troughs progresses-~to the right, as is done in
normally reading or writing the alphabet (A B C 5% 2), or to the left,
that is, in the reversed direction (Z &3 C B A). With e direct standard
cipner zlphebet the direction in which the crests ard troughs of +lLe dis-
tribution progress is the normal direction, from left to right; with a
reversed standard cipher alphabet this direction is reversed, from right
to left,

20 gee par. 12,
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SECTION V
UNILITERAL SUBSTITUTION WITH STANDARD CIPHER ALPHABETS

Paragreph

Types of standsrd clpher alphahelS secvecescoesssnssscccesscsscncnnna 29
Procedure in encipherment and decipherment by means of

uniliteral substibtubloNececacsccsrsccesccerscccccascanscsncnsances 30
Principles of solution by construetion and analysis of the

uniliteral frequency distribubtioneeescsesscecsccsccsceccoscsasses 31
Theoretical example Of S80lUbL1ON.ceetsttsccccnscenssecsscsccsscnsnses 32
Practical example of solubtlon by the frequency metholescesasssccanss 33
Solution by completing the plain-component SeqUENCCececcsscesssassees Ik
Special remarks on the method of solution by completing the

plain-componexrb BEUUCNCC 1009000008500 0000000000900800000080000000 35
Value of mechanical solution as & Short Cubeecssscccssccccscecensees 36
Basic reason for the low degree of cryptosecurity afforded by

monoalphasbetic cryptograms involving standerd cipher alphebets... 37

29, Types of standard cipher alphsbets.--a. Standard eipher
alphabets are of two types:

(1) Direct standard, in which the cipher component is the normel
sequence but shifted to the right or left of its point of coincidence in
the normal slphsbet, Exemple:

e
Plain: ABCDEFGHIJKIMNOPQRSTUVWXYZ
Cipher: QRSTUVWXYZABCDEFGHIJKLMNOP
3w

It is obvious that the cipher component can be gpplied to the plain
component at any one of 26 pointes of coincidence, but since the alphebet
that results from one of these applications coincldes exactly with the
normsl alphsbet, a series of only 25 (direct standard) cipher alphsbets
results from the shifting of the cipher component.

(2) Reversed standerd, in which the cipher component is also the .
normal sequence but runs in the opposite direction from the normal.

Example:

—
Plain: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher: GPONMIKJIHGFEDCBAZYXWVUTSR
[ SRR

Here the cipher component can be applied to the plain compcnent at any
of 26 points of coincidence » each ylelding a different cipher slphebet,
There is in thif case, therefore, a series of 26 (reversed standard)
clipher alphabets.

RESTRICTED-
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b. It 15 often convenient to refer to or designate one of a series
of cipher alphabets without ambigulty or circumlocution. The usual me~
thod is to indicate the particular alphebet to which reference 'is made by
clting a pair of equivalents in that alphsbet, such as, in the example
above, Ap=Qc. The key for the cipher alphabet just referred to, as
well as that preceding it s 18 Ap=Qc, and it is saild that the key letter
for the cipher alphsbet is Q.

¢, The cipher alphsbet in subpar. a(2), sbove, is also a reciprocal
algha'be'b s that is, the cipher alphcbet coutains 13 distinet pairs of equiv-
a,lents which are reversible, For example, in the alphabet referred to,
-Qc and Qp=Ac; Bp=FP¢ and Pp=B., ete. The reciproeity exists through- '
out ‘the alphsbet and 1s a : result of the method by which it was formed.
(Reciprocal alphebets may be produced by Juxtaposing any two components
which are identical but progress in opposite directions.)

30, Procedure in encipherment and decipherment by means of wuni-
literal substitution.--a. When & message is enciphered by means of
uniliteral substitution, or simple substitutlon (as it is often celled) o
the individusl letters of the message text are replaced by the single-
letter equivalents taken from the cipher alphsabet selected by prearrange-
ment, Example:

Message: EIGHIEEN PRISONERS CAPTURFD
Enciphering alphsbet: Direct sta.m?ard., Ap=Te

Plain: ABCDEFGHIJKIMNOPQRSTUVWXYZ
Cipher: TUVWXYZABCDEFGHIJKIMNOPQRS

Letter-for-letter encipherment:

EIGHTEEN PRISONERS CAPTURED
XBZAMXXG IKBLIGXKL, VTIMNKXW
The cipher text is then regrouped, for transmission, into groups of five,

Cryptogram:
XBZAM XXGIK BLHGX KIVTI MNKXW

b. The procedure in decipherment is merely the reverse of that in
encipherment, The cipher alphabet selected by prearrangement is set up
with the cipher component arranged in the normal sequence asnd placed gbove
the plain component for ease in deciphering., The letters of the crypto-
gram are then replaced by their plaintext equivalents, as shown below.

Cipher: ABCDEFGHIJKILIMNOPQRSTUVWXYZ
Plains HIJKIMNOPQRSTUVWXYZABCDEFG

The message deciphers thus: .

Cipher: XBZAM XXGIK BLHGX KLVII MNKXW
Plain: EIGHT EENPR ISONE RSCAP TURED

The deciphering clerk rewrites the text in word lengths:
EIGHTEEN PRISONERS CAPTURED
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c. In subpar, a, above, the c1yptogram was prepared in final form
for transmission by dividing the cryptographic text into groups of five.
This is generally the case in military communicatlons involving cipher
gystens, Tt promotes accuracy in telegraphic transmission since an opera=-
tor knows he must recelve z definite nunber of characters in each group,
no more and no less. Also, we¢ ° pually makes solublon of the messeges by
unauthorized persons rmore difficult because the length of the words,
phreses, and sentencen of the plain text is hidden, If the last group of
the cipher text in subpar. 30a had not been a complete group of five
letters, it might have been completed by adding a sufficient number of
meeningless letters (celled nulls).

31. Principles of solution by construction snd anslysis of the
uniliteral frequency distribution.~-a. The analysis of momoalphsbetic
cryptograms prepared by the use of standard clpher alphsbets follows gl=
most directly from a consideration of the nsture of such alphabets. Since
the eipher component of g standerd cipher alphabet consists either of the
normal sequence merely displaced 1, 2, 3, « « « inbervals from the normal
point of coincidence, or of the normal sequence proceeding in a reversed-
normal direction, it is obvious that the uniliteral frequency distribution
for a cryptogrem prepared by means of such a cipher alphebet employed
monoalphebetically will show crests and troughs whose relative positions
and frequencies will be exactly the same as in the uniliteral frequency
distribution for the plain text of that cryptogram. The only thing that
has happened is that the whole set of crests and troughs of the distribu.
tion has been displaced to the right or left of the positlion it occupiles
in the distribution for the plain text; or else the successive elements of
the whole set progress in the opposite direction. .Hence,; it follows that .
the correct determination of the plaintext value of the cipher letter
marking any crest or trough of the uniliteral frequency distribution,
coupled with the correct determination of the relative direction in which
the plaln component sequence progresses, will result at one stroke in the
correct determination of the plaintext values of all the remaining 25
letters respectively marking the other crests and “troughs in that dis-
tribution. The problen thus resolves itself into a matter of selecting
that point of attack which will most quickly or most easily lead to the
determination of the value of one cipher letter. The single word
identification will hereafter be used for the phrase "determination of
the value of a cipher letter"; to identify a cipher letter is to find
its plaintext value. -

b, It is obvious tlLat the easiest point of atback is to assume that
the letter marking the crest of grestest frequency in the frequency
distribution for the cryptogram represents » Proceeding from this
initial point, the identifications of the remsining cipher letters merking
the other crests and troughs are tentatively made on the basis that the
letters of the cipher component proceed in accordance with the normel

o7
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alphabetic saquence, elther direct or reversed, If the actual frequency
of each letter marking s crest or a trough approximates to a falrly close
degree the normal or ‘theoretical frequemcy of the assumed plaintext
equivalent, then the initial identification 8c=Ep may be assumed to be
correct and -therefore the derived identificstions of the other cipher
letters also may be assumed to be correct.l If the original starting
point for asslignment of plaintext velues 1s not correet, or if the direc-
tion of “reading" ‘the successive crests and troughs of the distribution
is not correct, then the frequencles of the other 25 cipher letters will
not correspond to or even spproximate the normal or theoretical frequencies
of’ their hypothetical plalntext equivalents.on the basis of the initial
ldentification, A new initiel point, that 1ls, a different cipher equivw
alent, must then be selected to represent Ep; or else the direction of
"reading" the crests and trough? must be reversed. This procedure, that
is, the attempt to meke the actual frequency relations exhibited by the
uniliteral freguency distribution for a given eryptorram conform to the
theoretical frequency relations of the normal frequency distribution in an
effort to solve the cryptopram, is referred to technically.as "fitting the
actusl uniliteral frequency distribution for a cryptogram to the theoret-
ical uniliteral frequency distribution for normal plain text", or, more
briefly, as "fitting the frequemcy distribution for the cryptogram to the
normal frequency distribution', or, Still more briefly, 'fitting the dis-
tribution to the normal.” In stetistical work the expression commonly
employed in connection with this process of fitting an actuial distribu-
+ion to a theoretical one is "testing the goodness of fit," The goodness
of fit may be stated in various ways, mathematical in character.2

c. In fitting the actual distribution to the normal, it is neces-
sary to regard the cipher comporent (that is, the letters A . . . Z marking
the successive crests and troughs of the distribution) ss partaking of
the nature of a ecirele, that is, a sequence c¢losing in upon 1tself, so that
no matter with what crest or trough one sterts, the spatiasl end frequency
relations of the crests and troughs are constent., Thls menner of regard-
ing the cipher component as being cyelie in nature is valid because it
1s obvious that the reletive positions end freguencles of the crests and
troughs of any uniiiteral frequency distribution must remain the same
regardless of what letter is employed as the initicl point of the distwi-
bution. Fig. 5 gives a clear picture of what is meont in this connect~- -
ion, as applied to the normal frequency distribution.

1 The Greek letter © (theta) is used to represent a character or
letter without indlicating its identity. Thus, instead of the circum-
locution "eny letter of the plain text", the symbol @, is used; and for
the expression "any letter of the cipher text", the symbol 6, is used.

2 One of these tests for expressing the goodness of £it, the X (chi)
test, will be trested in Military Cryptanalysis, Part IT,
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4. In the third sentence of subparagraph b, the phrase "aggumed %o
be correct” was advisedly employed in deseribing the results of the at-
tempt to £it the distribution to the normel, because the Ffinal test of
the goodness of fit in this comnection (that is s of the correctness of
the assigmment of velues to the crests and troughs of the distribution)
1s whether the consilstent substitution of the plalntext values of the ci-
pher characters in the cryptogram will yleld intelligible plain text, If
this is not the case, then no matter how close the epproximation between
actual and theoretical frequencies is, no matter how well the actual fre-
guency distribution fits ‘the normal, the only possible inferences are
thet (1) either the closeness of the fit is a pure coincidence in ‘this
cagse and that another equally good f£it may be obtained from the same data,
or else (2) the cryptogram involves something more than simple monoslphae-
betic substitution by means of a single standsvd cipher alphshbet, For
example, suppose & ‘transposition has been spplied in sdditlon to the
substitution., Then, although an excellent correspondence between the
uniliteral frequency distribution and the normal frequency distributilon
has been obtained, the substitution of the cipher letters by their assumed
equivalents will still not yleld plain text. However, aside from such
cases of double encipherment, instances in which the uniliteral frequency
distribution may be easily fitted to the normal frequency distribution
end in vwhich st the same time an attempted simple substitution fails to
yield intelligible text are rare., It may be said that, in practical
operations whenever the unilitersl frequency distribution can be made to
f£it the normal fregquency dlstributlon, substitubion of values will result
in solution; and, as a corollary, whenever the uniliteral frequency
distribution cammot be made to f£it the normal frequency distribution,
the eryptogram does not represent a case of simple, monoalphabetic
substitution by means of a standard slphsbet,
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32. Theoretical exemple of solution.--a. The foregoing principles
will become clearer by nobting the encryption and solution of & theoretical
example, The following message 1s to be encrypted.

HOSTILE FORCE ESTIMATED AT ONE REGIMENT INFANTRY AND TWO PLATOONS
CAVALRY MOVING SOUTH ON QUINNIMONT PIKE STOP HEAD OF COLUMN NEARING ROAD
JUNCTION SEVEN THREE SEVEN COMMA EAST OF GREENACRE SCHOOL FIRED UPON BY
OUR PATROLS STOP HAVE DESTROYED BRIDGE OVER INDIAN CREEK,

. b, First, solely for purposes of demonstrating certain principles,
the uniliteral frequency distribution for this plaintext message is
presented in Figure 6,
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¢. Now let the foregoing message be encrypted monoalphzbetically by
the following standard cipher alphsbet s Yyielding the cryptogram shown
below and the frequency distribution shovn in Figure T.

Plgin « - ~«ABCDEFGHIJKLMNOPQRSTU
Cipher =~ -« GHIJKLMNOPQRBTUVWIXIZA

Plain ~ ~ - HOSTI LEFOR CEEST IMATE DATON EREGI MENTI NFANT RYAND

VWXYZ
BCDETF

Cipher -~ =~ NUYZO RKLUX IKKYZ OSGZK JGZUT KXKMO SKTZO TLGTZ XEGTJ
Plain - - - TWOPL ATOON SCAVA LRYMO VINGS OUTHO NQUIN NIMON TPIKE
Cipher ~ - ZCUVR GZUUT YIGBG RXESU BOTMY UAZNU TWACT TOSUT ZVOGK
Plain - - - STOPH EADOF COLUM NNEAR INGRO ADJUN CTION SEVEN THREE
Cipher - - YZUVN KGJUL IURAS TTKGX OTMXU GJPAT IZOUT YKBKT ZNXKK
Plain - - - SEVEN COMMA EASTO FGREE NACRE SCHOO IFIRE DUFON BYOUR
Cipher ~ - YKBKT IUSSG KGYZU IMXKK TGIXK YINUU RLOXK JAVUT HBUAX
Plgin -~ - ~ PATRO ISSTO PHAVE DESTR OYEDE RIDGE OVERI NDIAN CREEK
Cipher - - VGZXU RYYZU VNGBK JKYZX UEKJH XOJHMK UBKXO TJOGT IXKKQ
Cryptogran
NUYZ0 RXLUZX TIKKYZ O0O8GZK JGZUT XXKMO
SKTZO0 TLGETZ XEGTJ =“CUVR GZUUT YIGBG
RXESU BOTMY UAZNU TWAOT TOSUT 2ZVOoQK
YZUVN XKGJUL IURAS TTKGX OTMXU GJPAT
IZOUT YXBKT ZNXKK YKBEKT IUSSG KGYZU
LMXKX TGIXXK YINUU RLOXK JAVUT IHLUEUAX
VGZXU RYYZU VNGBK JKYZX UEKJH XOJHK
UBKXO0 TJOGT IXKKQ
-RESTRICTED
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d. Let the student now compere Figs, 6 and T, which have been su~- -
perimposed in Fig, 8 for convenience in examination., Crests and troughs
are present in both distributions; moreover their relotive positions and
Irequencies bave not been changed in the slightest particular. Only the
sbsolute position of the sequence as s whole has been displaced six
places to the right in Fig. 7, as compared with the sbsolute position of
the sequence in Fig. 6.

bt 2 ~ B
53 2 - P - 0= ‘
‘%E = = B = B =
ExRERRERE~RTEEE _RBREEEL B i
%BCDEFGHIJKLMNOPQRSTUVWXYZ
O-l.?..'.’.-ﬂ'.‘-‘ E |
e { = =~ &
H - Z - = E -~ = :
g = = = 2 E ExE
& o < . E =S58 ~ E ~SEE_ EEE
BE. § ExEZEZEZZEREE_ ~EZZBB_EBE=EE= |
ABCDEFGHIJKLMNOPQRSTUVWIXYZ

Figure 8.

e. If the two distributions sre compared in detail the student will
clearly understand how easy the solution of the cryptogram would be 1o one
who knew nothing sbout how it was prepared. For example, the frequency of
the highest crest, representing Ep in Fig, 6 is 28; at an interval of four
letters before Ep there is another crest representing Ap with frequency

16, Between A and E there is a trough, representing the medium-frequency
letters B, C, D, On the other side of E, at an interval of four letters,

comes another crest, representing I with frequency 14, Between E and I
there is another trough, representing the medium-frequency letters ¥, G, H.
Compare these crests and troughs with their homologous crests and troughs
in Fig. 7. In the latter, the letter K marks the highest crest in the
distribution with a frequency of 28; four letters before K there is an-
other crest, frequency 16, and four letters on the other side of X there
is another crest, frequeney 14, Troughs corresponding to B, C, D and F,
G, Hare seen abt H, I, J and L, M, N in Pig. 7., In fact, the iwo dis-
tributions nay be made to coincide exactly, by shifting the frequency
distribution for the cryptogram six pleces to the left with respect to
the distribution for the equivalent plaintext message, as shown herewith,
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f. Let us suppose now that nothing is known sboub the procesgs-of
encryption, and that only the cryptogram and its uniliteral frequency
distribubtion is at hand. It is clear that slimply bearing in mind the
spatlal relations of the crests and troughs in a normsl frequency dis-
tribution would ensble the cryptanalyst to fit the distribubion to the
normal in this case. He would naturally first assume that Kq=Fp, from
vhich it would follow that if e direct standard alphsbet is involved,

Lo=Fp,Mc=Gp, and so on, yielding the following (tentative) deciphering |
a.ljp'lm'bet.

Cipher ~ - ~ABCDEVF
Z

GHIJKLMNOPQRSTUVWXYZ
Plain - - -UVWXYZABCDEFGHIJKLMNOPQRST

o
g« Now comes the final tesjcé i these assumed values sre substi-
tuted in the cipher text, the plain text immediately appears. Thus:

NUYZO RKLUX IKKYZ OSGZK JGZUT ete,
HOSTI LEFOR CEEST IMATE DATON etc.

h. Tt should be clear, therefore, that the initial selectlon of
Gec as the specific key (the:b is, to reprefent Ap) in the process of
encryption has sebsolutely no effect uron the relative spatial and
frequency reletions of the crests and troughs of the frequency distri-
bution for the cryptogram, If Qe bad been selected to represent Ap,
these relations would still remaln the same, the whole series of crests
and troughs being merely displaced further to the right of the positions
they occupy when Ge=Ap.

33.__Practical example of solution by the frequency method.--
a. The case of direct standard alphsbeb ciphers.-~{(l) The following
crypbogram is to be solved by epplying the foregoing principles:

NWNVH CAXXY BJCCJ LTRWP XDAYX BRCRX
WBNJB CXOWN FCXWB CXYYN CHABL XURWO
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*(2) From the presence of so many low-frequency letters such as B »
W, and X it 1s at once suspected that thls is a substitutlion cipher. But
to illustrate the steps, that must be taken in difficult cases in order to
be certain in this respect, a uniliteral frequency distribution is con~
structed, and then reference is :de to Charts 2 to 5 to note whether the
actual numbers of vowels, highe-, msw.i~, snd low-frequency consonants
fall Ingide or outside the areass 321imited by the respective curves,

14

}

=FE_ _ _ = = Z__ =T ___E¥=
* ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Figure 10 a.
Lettars Troquency | POt wih sospeckto reas
Vowels AEIQUY) " 10 Outstde, chart 1.
High-frequency Consonants (D NR S T) 12 | Outside, chart 2.
Medium-frequency Consonsnts (BCFGHLMPVW)..... 26 | Outside, chart 3.
Low-frequency Consonants {J KQ X 2) 12 | Outside, chart 4. '
Total : 60

(3) A1l four poinks fa.lling completely outside the areas delimited by
the curves appliceble to these four classes of letters, the cryptogram is
clearly s substitution cipher.

() The appearance of the frequency distribution, with marked crests
and troughs, indicates that the cryplogrem is probsbly monoalphaebetic. At
this point the ¢ test is applied to the distribution. The observed value
of ¢ is found %o be 258, while the expected value of ¢ plain and ¢ random
are calculated to be 236 and 136, respectively. The Ffact that the ob-
served value is not only closer to but greaster than ¢p is ‘taken as

. statistical evidence that the cryptogram is monoalphabetic., Furthermore,
. reference being mede %o Chart 6, the point of intersection of the message
length (60 letters) and the mumber of blenks (8) falls directly on
. curve P; this is additlional evidence that the message is probebly mono-
. alphshetic,

(5) The next step is to determine whether a standard or a mixed
cipher alphebet is involved. This is done by studying the positions and
the sequence of crests and troughs in the frequency distribution, and
trying to fit the distribution to the normsl.,
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(6) The first assumption to Be made is that a direct standard cipher
alphabet is involved. The highest crest in the distribubtion occurs over
Xco Let it be assumed that Xc=Epc Then Yc, Zc, Ac’ o & o o =FP, Gp,

Hpy o o » o, Tespectively; thus:

o =Ml
= ML
= k4 il

QN

Cipherees i
PlainesessH

SR )
= Al
W ol
Q<

- ¢
It may be seen quickly that the approximation to the expected frequencies
is very poor. There are too many occurrences of Jy, s Up and Fp and
too few occurrences of Np, Op, Bp, Sp, Tp and Ap. Moreover, if a substi-
tution is attempted on this asis , the e 19 nowing is cbtained for the first
two cipher groups:

Cipherssee NWNVH CAXX
"Plain text*UDUCO JHEE

This is certainly not plaein text and it seems clear that X, is not EP’ ir
the hypothesis of a direct standard eslphabet ¢ipher is correct.
different sssumption will have to be made,

(7T) Suppose Ce=Ep. Going through the same steps_as before, sgain
no satisfectory results are obtained. Further trials3 are made along the
same lines, until the assumption Ne=Ep is tested:

b4
F

Ciphervses ABCDEFGHEIJKLMNOPQRSTUVWIXYZ
PlaiDesss e RS TUVHWXYZABCDEFGEIJKLMNOPQ
Figure 10c.

(8) The fit in this case is quite good; possibly there are too few
occurrences of Ap, Dj, and Ry. Bubt the final test remains: +trial of the
substitublion alphsbet on the cryptogram itself, This is done and the
results are as follows:

C: NWNVH CAXXY BJCCJ LTRWP XDAYX BRCRX
P+ ENEMY TROOP SATIA CKING OURPO SITIO
C: WBNJB CXOWN FCXWB CXYYN CNABL XURWO
P: NSEAS TOFNE WTONS TOPPE TERSC OLINTF
ENEMY TROOPS ATTACKING OUR POSITIONS EAST OF NEWION, PETERS COL INF

31t is unnecessary, of course, to write out all the alphdobets and
psevdo-decipherments, as shown sbove, when testing assumptions., This is
usually done mentally,
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(9) It is slvays odvissble to note the specific key. In this case
the correspondence betireen any plaintext letter and its cipher equlvalent
will indiecate the key. Although other conventlons are posaible, snd
equally valid, it is usual, bowever, %o indicake the ey by noting the
eiphor equivalent ol Ap. In this case Ap=Jdg,

b. The case of reversed stondard alphobet cipvhers.--(1) Let the
following cryptogram and its frequency distribution be studied.

FWFXL QS8SVVU RJQQJ HZBWD VPSUV RBQBY
WRFJR QVEWF NQVWR QVUUF QFSRH VYIBWE

(2) The preliminary steps illustrated sbove, under subpar. a (1)
to (4) inclusive, in connection with the test for class and monoalphsbet-
icity, will here be omitted, since they are exasctly the same in nature.
The result is that the eryptogram is obviously a substitubtion cipher and
is monoalphshetic,

(3) Assuming that 1t is not known vhether a direct or s reversed
gtandard alphebet is involved, attempts are at once made to it the fre-~
quency distribubion to the normal direet sequence, If the student will
try them he will soon f£ind out that these are unsuccessful., All this
takes but a few minutes.

(t) The next logical assumption is now made, viz., that the cipher
alphabet is e reversed standard alphabet. When on this basis Fg is
assumed to be Ep, the distribution can readily be fitted to the normal,
practically every crest and trough in the actusl distribution correspond-
ing to a crest or trough in the expected distribution.

= ....=§ = = — - ..%%E égg;_—

Clpher. e ABCDEFGHIJKLMNOPQRSTUVWIXXYZ

PlolNesese I HGFEDCBAZYXWVUTSRQPONMLK
Figure 104.

(5) Vhen the substitution is made in the cryptogram, the following
is obtained.

Cryptogrem,..F WF XL Q8VVU R J
Plain text...ENEMY TROOP S A

(6) The plaintext message is identical with that in subpar. a. The
specific key in this case is also A,=Je. If the student will compare the
frequency distributions in the two ceses, he will note that the relabtive
positions and extents of the crests and tioughs are identicel; they
merely progress in opposite directions.
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c., General note on solution hy the frequency wmethod.-~In achual
practice, the procedure of subpars. & and b are given s more rapld treat-
ment than that just deseribed, the practica,l treatment belng based, not
on the initial finding of some single crest or trough, but rather on locat-
ing the more readily-discernible clusters of crests which usually appear
in o distribution, such as the distinctive crest-patterans representing
"AveeBaeoI" and "RST". These crest-patterns are searched for, with a
gulck scenning of the distribubion, snd then the relative placement with
respect to each other is tested to see if it conforms to the expectation ]
for a direct standard cipher alphsbet, and, 1f not, then for a reversed
standard cipher alphabet, During this 1a.tLer step, vhich consists of .
1ittle more than counting in one direction and then (when necessary) in .
the other, the blank (or nearly-blank) expectation of "UK" followed by
‘the charscteristic curve for "LMNOP" and the blank "Q" are considered,
as g means of eilther substantiating or invaelidating the originel
"identification” of the crests,

3'1. Solution by completing the plain-component sequence.--

a. The case ol direct standard alphabet ciphers.--(1) The foregoing
method of analysis, involving as it does the construction of a uniliteral
frequency distribution, wos termed a golution by the frequency method
becsuse 1t involves the construction of a frequehicy distribution and its
gtudy. There is, however, another method which is much more rapid, almost
wholly mechanical, and which, moreover, doces not necessitate the con-~
struction or study of any frequency distribution whatever. An under-
standing of the method follows from a consideration of {he method of

enciphernment of a message by the use of a single, direct standard cipher
alphabet.

(2) Note the following encipherment:
Message-—~~-~ TWO CRUISERS SUNK
IEnciphering Alphabeb

Plain-—=~= ABCDEFGHIJKILMUOPQRSTUVWIXYZ
Ciphe?=~w= G HIJKLMNOPQRSTUVUXYZABCDETF
Enciphernent
Plain textecww-THO CRUISERS SUNK
Cryptogrofie~==- Z CU IXAOYKXY YATQ

Cryptogren

ZCUIX AOYXX YYATQ

(3) The enciphering alphsbet shovn chove represents a cose wherein
the sequence of levters of both components of the cipher alpinsbet is the
normal scquence, with the sequence formi-: the cipher cormonent rerely

shifted six places to the left (or 20 prsiticrs to the right) of %le
position it occupice in the rormel alghsbet., I, therelfric, two strips
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of paper bearing the letters of the normzl sequence, cguelly spaced, are
regarded as the two components of the cipher alphdbet and are juxtaposecd
at all of the 25 possible points of coincidence, it is cbvious that one
of these 25 juxtopositions must correspond to the actual juxbaposition
shown in the cnciphering alphabe: Airectly sbove.” It is equally cbvious
that if a record were kept of the rc.xlts obtoined by applying the values
given at cach juxtaposition to the letters of the cryptogram, one of these
results would yield the plain text of the cxrypbogram,

() Iet the vork be systematized and the results set down in en
. orderly manner for examingtion. Tt 1s obviously unnecessary to juxbapose
. the two components so that Ap=A,, for on the assunption of a direct stan-
derd slphaobet, juxbaposing two direct normal components at thelr normal
point of coincidence merely ylelds plain text. The next possible juxta-
position, therefore, is Ac=Bp. Let the juxtaposition of the two sliding
strips therefore be Ag=Bp, as shown here:

Plainemmma= —————— ABCDEFGHIJKIMNOPQRSTUVWXYZ
Cipher-emmeaen=m= ABCDEFGHIJKIMNOPQRSTUVWXYZABCDEFGHIJKIMNOPQRSTUVWXYZ

The values given by this Jjuxtaposition are substituted for the letters
of the cryptogram and the following results are obtained.,

Cryptograemremamenere Z 0 UTX AOYKX YYATAQ
1st Test-—"Plain text" ADV JY BPZLY ZZBUR

This certainly is not intelligible text; obviously, the two components
were not in the position indicated in this first test. The plain
component is therefore slid one interval to the left, meking Ag=Cp, and
a second test is made, Thus

" Plaifececwnaceenna ABCDEFGHIJKIMNOPQRSTUVWXYZ
Cipheres=ecee=usws~ ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKIMNOPQRSTUVWXYZ
Cryptograf=v-weecene=- ZCUITX AOYKX YYATGQ
2d Test-~-"Plain text" BEWK Z CQAMZ AACVS

Neither does the second test result in disclosing any plain text. But,
if the results of the two tests are studied a phenomenon that at first
seems quite puzzling comes to light. Thus, suppose the results of the
two tests are superimposed in this fashion,

Cryptograleecewmeenww= 2 C UIX AOYKX YYATRQ
ist Test--"Plain text" ADVJ Y BPZLY ZZBUR
24 Testw--"Plain text" BEWKZ CQAMZ AACVYVS

D One of the strips should bear the sequence repeated, This permits
Juxteposing the two sequences at ell 26 possible points of coinecidence
80 as to have a complete cipher alphsbet showing at all times.
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(5) Note what hes happened. The net result of the two experiments
was werely to continue the normal sequence begun by the cipher letters et
the heads of the columns of lebters. It is obvious that if the normsl
sequence is completed in each column the results will be exactly the same
as ‘though the whole set of 25 possible teshs had actbually been performed.
Let the columns therefore be completed, as shovm in Fig, 1l.

H
-

NHME<SdHTOoOYOEREHRuHEHGQRE D QER

IN
Q
grnrtRugHBBEQQEHBUQE PN ddHE T o 1o

Hunudodo=EarRudbbdaaHEEU QU = NK KA
Hoe=sEdQEdepNHdKE<dBoODoWOEEHRS

- .
HMIA<cdHNHOWORRHAgHHOHEBEULO QW »

UpNHdNNE<dgHRHNOWOE RN RgHOaH H Y

S<olNWoWoRREHRuymMbaREY QW > N

HNE<ddEnNWoHOEREHRyHEHQEEHU QW > N
GHHEHQOHEHOQUE PNHKMA<SdEH N DO WO BN
A<dlinDoYoERCRgHEO@=EO QW > NN
HEaEddHOOWOoOEEH RayHMbdo"dHUO QW N
HE<SdHDOWONHOERHRgHEOEEHOD QW P> N
NMa<gHupowoOoORIIHRGHENQEEHU Q Wi
nwoWoEERRaHEQEHED QW >N XS <8
HOEERHRGHEQMHEHEHOQEPNK XS <c 80 b

Figure 11,

An examinsblon of the successive horizontal lines of the dlagram discloses
one and only one line of plain text, that marked by the asterisk epnd read-
IngTWOCRUISERSSUNK,

(6) Since each columm in Fig. 11 is nothing but a normal sequence,
it is obvious that instead of laboriously vriting down these columns of
letters every time a cryptogram is to be examined, it would be more con-
venlent to prepare a set of strips each bearing the normal sequence
doubled (to permit complete coincidence for en entire alphebet at any set-
ting), and have them availsble for exenining any future cryptograms. In
using such g set of sliding strips in order to solve a crypbopgram prepared
by neans of a single direct standard ciphexr alvhabet, or to make a best to
determine whether & cryptogrsm hes been so prepared, it is only necessary
to "set up" the letters of the cryptogram on the strips, that is, align
them in & single row across the strips (by sliding the individual strips

~
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up or down). The successive horizontal lines, called generatrices (sine
gwlar, generabrix)?, are thon examined in a seorch for intelligible texb.
If the cryptogram rcally belongs to this simple type of cipher, onc of
the generatrices will ezhibit intelligible text all the way across; this
text will practically invaerisebly te the plain texb of the message, This
method of analysis may be btermed & soltlon by comnlebing the plain-
conponcnt sequence., Sometimes it 1s referred to as "running down" the
sequence, The principle upon which the meghocl is hesed constitubes one
of the cryptanalyst's most valueble tools.

b. The case of reversed standerd alphsbets.-~(1) The method describ-
ed under subpar. & moy also be applied, in slightly modified form, in the
case of a cryptogram enciphered by a single reversed standard alphebet.
The basic principles are idenmtical in the two ceses, as will now be demon~
strated.

(2) Let two sliding components be prepared. as before, except that in
this case one of the components must be a reversed normal sequence, the
obther, a direct normsl sequence.

(3) Iet the two components be Jjuxtaposed A to A, as showm below,
end. then let the resultant velues be substituted for the letters of the
eryptogram, Thust

CRYPTOGRAM
NKSEP MYOCP OOMTW
Plainewee~ e ABCDEFGHIJKLMNOPQRSTUVWXYZ
Ciphere=-erumwens ZYXWVUTSRQPONMIKI THGFEDCBAZYXMVUTSROPONMLK. ].'HGI"‘DCBA
Cryptograle—mecmmenem- - NKSEP MYOCP OOMTW

ist Test--—"Plain text" N Q LWL OCMIL HNMOHE

(4) This does not yield intelligible text, and therefore the revers-
ed component is slid one space Torward and s second test is made. Thus:

Plalfwenccnennas ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher-mcewncww= ZYXWVUTSRGPONMLK I THGFEDCBAZYXWVUTSRQPONMLKITHGFEDCBA
Cryptogram—----------- NKS E®" MYOCP OOMTIW

24 Test---"Ploin text” O R J X4 PDNZM HH P LF

(5) Neither does the second.'test yield intelligible text. Bubt let
the results of the two tests be superimposed. Thust

Cryptogran=smmnzzaza== NKSEP MYOCP ooMUVW
15t Test--'Plain text’ NQIWL OCMIL HNMNO X E
2d Test--~"Plain text" ORJ XM PDNZM NWNPITF

7 Pronounced: J&n ¥r-a-triZsSz and jEn Cr-5%riks, respectively.

6 A set of heavy paper strips, suiltable for use in commleting the
plain-component sequence, has been prepared for use as a training ald in
connection with the coursesg in Military Cryptanalysis.
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(6) It is seen that the letters ~f the "plain text" given by the
second trial are merely the contimments of the normal sequences initiated
by the letters of the "plain text" given by the first trial, If these
sequences are "run down"--that is, completed within the columns--the
results must obviously be the same as ‘though successive tests exsctly
similar to the first two were applied to the cryptogram, using one
reversed normal and one direct normel component, If the oryptogram has
really been prepared by means of a single reversed standard alphadbet,
one of the generatrices of the diagram that results from completing the
sequences mist yleld intelligible text, .

(7) Iet the diegram be made, or better yet, if the student has
already at hend the set of sliding strips referred to in footnote 6 *o
page 69, let him "set up" the letters given by the first trial, Fig, 12
shows the dlagram and indicates the pleintext generatrix.

NKSEP OCP
NQ1I

EHRUHEREEDOEPNRNE<ddnDo "o
HOoOZRHRygHERHREBOUQW PNKMZ <N
HoeHEBUQEPNKXNESdaHMYOHOEZHNRY
<CHUODROHWOHEZHERGHEOQEEHUQW > N M=
RogHEOQEETQUE P NKNES<danHWoHOE 2 H
ZRrHagmEdoaEHRUQUESPNRXESE<cHIR YO W o=
UrNHKHNS<dHUYWOoOWOoOEZHRGHKQHEU Q<
HAGHEHQEHEUQE P NKNES<cHOOYD WO =
M 4dAHOMNOUWOERHRGHEQHEHUQY > N
RuHHOEEHUQU P NKMS<OS R HO-WO =t
FRuHBEQEEBOQU PN XE<dEODYO WO H o
HFRgHMONQEHBEBUOQE P NKME<adEn 9o WoR=o
H2HNgHMEHOEBUOQW P NKKES<dHn Do W ol
PHEHUQUWDPNKMNE<SH IO WO E 2 HR g A
CoUPNKKE<GHRNYONOZRH NN QH K=

Flgure l2.

(8) The only difference in procedurc between this case and the
preceding one (where the cipher alphabet yas a direct standard alphabet)
is that the letters of the cipher text ars first "deciphered" by means
of any reversed standard alphebet and then the columns ere "run dowm",
according to the normal AB C . . « %Z sequence, For reasons which will
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become apparent very soon, the first step in this method is technically
termed converting the cipher letters into their plaln-component equiva-
lents; the second step is the some as before, viz., completing the plain-
conponent sequence,

35, Special remarks on the method of solution by cormleting the
Pplain-component sequence.--ge “The terms employed to desimnate the steps
in the solution set forth in par. 34b(8), viz., "converting the cipher
letters into 'bheir pla.in-componen-b equivalents" and "completing the plain-
component sequence", accurately describe the process, Their meaning will
‘beconme more clear as the student progresses with the work. It may be saild
that whenever the components of a eipher alphsbet are known sequences, no
matter how they are composed, the difficulty and time requ:l.red to solve
any eryptogram involving the use of those components is conslderably re-
duced. In some ceses this knowledge facilitates, and in other cases is
the only thing that makes possible, the solution of a very shorit cryptogram
that might otherwise defy solution,. Teter on an example will be given to
11lustrate what is meant in this regard.

The student should take note, however, of two qualifying expres-
sions 'bha:l: were employed in a preceding peregpaph to deseribe the results
of the application of the method. It was stabed that "one of the gener-
atrices will exhibit intelligible text all the way across; this text will
practicelly invaerisbly be the plain text,” WLiLl there ever be a case in
which more than one generatrix will yield intellimible text through its
extent? That obviously depends almost entirely on the nunber of letters
that are aligned to form a generatrix, If a generatrix contains but a
very few letters, only five, for example, it may happen as a result of
pure chence that there will be two or more generstrices showing what
might be "intelligible text." Note in Fig. 11, for example, that there
are several cases in which 3-letter and lL-letter English words (rAp, COB,
MESH, MAPS, etc.) appear on generatrices that sre not correct, these
words 'being formed by pure chance, But there is not a single case, in this
diagram, of a 5-letter or longer word appearing fortultously, because
obviously the longer the word the smaller the probabllity of its sppeer-
ance purely by chance; and the probabillty that two generatrices of 15
letters each will both yield intelligible text along their entire length
is exceedingly remote, so remote, in fact, that in prectical cryptology
such & case may be considered nonexistent,.l

ce The student should cbserve that in reality there is no difference
whatsoever in principle between the two methods presented in subpars. a
and b of par, 34, In the former the preliminary step of converting the
cipher letters into their plain~component equivalents is apparently not
present bub in reality it is there, The reason for its spparent sbsence
is that in ‘that case the plain component of the cipher alphsbet is ident-
ical in 8ll respects with the cipher component, so that the cipher letters

1 A person with patience and an inclinstion toward the curiosities of
the science might construct a text of 15 or more letters which would vield
two "intelligible" texts on the plain-component completion diagram.,

RESTRICTED ' TL




: REF ID:A568B385
RESTRICTED
require no conversion, or, rather, they are identical with the equivalents
that would result 1f they were converted on the basis Ag=Ap. In fact, if
‘the solution process had been erbitrarily initisted by converting the ci-
pher letters into their plain-component equivalents at the setting Ac=0p,
for example, and the cipher component slid one interval to the right

thereafter, the results of the first and second tests of per. 3ha would
be as follows: '

g%ngogram-:;----—------- ZCUIXAOYKXYYATGQ
1gt Tegte~"Plain teXt == N Q 1 W LOCMYLMMO B E
24 Testww="Ploin text"=«~= ORJXMPDNZMNNPITF

Thus, the foregoing disgrem duplicates in every particular the disgram
resulting from the first two tests under par. 3¥b: a first line of cipher
letters, a second line of letters derived from them but showing externally
no re’: . ionship with the first line, and s third line derived immediately
from the second line by continuing the direct normal sequence, Th¥a ‘haint
is brought %o attention only for the purpose of showing that g sir.ie,
‘broad prineciple is the basis of the general method of solution by complet-
ing the plain-component seguence, and once the studeud has t™is ™Myrmly in
mind he will have no difficulty whetsoever in reelizing wher; 712 vrinciple
is applicable, what a powerful cryptanalytic tool it cen e, -anw what

. results he may expect from its applicetion lIn specific instances.,

d. In the two foregoing examples of the applicabtlion of the prin-
ciple, the components were normal sequences; but it should be clear to
the student, if he has grasped what has been said in the preceding sube-
parsgraph, that these components mey be mixed sequehces which, if knowm

" (that is, if the sequence of letters comprising the sequences is known %o
the cryptenslyst), cen be handled just es readily as can components that
are normal seguences,

e, It is entirely immaterial at what points the plain and the cipher
components are Juxtaposed in the preliminsry step of converting the cipher
letters into thelr plain-component equivalents, For example, in the case
of ‘the reversed alphsbet cipher solved in par. 3%b, the two components
were erbitrarily Jjuxtaposed to give the value Ap=Ap, but they might have
been juxbaposed at any of the other 25 possible points of coincidence
without in any way affecting the final result, viz., the production of
one plaintext generatrix in the caupletion diagram,

36. Value of mechanical solution as & short cut.--a. It is evident
that the very first step the student should teke in his gbtempts to solve
an unknown crypbogrem that is obviously a substitution cipher is 4o try
‘the mechanical method of solution by completing the plain-component se-
guence, using the normal alphebet, first direct, then reverscd, This
takes only a very few minutes and is concliusive in 1ts results. It saves
the lebor and trouble of constructing a frequeney distribution in case
the cipher is of this simple type. Later on it will be seen how certain
variations of this simple type may also be solved by the application of
thig method, Thus, a very easy short cut to solution is afforded, which
even the experienced cryptanalyst never overlooks in his first attack on
an unknown cipher,
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b. It Is important now to note that if nelther of the two foregoing
gttenpts is succesgful in bringing plain text to light and the cryptogram
18 quite obviously monoalphebetic in character, the cryptanslyst is war-
ranted in assuming thab the cryptogrem involves a mixed cipher alphebet .8

37. Basic reason for the low degree of : .yptosecurity afforded by
monoalphobetic cryptograms involving standard cipher alphabets.--~The
gtudent has seen.that the solution of monoalphebetic cryptograms involving
gstandard cipher alphebets is a very easy mabter. Two methods of analysis
were described, one involving the construction of a frequency distribu~
tion, the other not requiring this kind of tsbuletion, being almost mech-
anical in nature and correspondingly rapid. In the filrst of these two
methods 1t was necessary to meke a correct assumphtlon as to the valuve of
but one of the 26 letters of the cipher alphsbet and the values of the
remasining 25 letters at once hecame known; in the second method 1t was not
necessary to assume a value for even s single cipher letter. The student
should understand what constitutes the basis of this situation, viz., the
fact that the two components of the cipher slphshbet are composed of known
sequences, What If one or both of these components are, for the crypt-
analyst, unknown sequences? In other words, what difficulties will con-
front the cryptanalyst if the cipher component of the cipher alphsbet is
a mixed sequence? Will such en alphsbet be solvable as a whole at one
stroke, or will it be necessary to solve its values individuslly? Since
the determination of the value of one cipher letter in this case glves no
direct clues to the value of any other letter, 1t would seem that the
solution of such a cipher should involve considerably more analysls and
experiment than has the solution of elther of the ‘two types of ciphers so
far exemined, The steps to be taken in the cryptanalysis of a mixed-
alphebet cipher will be discussed in the next section,

8 There 1s but one other possibility, already referred to under
subpar. 314 which involves the ease vhere transposition and monoalphebetic
substitution processes have been applied in successive steps. This is
unusual, however, and will be discussed in its proper place.

\
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SECTION VI
UNILITERAL SUBSTITUTION WITH MZiXED CIPHER ALPHABETS

i Paragreph.
Literal keys and numeriecal keys........n..u...u.................. 38
Types of mixed cipher alphobetScscerscecenrsrosncacccosncsscscoecses 39
Additional remarks on clipher a.lpha'be'bs.............u.--,un....u. ko
Preliminary steps in the analysis of a monocalphebetic, mixed- .
alphsbet cryptogram......o......................u..u..u..u... h‘l
Preparation of the work sheebesecnccccscsacecnccscesstocssnecnancess’ L2
Triliteral frequency distribubionSeesecesssssnscsaccececcscssceeccee ,"‘3
Classifying the cipher letters into vowels end consonantSBe.secsceseses 44
Further anslysis of the letters representing vowels snd consonants.. 45
Substituting deduced values in the cryptogrem,secessscesccscasscsses U6
Completing the B0lUtiONcssrccessscannnanasetsnsscoscnscsssersncannesee ,"‘7
Generzal remarks on the foregoing sB0lutiONesessessscsccecscssnscccsns h8
The "probeble~word" method; its value and epplicabilityesccscccscans ko
Solution of edditional cryptograms produced by the same
COMPONENLB soevesssvsarcscesncsancsesconcecssssosscasssonsnscesssee 50

Derivation of Key WOrGSecesesssasttsnscascssoscsscssssncstccnssnssscone 51

38, Literal keys and mumerical keys.--a. As hes been previously .
mentioned, most cryptosystems involve the use of s specific key to con=-
trol the steps followed in encrypting or decrypting a specific message
(see subpar. 9__b_). Such a key may be in literal form or in numerlcal form,

b. . It is convenient to designate a key which is composed of letters
as a Titeral key., As already mentioned, a literal key may consist of a
single Jetter, a single word, a phrase, a sentence, a whole paregraph, or
even & book; and, of course, it may consist merely of a sequence of let-
ters chosen at random,

c. Certain eryptosystems involve the use of s mmerical key, vwhich
may consist of a relatively long sequence of nunbers difficult or impos-
gible for the average cipher clerk to memorize, Several simple methods
for deriving such sequences from words, phrases, or sentences have been
devised, and a numerical key produced by asny of these methods is called a
derived numerical key (a8 opposed to a key consisting of randomly-selected
nunbers). One of the commonly-used methods consists of assigning numer-
ical values to the letters of a selected literal key in sccordsnce with
their relative positions in the ordinary alphabet, as exemplified in the
following suvbparagraph.

RESTRICTED-
75




REF ID:A56895
RESTRICTED

d. Let the prearranged ey word be the word LOGISTICS, Since C,
the penultimate letter of the key worcl appears in the normal slphsbet
before any other letter of the key word it 1s assigned the number 1t

LOGISTICS
1

The next letter of the normel selphsbet that occurs in the key word is G,
vhich is assigned the nuber 2. The letter I, which oeccurs twice in the
key word, is assigned the nmunber 3 for its :E'irst occurrence and the num-
ber ¥ for its second occurrence; s and so on. The final result is:

LOGISTICS
562379418

This method of assigning the nunbers is very flexible and varies with
different uses to which numerical keys are put. It may, of course, be
applied to phrases or to sentences, so that a very long numerical key,
ordinarly impossible to remenber, may be thus derived at will from sn
casily-remembered key text.

€. As far as the cryptanalyst is concerned, tle deriva:bion of a
numerical key from & specific literal key is of interest to him because
this knowledge may assist in subsequent solutions of cryptograms prepared
according to the same basic system, or in identifying the source from
which the literal key was selected - perhaps an ordinary book, a magazine,
etec, However, it should be pointed out that in some instances the crypt-
analyst may be unaware that a literal key has in fact been used as the
basis for deriving a numerical key.

39. Types of mixed cipher alphsbets.--a. It will be recalled that
in e mixed cipher elphabet the sequence of letters or characters in one
of the components (usually the cipher component) does not correspond to
‘the normal sequence, There are various methods of composing the sequence
of letters or elements of this mixed component, and those which are based
upon & scheme that is systematic in its nature are very useful bhecause
they make possible the derivation of one or more mixed sequences from any
easily-remenbered word or phrase, and thus do not necessitate the carry-
ing of written memoranda, Alphabets involving a systemstic method of
mixing are called systematically-mixed cipher alphsgbets.

b. One of the simplest types of systematically-mixed eipher slpha-
bets is the keyword-mixed alphabet., The clpher component consists of a
key word or phrase (with repeated letters, if present, omitted alter
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thelir first occurrence)l s Tollowed by the letters of the alphabet in
their normal sequence (with letters slresdy occurring in the key omitted
of course). Example, with GOVERNMENT ss the key word:

Plain:  ABCDEFGHIJKIMNOPQRSTUVWXYZ
Cipher: GOVERNMTABCDFHIJKLPQSUWXYZ

co. It is possible to disarrange the sequence constituting the
cipher component even more thoroughly by applying a simple method of
transposition to the keyword-mixed sequence. Two common methods are
illustrated below, using the key word TELEPHONY,

(1) Simple columner i;ransposi‘bionz

PR

Mixed sequence (formed by tramscribing the successive columms from left
to right):

TAKXEBMZLCQPDRHFSOGUNIVYIW
(2) Numerically-keyed columner transpositions
T=la3~6~2~5-1-8

TELPHONY
ABCDFGIJ
KMQRSUVW
X2

Mixed sequence (formed by transcribing the columns in a sequence deter-
mined by the numerical key derived from the key word itself):

EBMZHFSLCQNIVOGUPDRTAKXYJW

1 Mixed slphabets formed by including all repested letters of the
key word or key phrese Iin the cipher component were common in Edgar
Allan Poe's day but are impractical becsuse they are sumbiguous, making
decipherment difficult; an example:

Plein:  ABCDEFGHIJKIMNOPQRSTUVWXYZ
(2) Alphebet for enciphering,-- Cipher: NOWISTHETIMEFORALLGOODMENT

Cipher: ABCDEFGHIJKIMNOPQRSTUVWXYZ

(b) Inverse form of (a), Plain: P VAMSGD QKAB OFEF C
for declphering,«ececaumnea L J ERWIN I
X T 2
U

The averasge cipher clerk would heve considersble difficulty in deerypting
a cipher group such as TOOET, each letter of which has three or more
equivalents, and from which the plaintext fragments (N)INTH., ..FT THI(S),
IT THI,.., ete, can be formed on decipherment.
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4. The last two systematically-mixed sequences bre exemples of
transposition-mixed. sequences., Almost any method of trensposition may be
used to produce such sequences.

e. Another simple method of forming a mixed sequence is the deci-
mation method. In this method, letters in the normal slphsbet, or in s
keyword-mixed sequence, are "counted off" according to any selected in-
terval. As each letter is decimsted-~that is, eliminated from the basic
sequence by counting off--it 1s entered in a separste llst to form the
new mixed sequence. For example, to form a mixed sequence by this method|
from s keyword~-mixed sequence based on the key phrese SING A SONG OF
SIXPENCE with 7 the interval selected, proceed ss follows:

Keyword-mixed (or basic) sequence:

S INGAOFXPECBDHIKIMQRTUVWYZ

When the letters are counted off by 7's from left to right, F will be the’
first letter arrived at, H the second, T the third:

SINGAOFXPECBDARJIJKILIMQRPFUVWYZ
123456712345671234567
These letters are entered in a separate list (F first, H second, T third,
and so on) and eliminated from the keyword-mixed sequence. When the
end of the keyword-mixed sequence is reached, return to the beginning,
skipping the letters already eliminsted:

SINGAOVXPYCBDEJIKLYQRPUVWYZ
12345
67123% 567123 L567
The decimation-mixed sequence:

FREIEMZPQNDWCVBSILXAGOKYJRU
£. Practical considerations, of course, set s limit to the complex~-
1ties that mey be introduced in constructing systemstlically-mixed alpha-
bets, Beyond s certain point there is no cobjlect in further mixing. The
greatest amount of mixing by systematic processes will give no more se=-
curity than that resulting from mixing the alphsbet by random selection,
such as by putting the 26 letters in a box, thoroughly shaking them up,
and then drawing the letters out one at a time, Whenever the laws of
+ chance operate In the construction of a mixed alphsbet, the probebllity
of producing a thorough disarrangement of letters is very great., Random-
mixed slphebets give more cryptographic securiby than do the less compli-
cated systematically-mixed alphsabets, because they afford no clues to
positions of letters, given the position of a few of them, Their chief
disadventege is that they must be reduced to writing, since they cennot
readlly be remenbered, nor can they be reproduced at will from an essily-
remenbered key word.
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40, Additional remarks on cipher alphabets.~-a. All cipher alpha-
bets may be classified on the basis of their arrangement as enciphering
or deciphering alphsbets. An enciphering elphabet iz one In which the
sequence of letters in the plain component coincides with the normsl
sequence and is arranged in that menner for convenience in encipherment.
In e deciphering slphobet the sequence of letters in the cipher component
coincides with the normsl, for convenience in deciphering. TFor example,
(1) s below, shoirs a mixed clpher alphsbet arranged as an enciphering al-
phabet; (25 shows the corresponding deciphering alphebet. An enciphering
alphabet and 1ts corresponding deciphering alphsbet present sn inverse
relationship to each other. To invert a deciphering alphsbet is to wrilte
the corresponding enciphering alphsbet; to invert an enciphering alphabet
1s to write the corresponding deciphering alphabet.

Enciphering Alphabel

(1) Plain: ABCDEFGHIJKIMNOPQRSTUVWXYZ
Cipher: JKQVXZWESTRNUIOLGAPHCMYBDF

Deciphering Alphabet

. Cipher: ABCDEFGHIJKLMNOPQRSTUVWXYZ -
(2, Plain: RXUYHZQTNABPVLOSCKIJMDGEWF

b. A series of related reciprocal alphsbets may be produced by
Juxtaposing it all possible points of coincidence two components which
are ldentica.. but progress in opposite directions. This holds regardless
of whether thie components sre composed of an even or an odd nurmber of
elements. The following reciprocal slphsbet 1is one of such a series of
26 alphabets:

Plain: HYDRAULICBEFGJKMNOPQSTVWXZ
Cipher: GFEBCILUARDYHZXWVTSQPONMKJT

A single or isolated reciprocal alphsbet may be produced in one of two
ways:

(1) By comstructing a complete reciprocsl alphsbet by axrbitrary or
random assignments of values in pairs. That is, if Ap is made the
equivalent of Kg, then K, is made the equivalent of A,; if Bp is made Rg,
then is made By, and so on. If the two components thus constructed
are slild egainst each other no additional reciprocal alphabets will be
produced..

(2) By juxtaposing s sequence comprising en even number of elements
against the same sequence shifted exactly half wey to the right (or left),
as seen below:

ABCDEFGHTJKIMNOPQRSTUVWXYZ,
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKIMNOPQRSTUVWXYZ
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11. Preliminery steps in the analysis of a monoalphsbetic, mixed-
alphsbet cryptogram.--a. The student is now ready to resume his crypt-
analybtic sbudies. Note the following cryptogram:

SFDZF IOGHL. PZFGZ DYSPF HBZDS GVHIF UPLVD FGYVJ VFVHT GADZZ ATTYD ZYFZJ
ZTGPT VTZBD VFHTZ DFXSB GIDZY VTXOTI YVTEF VMGZZ THLLV XZDFM HTZAI TYDZY
BDVFH TZDFK ZDZZJ SXISG ZYGAV FSLGZ DTHHT CDZRS VIYZD OZFFH TZALT YDZYIG
AVDGZ ZIKHT TYZYS DZGHU ZFZTG UPGDI XWGHX ASRUZ DFUID EGHTV EAGXX

b« A casual inspection of the text disclosed the presence of sev-
eral long repebltions as well as of many letters of normally low fre-
quency, such as F, @, V, X, and Z; on the other hand, letters of normally
high frequency, such as the vowels, and the consonents N and R, are rel-
ablvely scarce. The cryptogram is obviously a substitutlion cipher and
the ususal mechanical tests for determining whether it is possibly of the
monoalphsbetic, standerd-alphabet type are spplied. The results being
negetive, a uniliteral frequency distribution is immediately constructed,
as shown in Figure 13, and the ¢ test is applied to it.

ES
=

S — = z ]

2 §S§ 2o Z :
= X EXERE . 2R -§ FER
ESE_ESBTREBEESSBs S8 < EERZZ_EBZEE
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
8 4 1 22 3 1019 16 10 3 2 5§ 2 0 3 5 02 10 22 5 161 8 14 35

$p=3668 $p=2117 $o=3862

Figure 13,

c. The fact that the frequency distribution shows very marked
crests and troughs indicates that the cryptogram is very probably mono-
alphebetic, and the results of the ¢ test further support this hypothesis.
The fact that the cryptogram has already been tested by the method of
completing the plain-component sequence and found not to be of ‘the mono-
alphabetic, standard-alphsbet type, indicates with a high degree of
probability that it involves a mixed cipher alphabet. A few moments might
be devoted to making a careful inspection of the distribution to insure
that it cannot be made to £it the normal; the object of this would be to
rule out the possibility that the text resulting from substitution by a
standard cipher alphsbet had not subsequently been transposed, Bubt this
inspection in this case is hardly nmecessary, in view of the presence of
long repetitions in the message.? (See subpar. 25g.)

2 This possible step is mentloned here for the purpose of making it
clear that the plainecomponent sequence completion method cannot solve a
case in which transposition has followed or preceded monoaslphebetic sub-
stitution with standard alphsbets., Cases of this kind will be discussed
in a later text. It is sufficient to indicate at this point that the
Trequency distribution for such a2 combined substitution-trensposition
cipher would present the charscteristics of a stendard alphaebet cipher
and yet the method of completing the plain-component scquence would fail
to bring out any plain text,
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d. One might, of course, attempt to solve the cryptogram by applying
the simple principles of frequency., One might, in other words, assume
that Ze (the letter of greatest frequency) represents Ep, Do (the letter
of next greatest frequency) represents T , and so on, If the message
were long enough this simple procedure mfght more or less qulckly glve
the solution. But the message is relatively short and many difficulties
would be encountered. Much time and effort would be expended umecessar-
ily, because 1t is hardly to be expécted that in a message of only 235
letters the relative order of frequency of the various cipher letters
should exactly coincide with, or even closely approximste the relative
order of frequency of letters of normal plain text found in s count of
50,000 letters., It is to be ewphasized that the beginner must repress
the natural tendency to place too much confidence in the generalized prin-
ciples of frequency and to rely too much upon them, It is far better to
bring into effective use certain other data concerning normel plein text,
such as digrsphic and trigrephic frequencies,

42, Preparation of the work sheet.--a., The details to be. considered
in this paragraph may at first appear to be superfluous, but long expe~
rience has proved that systematlizetion of the work and preparation of the
date in the most utilizable, condensed form is most adviseble, even if .
this seems to teke considersble time. In the first place, 1f it merely
serves to avold interruptions and irritations occasioned by fallure to
have the data in sn instantly availeble form, 1t will pay by saving men-
tel wear and tear., In the second place, especially in the case of com-
Plicated cryptograms, painsteking care in these detalils, while it may not
always bring about success, is often the factor ‘that is of greatest
assistance in ultimate solubion., The detalled preparation of the data
may be Iirksome to the student, and he may be tempted to avold as much of
it es possible, but, unfortunately, in the early stages of solving a
cryptogram he does not know (nor, for that matter, does the expert alweys
know) just which data sre essential and which may be neglected. Even
though not all of the data mey turn out to have been necessary, as a gen~
eral rule, time is saved in the end if all the usual data are prepared as
8 regular preliminary to the solution of most cryptograms.

b. First, the cryptogram is recopled in the form of a work sheet.
This sheet should be of a good quality of paper so as to withstand con-
siderable erasure., If the cryptogrem is to be copied by hand, cross-
section paper of %-inch squares 1s extremely useful, The writing should
be in ink, end plain, carefully-made romen capitel letters should be used
in all ceses.3 If the cryptogram is to be copied on a typewriter, the
ribbon employed should be impregnated with an ink that will not smear or
smdge under ‘the hand.

3 It is advisable to use, for this purpose, the system of standerdized
manunal printing adopted by Service commnicatlions persommel, The use of
this system, which is included in Appendix 7, assures that work sheets
are completely legible, not only to the person preparing them, but to
others as well.
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c. The arrangement of the characters of the cryptogram on the work
sheet is a matter ol considersble Importance. IT the cryptogram as first
obtained is in groups ol regular length (usually five choracters to a
group) ond if the wniliteral frequency distribution shows the cryptogram
to be monoalphabetic, the characlers should he copiled without regerd to
this grouping. It is odvisable to allow one space between letters (this
is especially true for work sheebs prepared on the typewriter), and. to
write a constant number of letters per line, approximately 25. At least
two spaces, prefersbly three spaces, should be left between horizontal
lines, to allow room for multiple assumptions. Care should be taken to
svoild crowding the letters in any case, for thls is not only confusing to
the eye but also mentally irritating when later il is found that not
enough space has been lelt for making verious sorts of marks or indica-
tilons, If the cryptogrem is originally in whalt sppears to be word lengths
(a.nd. this 1s the case, as a rule, only with the cryptograms of amateurs),
Elly i1t should be copied on the work sheet in the originsl group-
ings. If further study of a cryptogram shows that some specigl grouping
is required, it is often best to recopy it on & fresh work sheet rather
then to attempt to indicate the new grouping on the o0ld work sheet.

4. In order to be able to locate or refer to speclfic letters or
groups of letters with speed, certainty, and without possibility of con-
fusion, it is advisable to use coordinates spplied to the lines and
columns of the text as it appears on the work sheet. To minimize possi-
billity of confusion, it is best to apply letters to the horizontel lines
of the text, numbers.to the vertical columns, In referring to a letter,
the horizontsl line in vwhich the letter is located is ususlly given first.
Thus, referring to the work sheet shown below, coordinstes ALlT designate
the letter ¥, the 1T7th letter in the first line, The letter I is usually
omitted from the series of line indicators so as to avold confusion with
the figure 1, If lines are limited to 25 letters each, then each set of
100 letters of the text is automatically blocked off by remenbering that
4 lines constitute 100 letters.

e. Above each character of the cipher text may be some indication
of the frequency of that character in the whole cryptogrem. This indi-
cation may be the actual number of times the character occurs, or, if
colored pencils are used, the cipher letters may be divided up inko three
categories or groups--high-frequency; medium-frequency, and low-frequency.
It 4is perhaps simpler, if clericel help is available, to lndicate the
actual frequencies. This saves constant reference to the frequency
tebles, which interrupts the train of thought, and saves considersble
time in the end, since it enables the student better to visualize fre-
quency-patterns of words. In any case, it is recommended that the fre-
quencies of the letters comprising the repetitions be inscribed over their

* In some cryptosystems, certain low-frequency letters are employed ss
word separstors to indlcate the end of a word; 1f the meaning of these
letters is discovered, it is tantamount to having the eryptrgram in word
lensths and thus the work sheet is made accordingly. See also in this
connection the treatment on word separators in Section VII.
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respective letters; likewise, the frequencies of the first 10 and last 10
letters should also be inscribed, as these positions often lend themselves
readily to e,‘lﬂ:ask,clc.5

f. After the special frequency distribubion, explained in Par. L3
below, has been constructed, repetitions of digraphs snd trigraphs should
be underscored. In so doing, the student should be particularly wotchful
for trigraphic repetitions which can be further extended into tetragraphs
and polygrephs of greater length. Repetitions of more than ten charac-
ters should be set off by heavy vertical lines, as they indicate repeated
phrages and are of consldershle assistance in solution. If a repetition
continues from one line to the next, put an sxrrow at the end of the under-
score to signal this fact., Reversible digraphs and trigraphs should also
be indicated by an underscore with an arrow pointing in both directions.
Anything which strikes the eye as being pecullar, unusual, or significant
as regards the distribution or recurrence of the characters should be
noted. All these marks should, if convenient, be made with ink so as not
to cause smudging. The work sheet will now appear as shown below (not
all ‘the repetitions are underscored):

1 2 3 4 5 6 7 8 91011 12 13 14 15 16 17 18 19 20 21 22 23 24 25

35 23 14 10
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% See Appendix 4 in this connection.
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43. Trilitersl frequency distributiong.-~a. In what has gone before, !
a ‘type of frequency distribubtion known as & unilitersl frequency distri-
bution was used. This, of course, shows only the nunber of times each
individual letter occurs. In order to apply the normal digraphic and
trigrephic frequency data (given in Appendix 2) to the solution of s
cxryptogram of the type now being studied, it is obvious that the data
with respect to digrephs snd trigrephs occurring in the cryptogram should
be compiled and should be compared with the dabta for normal plalin text. '
In order to accomplish this in suiteble manner, 1t is adviseble to con- y
struct s more comprehe g:.ve form of distribution termed a trilltersl
frequency distribution.

b. Given a cryptogram of 50 or more letters and the task of deter-
mining what trigraphs are present in the cryptogram, there sre three ways
in which the data may be arranged or assenmbled. One may require that the
dsta show (1) each lebtter with its two succeeding letters; %2) each let-
ter with its two preceding letters; (3) each letter with one preceding
letter and one succeeding letter,

c. A distribution of the first of the three foregoing types may be
designated as a "triliteral frequency distribution showing two suffixes";
the second type may be designated as s "triliteral frequency distribution
showing two prefixes"; the third type may be designated as a "triliteral
Trequency d.lstrl'but:.on showing one prefix and one suffix," Quadrilitersl
and, pentaliteral frequency distributions may occasionally be found useful,

d. Which of these three arrangerments is to be employed at a specific
time depends largely upon whet the data are intended to show., For present
purposes, in connection with the solution of a monoalphebetic substitution
cipher employing a mixed alphabet, possibly the third errangemsnt, that
showing one prefix and one suffix, is most satisfactory.

€. It is convenient to use f-inch cross-section paper for the con-

struction of a triliteral frequency distribution in the form of a distri-
bution showing crests and troughs, such as that in Figure ik, In that
figure the prefix to each letter to be recorded is inserted in the left
half of the cell directly @bove the cipher letter being recorded; the
sulfix to each letter is inserted in the right half of the cell directly
sbove the letter being recorded; and in each case the prefix and the suf-
Tix to the letter being recorded occupy the same cell, the prefix being
directly to the left of the suffix, The nunber in parentheses gives the
total frequency for eech letter.

It is felt advisable here to distinguish between two closely related
terms. A triliteral distribution of ABC D E ¥ would consider the
groups ABC, BCD, CDE, DE F; a trigraphic distributicn would con-
slder only the tr:.g*‘aphs ABC and DEF. (See also subpar. 234. )
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Digraphs Trigraphs Longer Polygraphs gg
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L. The triliteral frequency distribubion is now to be examined with
a view to ascertaining vhat digraphs and trigraphs occur two or more
times in the cryptogram. Consider the pair of columns conteining the
prefixes and suffixes to D¢ in the distribution, as shown in Fig. 1,
Thls pair of columns shows that the following digraphs sppear in the

cryptograms:
Digraphs basaed on prefixes Digraphs based on suffixes
(arrenged as one reads up (arranged as one reads up
the colwm) the column)
FD, ZD, iD, VD, AD, YD, ED, pz, DY, DS, DF, D%, DZ, DV, )
7D, ID, ZD, YD, BD, ZD, ZD, DF, Dz, DF, DZ, DV, DF, DZ,
Zp, CD, z), YD, VD, SD, GD, pr, Dz, DO, DZ, DG, DZ, DI,
ZD, ID - DF, DE

The nature of the triliteral frequency distribution is such that in find-
Ing what digrasphs are present in the cryptogram it is immeterisl whether
the prefixes or the suffixes to the cipher letters are studied, so long
as one is consistent in the study. For example, in the foregoing list of
digraphs based on the prefixes to D,, the digraphs ¥D, ZD, ZD, VD, etec.,
are found; if now, the student will refer to the suffixes of Fe, Zg, Vo,
etc., he will find the very same digraphs indicated., This being the case,
the question may be raised as to what value there is in listing both the
prefixes and the suffixes to the cipher letters., The answer is that by
so doing the trigrephs are indicated et the same time., For example, in
the case of Dy, the following trigraphs are indicated: .

FDZ, 7DY, 7ZDS, VDF, ADZ, YDZ, BDV, ZDF, IDZ, ZDF, YDZ, BDV, ZDF,
D7, ZDT, CDZ, ZDO, YDZ, VDG, SDZ, GDI, ZDF, IDE,

g« The repeated digraphs and trigraphs can now be found quite read-
ily. Thus, in the case of D¢, examining the list of digraphs based on
suffixes, the following repetitions are noted:

DZ eppears 9 times; DF appears 5 times; DV appears 2 times

Exanining the trigraphs with D, as central 1e‘|:'l:.er‘2 the follo‘wing repeti-
tions are noted: .

7DF appeers 4 times; YDZ sppesrs 3 times; BDV eppears 2 times

h. It is unnecessary, of course, to go through the detailed proce- }
dure set forth in the preceding svbparagrsphes in order to f£ind all the '
repeated digraphs and trigraphs. The repeated trigrephs with D, as cen~
{ral letter can be found merely from an inspection of the prefixes and
suffixes opposite D, in the distribution., It is necessary only to find
those cases in which two or more prefixes are identical at the same time
that the suffixes are ldentical, For example, the distribution shows at
once that in four cases the prefix to De is Zq at the same time that the
suffix to this letter is'Fo. Hence, the trigraph ZDF appears four times.

The repeated trigraphs mey all be found in this menner,
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1. The most frequently repeated digraphs and trigraphs are then
asseribled in what is termed o condensed teble of repetitions, so as to
bring this informotion prominently before the eyc. As a rule, in mes-
sages of averoge length, digraphs which occur less than four or [ive
times, and trigraphs which occur less than three or four times may be
omitted from the condensed teble as being relatively of no importence in
the study of repetitions. In the condensed teble the frequencies of the
individual letters forming the most important digraphs, trigraphs, etc,,
should be indicated.

Lh, Classifying the cipher letters into voweéls and consonsnts.--
a. Before proceeding to a detailed analysis of the repeated digraphs and
'trigraphs, a very important step can be taken which will Dbe of assistance
not only in the amnalysis of the repetitions but also in the final solu-
tion of the cryptogram, This step concerns the classification of the
high-frequency eipher letters into two groups--(l) those which most prob-
sbly represent vowels, and (2) those which most probably represent con-
sonants. For if the cryptanalyst can quickly ascertain the equivalents
of the four vowels, A, E, I, and 0, and of only the four consoments, N,
R, 8, and T, he will then have the values of approximately two~thirds of
all the cipher letters that occur in the cryptogram; the values of the
remaining letters can almost be filled in automatically.

b. The basis Tor the classificatlon will be found to rest upon a
comparatively simple phenomecnon: +the assoclationsl or coubinatory be-
haevior of vowels is, in general, quite different from that of consonants,
If an examination be made of Teble T-B in Appendix 2, showing the rele-
tive order of frequency of the 18 digraphs composing 25 percent of Eng-
lish telegrephic text, it will be seen that the letter E enters into the
composition of 9 of the 18 digraphs; that is 5 in exactly half of all the
cases the letter E Is one of the two letters forming the digraph. The
digraphs containing E are as follows:

ED EN ER EB
NE RE SE TE VE

The remaining nine digraphs are as follows:

AT ND OR ST
Im NT TH
on TO

¢. lNone of the 18 digraphs is a combination of vowels., Nobte now
that of the 9 combinations with E, 7 are with the consonants N, R, S, and
T, one is with D, one is with V, and. none 1s with any vowel. In other
worcls ’ combines most rea.dily with consonants but not with other wvowels,
or even with itself. Using the terms often employed in the chemical ana-
logy, E shows a great "affinity" for the consonants N, R, 8, T, but not
for the vowels. Therefore, if the letters of highest frequency occurring
in a given cryptogram are listed, together with the nuuber of times each
of them conbines with the assumed cipher equivalent of Ey, those which
show considerable cowbining power or alflinity for the cipher equivalent
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of Ep may be assumed to be the clpher equivalents of N, R, S, Tp; those |
which do not show any affinity for the cipher equivelent of Ep may be as-
sumed to be the cipher equivalents of A, I, O, Up. Applying these prin-
ciples to the problem in hand, and examining the triliteral frequency
distribution, it is quite certain that Ze=Ep, not only because Z, is the
letter of highest frequency, but also because it conbines with several
other high-frequency letters, such as Dg, Fe, Uc, etc. The nine letters
of next highest frequency are:

23 22 19 19 16 15 14 10 10
D ™ F ¢ V H Y 8 I

Lot the conbinations these letters form with Z, be indicated in the fol-
lowing menmer:

Nunber of times 7,
occurs as prefix---

= = - 2
Cipher Letter-—=--- D(23) T(22) F(19) &(19) v(16) H(15) E(lll-) 8(10) 1(10)

Nunber of times Z, = = = Z
occurs s sSuffiXe~-=

—

L
!
]

d. Consider De. It occurs 23 times in the message and 18 of those
times it is combined with Za, 9 times in the form ZgDe (=E9P), and 9 times
in the form DecZe (=6Ep). It is clear that Dg must be a consonant, In
the same way, consider Te, which shows 9 combinations with Ze, L in the
form ZcTe (=ESp) and 5 in the form TeZe (=6Ep). The letter T, appears to
represent a consonant, as do also the letters Fg, G,, and Y,. On the
other hand, consider V., occurring in all 16 times but never in conbina-
tion with Zg; it appears to represent a vowel, as do also the letters H,a,
Scy and Ic. So far, then, the following classification would seem logical:

Vowels Consonants
Zo(=Ep), Ve, He, Scy I, Doy Tas Foy Geoy Yo

45, Further onalysis of the letters represenbting vowels and conso-
nants .--a. Op is usually the vowel of second highest frequency. Is 1%
possible to determine which of the letters V, H, S, I, is the cipher
equivalent of OP? let reference be made again to Table 6 in Appendix 2,
where 1t is seen that the 10 most frequently occurring diphthongs are:

Diphtlloﬂg ----- JO OU EA TI AI IE AU EO AY UE
Frequency-mew- M 37 35 27 17 13 13 12 12 11

If vV, I, S, I, ere really the cipher equivalents of A, I, 0, Uy (not
respectively), perhaps it is possible to determine which is which by
exonining the combinations they mske among themselves and with Zg '('EEP) .
Let the combinstions of V, H, S, I, and Z that occur in the message be
listed, There are only the following:

ZZe=~l  VHg--2  HHg--1  HIg--1  ISg~=l  SVg=-1

ZZ¢ is of course EE,. Note the doublet HHy; if H, is a vowel, then the
chances are excellent that Ho=0p because the doublets Ady, 1L, UU,, are
practically non-existent, whereas the double vowel combination OOp is of
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next highest frequency to the double vowel conbination EEp, If HexzOp,
then Ve nust be becavse the digreph VHe occurring two times in the
message could hardly be AOp, or UOP s Whereag the dipthong IOP is ‘the one
of high frequency in English. So Tar then, the tentative (because so far
unverified) results of the enalysis are as follows:

Zc =EP Hc =OP VC - Ip

This leaves only two letters, I, and Sp (already classified as vowels) to
be separated into Ap and Up. Note the digraphs:

HIe=08p  IS.=66p SVe=eIp
Only two alternatives are open:

(1) Bither Io=Ap and SezUp,
(2) or Io=Up and SozAp.

If the first slternative is selected, then
HIo=0Ap ISe=AUp SVo=UIp

If the second slternative is selected, then
HIc=0Up  IS,=UA, SVc:A%

The eye finds it difficult to choose between these slternatives; bub sup-
pose the frequency values of the plaintext diphthongs as given in Teble 6
of Appendix 2 are added for each of these alternatives, giving the follow=-

ing: .

HI,=0A.,, frequency valuez 7 HI,=0U,,, f{requency value=3T7
SVeoUL,, frequency valuez 5 SVe=Alp, frequency value=l7
ISc=AUp, frequency value=13 IS¢=UAp, frequency value= 5

Totalemmmm-—— 25 Totalemmemnee 59

Mathematlcally, the second alternative eppears to be more probable than
the Pirst,] Let it be assumed to be correct and the following (stiy
tentative) values are now at hand: -
Zc:Ep I‘Ic':op VC=]_:P SC=AP IC=UP
b, Attention is now directed to the letters classified as conso-
nants: How far is it possible to ascertain their values? The letter Dg,
from considerations of frequency alone, would seem to be Ty, but its
frequency, 23, is not considersbly preater than that for Bc. _It is not

T A more accurate gulde for choosing between the alternative groups
of digraphs could be obtalned through a consideration of* the logarithmic
welghts of their assigned probabilities, rather then thelr plaintext
frequency values., These weights are given in Appendix 2, along with an
explanation of the method for their derivation; a detailed treatment of
their spplication is presented in Military Cryptenalysis, Part IXI,
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much greater than that for Fe or 8., ¥Wilh a froguercy of 19 each. But
perhaps it is possible to ascerbain not the valuz of one letter alone Bbub
of two letters at one stroke., To do this one may make use of a tetro-
graph of considersble importance in English, viz., TIONp. For 1if ‘the
anolysis pertaining to the vowels is corrcel, and if VH.=TI0,, then an
examination of the letters immediately before ond efter the digraph VHg
in the cipher text might disclose both Tp and N,. Reference to the text
glves the following:

GVHI,  FVIT,
' eI08,  ©I06y

The letter Te follows VHe in both cases and very probably indicates -that
Tc:N1, s but as to whether Go or ¥, equals T, cannot be decided. However,
two conclusions are ¢lesr: first, the letter D, is neither T, nor Wos
from which 1t follows that 1t must be either Ry or Sp; second, the let-
‘ters Ge and Fo must be elther Ty and Sy, respectively, or S, and Tp,
respectively, because the only tetragraphs usually found (in English)
containing the diphthong IO0p as central letters are SIONp and TION,.
This in ‘turn means that.as regards Dg, the latter cannot be either Ry or
8ps; it must be Rp, a conclusion which is corroborated by the fact that
ZDc (=ERp) end DZc (=REp) occur 9 times each, Thus far, then, the iden-
tifications, when inserted in an enciphering elphsbet, are 'as follows:

Plaine-w-w- ABCDEPFPGHIJKLMNOPQRSTUVWIXYZ
Cipher-v--- S5 Z v TH DGTI I
FG

46, Substituting deduced values in the cryptogram.--g. Thus far the
analysis has been almost purely hypothetical, for as yet not a single one
of ‘the values deduced from the foregoing analysis has been tried out in
the cryptogram. It is high time that this be done, because the [inal
test of the validity of the hypotheses, assumptions, and identifications
made in any cryptographic study is, after all, only this: do these hy-
potheses, assumptions, and identifications ultimately yleld verifisble,
intelligible plain text vhen consistently spplied to the cipher text?

b. At the present stoge in the process, since there are at hand the
assumed values ol but 9 out of the 25 letters that appear, it is obvious
that a continuous "reading" of the cryptogram can certainly not be expect-
ed from & mere insertion of the values of the 9 letters, However, the
substitution of these values should do two things, First, it should
inmmediately disclose the fragments, outlines, or "skeletons" of “"good"
words in the text; and second, it should disclose no places in ‘the text
where "impossible" sequences of letters are established. By the first
is meant that the pertially deciphered text should show the outlines or
skeletons of words such as may be expected to be found in the commmuni-
cation; this will become quite clear in the next subparagraph. By the
second is meant that sequences, such as "AOOEN" or "TNRSENO" or the like,
obviously not possible or extremely unusual in normal English texb, must
not result from the substitution of the tentative identificabtions result-
ing from the anzlysis. The appearance of several such extremely unusual
or impossible sequences would at once signify that one or more of the aa-
sumed values is incerrect.

RESTRICTED 90




A56895

REF ID

1 2 8 4 5 6 7 8 9101112 13 14 15 16 17 18 19 20 21 22 23 2¢ 25

Herc are the resulte of substitubing the nine values which have

been deduced by the ressoning based on a classification of the high~

C.

]
~
2
g
8
g
s
&y
©
P2
g
2
W
[}
&
+3
g
o
8
:
(o]
w0
S
[»]
[4)
=]
&
w
~{
g
3
e}
»
8
=
o
w
-
it
B
i
&
8
&
2

W
=]
b
(o]
B
@
i
B
o

SN M 2N B BN 2m o AN & S Bz Ly ) - Y=R:4
20y Rz BN SmEY SUNE SH 2mo 2

g0 2o SVNEH B> H © 3 w < SBMEH ed

© 2 R B4 o= RA M S0 < BN SNHE S0

SR =2 S -m smEHNn 8FBZ RO M |0 M

[ = "o 2mEH®W = - am o S R

2mo - Y| BN 3 w < SR M0 = D

2 H BNR Qb= Yl apwneH SREBEN O SNM o

SEREHN SHE 2 = =Y 2N X sm<

2 M S - e 8N M O e = ® <

satfiny NE = 2™ ERE Sunk [0 2 © bd

e H w p X~ w < S0 < 3N M| E = R )

R 2U N0 = 5 ERC R S = > o SONH ,
2QBMEH M R 8 = = b 8 Bt = RE % - B2

SEEHIWW SNEK S M L X =3/ ] S 2NM@ w b4

RA M ) * o= w 20 <« BN | e+ © b4

o BN & 2N SmEHM 8N© oK TTNEH KRAx o b
3 S o B fQK RO M BN 2N & L Wa WA SUNE SO 0K
w0, % S - BN K Yl RAx 2> wQ, © < -
©D 28 SV N = 83 - w <t D = &
SEmE0 fRAX -m Sk - o N = IVNEH SN 2> H
Qe = S« . 2k EHR BIO x R B S bz
2mo S w b4 R | Wl 2amo 2N M 2N M 2o
2 aH AEEHN 2O aN 8= 80X SR BV 200
2VNE o fQx 8 tE =z W al x 2N M@ ® [

/m o a 2] = O] fas, B M

91




REF ID:A5689%95
-RESTRICTED

4, No inpossible sequences are brought to light, and, moreover,
several long words, nearly compleie, stand out in the text., Note the
following portions:

DS
(1) 0O?ERA

¥22

SLGZ
@) A?SE
The words are obviously OPERATIONS, NINE PRISOMERS, and AFTERNOON. The
value Gq is clearly TP 3 that of F, is SIJ 3 and the following addiltional
values are certain:

Be :Pp LesFp

b7, Completing the solution,--a. Each time an additional value l1s
obtained, substitution is at once made throughout the crypbogram. This
leads to ‘l:he determingtion of further values, in an ever-widening circle,
until all the identifications are firmly and finally estsblished, and
the message is completely solved. In this case the decipherment is as

follows:
1 2 3 4 5 6 7 8 9 10 11 12 13 14 16 10 17 18 19 20 21 22 23 24 25
A|SFDZFIOGHLPZFGZDYSPFHBZDS
ASRESULTOFYESTERDAYSOPERA
p| GYHTFUPLVDFGYVJVFVHTGADZZ
TIONSBYFIRSTDIVISIONTHREE
G|AITYDZYFZJZTGPTVTZBDVFHTZ
HUNDREDSEVENTYNINEPRISONE
p|DFXSBGIDZYVTXOIYVTEFVMGZZ )
RSCAPTUREDINCLUDINGSIXTEE
E|THLLVXZDFMHTZAITYDZYBDVFH ,
NOFFICERSXONEHUNDREDPRISO
p|TZDFKZDZZJSXISGZYGAVFSLGZ
NERSWEREEVACUATEDTHISAFTE
GIDTHHTCDZRSVTYZDOZFFHTZAIT
RNOONQREMAINDERLESSONEHUN
jqYDZYGAVDGZZTKHITYZYSDZGHU
DREDTHIRTEENWOUNDEDARETOB
j|Z2FZTCUPGDIXWGHXASRUZDFUID
ESENTBYTRUCKTOCHAMBERSBUR
K|EGHTVEAGXX '
GTONIGHTXX
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Message: AS RESULT OF YESTERDAYS OPERATIONS BY FIRST DIVISION THREE
HUNDRED SEVENTY WINME PRISONERS CAFTURED INCLUDING SINIEEN OFFICERS ONE
HUNDRED FRISOLERS WERE EVACUATED THIS AFTERNOON REMATIHDER LESS ONE HUN-
DRED THIRTEEN WOUNDED ARE TO BE SENT BY TRUCK TO CHAMBERSDURG TONIGHT

b, The solution should, as a rule, not be considered complete until
an stiempt has been made to dlcscover a.ll the elements underlying the gen~
eral system and the specific key to a message. In this case, there is no
need to delve further into the general system, for it 1s merely one of
uniliteral substllution with a mixed cipher alphsbet, It 1s necessary
or advisable, however, to reconstruct the cipher alphsbet. because this
may give clues that later may become valuable,

¢, Cipher alphsbets should, as a rule, be reconstructed by the

erypbanalyst in the form of enciphering alphebets because they will then
usually be in the form in which the encipherer used them. Thls is impor-
tant for two reasons. TFirst, if the sequence in the cipher component
gives evidence of system in its construction or 1f it yields clues poinb-
ing tovard its derivation from a key word or a key phrase, this may often
corroborate the identifications already made and moy lead directly to
additional identifications. A word or two of explanastion is advissble
here. For example, refer to the skeletonized enciphering alphabet given
et the end of subpar. l+5‘b

Plaifeweew-ss ABCDEFGHIJKLMNOPQR
D

UVWXYZ
Ciphere-wem~ea S Z A TH I

8T
GF
. F G

Suppose the cryptanalyst, looking at the sequence DGFI or DFGI in the
cipher component, suspects the presence of a keyword-mixed alphabet.
Then DFGI is certainly a more plausible sequence then DGFI. Examining
the skeleton cipher component more carei‘ully, he notes that S ¢« « » 2
would allow for insertion of three of the missing letters UWXY, since the
letters T and V occur later, probebly in the keyword itself; further, he
notes that the key word probebly begins under Fp and ends in TH, making
it probable that the TH is followed by AB or BC., This would mean that
either P, On=A, Be or B, Ce. Assuming that P, OP-A Bo, he refers to the
frequency dlstrlbutlon and finds that the assumptn.ons Pp=Aps and Q -Bc are
not good; on the other hand, assuming that P, Qp=B, Ce, the frequency
distribution gives excellent corroboration. A trial of these values
would materially hasten solution because it is often the case in crypt-
snalysis that if the value of u very low-Irequency letter can be surely
established it will yield clues to other values very quickly. Thus,

if Qp is definitely ldentified It almost invarisbly will identify Up, end
will give clues to the letter following the Up, since it must be a vowel.
In the case under discussion the identification P, Qp=B, Cc would have
turned out to be correct. For the foregoing reason sn gttempt should
always be made in the early stages of the analysis to determine, if
possible, the basis of construction or derivation of the cipher slphsbet;
as a rule this can be done only by means of the enciphering alphabet, and
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not the deciphering slphabet., TFor example, the skeletonized deciphering
alphabet corresponding to the enciphering alphebet direckly above is as
follows:

Cipher~merwwer ABCDEFGHIJKLMNOPQRSTUVWIXY?Z
Plain~rmmam—a- R TBSOU AN I E
ST

Here no cvidences of a keyword-mixed alphabet are seen at all. IHowever, .
1f the enciphering slphabet has been cxamined and shows no evidences of

systematic construction, the deciphering alphabet should then be examined

with this in view, because occasionally it is the deciphering alphebet .
which shows the presence of a key or keying element, or which has been
systematically derived from a word or phrase., The second reason why it is

important to try to discover the basis of construction or derivation of

the cipher slphsbet is that it affords clues to the general type of key

words or keying elements employed by the enemy. This is a psychologicael

factor, of course, and may be of assistance in subsequent studies of his

traffic. It merely gives a clue to the general type of thinking indulged

in by certain of his eryptogrephers.

4. In the case of the foregoing solution, the complete enciphering
alphebet is found to be as follows:

Plainewe=~=w-- ABCDEFGHIJKLMNOPQRSTUVWIXYZ
CipheY=mmeuma=a SUXYZLEAVNWORTHEBCDFGIJKMP

Obviously, the lebter Q, which is the only letter not arvearing in the

cryptogram, should follow P in the cipher componeni. Note now that the

latter is based upon the keyword IEAVENWORTH, and that this particular

cipher slphsabet has been cormosed by shifting the mixed sequence based .
upon this keyword Tive Intervals to the right so that the key for the - -
nessage is Ap=Sc.8 Note also that the deciphering slphebet fails to give

any evidence of keyword construction based upon the word IEAVENWORTH.

Cipher-ww—we-- ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Plain~—e—maea- HPQRGSTOUVWFXJLYZMANBIKCDE

€. If neither the enciphering nor the deciphering alphebet exhibits
characteristics which give indication of derivation from a key word by
some form of mixing or disarrangement, the use of such a key word for
this purpose 1s nevertheless not finally excluded as a possibllity. For
the reconstruction of such mixed alphabets the cryptanalyst must use
ingenuity and a knovledge of the more common methods of suppressing the ’
appearance of key words in the mixed alphabets, Several of these methods
are given detailed treatment in par. 51 below.

f. It is very importent in practical cryptanalytic work to pre-
pare o technical surmary of the solution of a system. Step-by-step

3] . . . .
It is usual practice to employ as the specific key the equivalent
of either 4y, or the equivalent of the first letier of the plain compo-
nent vhen this component is s mixed sequence.
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comnentaries should accompany an initial solution; the steps taken should
be Jotted down as they are made, and at the end they should be conbined
into a complete résumé of the analysis, The résumé€ should be brief and
concise, yet comprehensive enough that at any future time the solution
may be reconstructed following the exact menner in which it was origi-
nally accomplished, Assumptions of words, ete,, should be referred to
with work sheet line- and column~-indicstors, and should be couched in ‘the
proper cryptologic langusge or symbols., A short exposition of the mech-
anics of the general system, enciphering alphsbets, enciphering diagrams,
etc., a8 well as all key words (together with their derivation) end spe-
cific keys should be included. On the work sheet there should be a
letter-for-letter decryptment under the cipher text; the final plaintext
version should be in word lengths, with eny errors or garbles corrected.
Nulls or indicators showing sentence separation, change of key, ete., may
be enclosed in parentheses. All work sheets and notes should be kept
together with the solution.

48. Genersl remarks on the foregoing solution.--a. The example
solved ebove is admitiedly a more or less artificial Tllustration of the
steps in analysis, made so in order to demonstrate general principles,
It was easy to solve because the frequencies of the various cipher let~
ters corresponded quite well with the normal or expected frequencies.
However, all cryptograms of the same monoalphebetical nature can be
solved along the same general lineg, after a certain amount of experi-
mentation, depending upon the length of the cryptogram, and the skill
and experience of the cryptanalyst.?

b. Tt is no cause for discouragement if the“student's initial
attempts to solve a cryptogram of this type require much more time and
effort than were apparently reguired in solving the foregoing purely
1llustrative example. It 1s indeed rerely the case that every assumption
made by the cryptanslyst proves in the end to have been colpect; more
often 1t is the case that a good many of his initial assumptions are in-
correct, and that he loses much time in casting out the erroneous ones,
The speed and facility with which this elimination process is conducted
is in many ceses all that distinguishes the expert from the novice,

7 The use of monoalphsbetic substitution in modern military operations
is exceedingly rare becsuse of the simplicity of solution., However, such
cases have occurred, and one rather illuminating instance may be cited,
In an important commmnication on 5 August 1918 » General Kress von -
Kressenstein used s single mixed alphsbet, and the Intercepted radio mes-
sage was solved at American GHQ very speedily. A day later another mes-
sage, but in a very much more difficult cipher system, was intercepted
and solved, When translated, it read as follows:

"GHQ Kress:

The cipher prepared by General von Kress was at once solved here,
Its further use and employment is forbidden,

Chief Signsl Officer, Berlin,"
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¢, Nor will the student always find that the initial classification
into Vowels and consonants can be accomplished as easily and quickly as
was apparently the case in the illustrative example., The principler in-
dicated are very gencral in their nature and applicebility, and there are,
in addition, some other principles that may be brought to bear in case of
difficulty. Of these, perhaps the most useful are the following:

(1) In normal English it is unusual to find more then two consonants
in succession, each of high frequency. If in & cryptogram s succession
of three or four letters of high-frequency appesr in succession, 1t is
practically certain that at’ least one of these represents a vowel,

(2) Buccessions of three vowels are rather unususl in English,ll
Practically the only time this happens is when a word ends in two vowels
and the next word begins with a vowel,12

(3) VWhen two letters already classified as vowel-equivalents are
separated by & sequence of six or more letters, it 1s elther the case
‘that one of the supposed vowel-equivalents 1s incorrect, or else that
one or more of the intermediate letters is a vowel-equlvalent A3

(1) Reference to Table 7-B of Appendix 2 discloses the following:
Distribution of first 18 digraphs forming 25 percent of English text

Number of consonent-consonant digraphS-wewmemmmeswmemeeene= L
Num.ber Of consonant-vowel digraphs"--"'----—-——--—---------- 6

Number of vowel~consonant digraphge-—ssecee=a mmme—a—————— O -

Nunber of vowel-vowel digraphg-w~e=cmmmmmeconmomenees -————— 0
Distributlion of first 53 digraphs forming 50 percent of English text

Nunber of consonent-consonant digraphse-e=em-- D — ———— - 8

Numfber Of comonmt—vm-rel digra.phs ----------- o o ot O o e i 40 e o Bt o 23

Number of vowel-consonant digraphse-m-cecac-- mnmemmene————- 18

Nlm.ber Of VOWel-VOWél digraphs—--ﬂ---- —————— "=- ---—-——-—-—--——-- ,-ln

10 Sequences of seven consonants are not impossible, however, as in
STRENGTH THROUGH.,

11 Note that the word RADIOED, past tense of the verb RADIO, is coming .
into usage,

12 p sequence of seven vowels 1s not impossible, however, as in THE .
WAY YOU EARN, '
13 ' .
Some cryptanalysts place a good deal of emphasis upon this principle as a method of locating the remaining
vowels after the first two or three have been located. They recommend that the laiter be underlined throughout
the toxt and then alf sequences of five or more letters showing no underlines be studied attentively, Certain
letters which occur in several such sequences are sure to be vowels. An arithmetical aid in the study is as follows:
Take a letter thought to be & good possibility as the cipher equivalent of a vowel (hereafter termed a poasible
vowel-equivalent)'and find the length of each interval from the possible vowel-equivalent to the next known (fairly
surely determined) vowel-equivalent. Multiply the interval by the number of times this interval is found. Add
the products and divide by the total number of intervals considered. This will give the mean interval for that
posslble vowel-equivalent. Do the same for all the other possible vowel-equivalents. The one for which the
mesn is the greatest is most probably a vowel-equivalent. Underline $his letter throughout the text and repeat
the process for locating additional vowel-equivalents, if any remain to be located.

—RESFRICTED- 9%
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The latter tebulation shows that of the first 53 digraphs which form 50
percent of Fnglish text, 41 of them, that is, over 75 percent, are com-
binations of a vowel with a consonant. In short, in normal English the
vpwels and the high-frequency consonants ere in the long ruvn distributed
fairly evenly and regularly throughout the text,

(5) As a rule, repetitions of trigraphs in the cipher text are com=
, posed of high~fregquency letters forming high-frequency conbinagtions. The
"latter practically always contain st least one vowel; in fact, if refer-
ence is made to Table 10-A of Appendix 2 it will be noted that 36 of the
t 56 trigraphs having a frequency of 100 or more contain one vowel, 17 of
them contain two vowels, and only three of them contain no vowel. In the
case of tetragraph repetitions, Table 11~A of Appendix 2 shows that no
tetragraph 1isted therein falls to contain at lesst one vowel; 27 of them
contain one vowel, 25 contain two vowels, and 2 contain three vowels,

(6) "Quite frequently when two known vowel-equivalents are geparated
by six or more letters none of which seems to be of sufficiently high
frequency to represent one of the vowels A E T 0, the chances are good

' that the cipher~equivalent of "l'.he vowel U or Y is present.

! d. To recapitulate the general principles, vowels may then be dis-
tinguished from consonents in that they are usua.lly represénted by

(1) high-frequency letters; -
(2) high-frequency letters vhich do not readily contact eech other;

(3) high-frequency letters which ha.ve a grea.t va.riety of contact;

(4) high-frequency letters which he.ve an affinity for low-frequency
letters (i.e., low-frequency plaintext ccTnsonants) .

e. In the foregoing exemple the amount of experimentation or Yeut=
ting and fitting" was practically nil. (This is not true of real cases
as a rule.) Where such experimentation is necessary, the underscoring of
all repetitions of several letters is very essential, as it calls attent-
ion to peculierities of structure that often yleld clues.

f. After a few basic assumptions of values have been made, if short
T words or skeletons of words do not become manifest, it is necessary to
mske further agssumptions for unidentified letters., This is accomplished
most often by assuming a word.}t Now there are two places in every mes-
. sage which lend themselves more readily t¢ successful attack by the assump-
tion of words than do sny other places--the very beginning end the very
, end of the message. The reason 1s quite obvious, for although words may
begin or end with almost any 1e'bter of 'bhe alpha‘be'b “they usually 'begin

N1

.. 'This process does not involve anything more mysterious than ordinary, Iogical rcasoning; there is nothing

of the subnormal or supernormal about it. If cryptanalytic success seems to require processes akin to those of

., medieval magie, if “hocus-pocus” is much {o the fore, the student should begin to look for items that the claimant

of such success has carefully hidden from yiew, for the mystification of the uninitiated. ff the student were to

adopt as his personal motto for all his eryptanalytic ventures the quotation (from Tennyson’s poem Columbeus)

appearing on the back of the title page of this text, he will frequently find “short cuts™ to his destination and wiit
not too often be led astrayl
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and end with but g few very common digrephs and trigraphs. Very often
the assoclation of letters in peculiar conmbinations will enable the stud-
ent to note where one word ends and the next begins. For exsmple suppose,
E, N, S, ond T have been definitely identified, and a sequence like the
following 16 found in e cryptogram: .

! e o s ENTSBNE .4+

Obviously the bresk between two words should fall either after the § of :
ENTS or after the Tof EN T s 80 ‘that two possibilities are offered:

++ .ENTS/NE..,..,or., .ENT/SNE. .. Sincein

English there are very few words with the initial trigraph S N E, it is 3
most likely that the proper division is « « s ENTS /NE .., .. OF

course, when several word divisions have been found, the solution is

more readlly schleved because of the greater ease with which assumptions

of additional new values may be made,

8« Although o considerable amount of debailed treatment has been
devoted to vowel-consonant analysis, it is felt advisable agein to caution
the student against the natural tendency to accept without question the
results of any one cryptanalybic technique exclusively, even one such as
vowel-consonant snslysis which seems quite scientific in character.

49. The "probeble-word" method; its value and applicsbility.--a. In
practically all cryptanalytic studies, short cuts can often be made by
assuming the presence of certain words in the message under study. Some
writers attach so much value to this kind of an "attack from the rear"
that they practically elevate it to the position of a method and call it
the "intultive method" or the "probable-word method." It is, of course,
merely o refinement of what in everyday language is called “assuming” or
"guessing" a word in the message. The value of making a "good guess" can
hardly be overestimated, and the cryptanalyst should never feel that he
1s accomplishing a solution by an illegitimate subterfuge vhen he has
made a fortunate guess leading to solution. A correct assumption asz to
plain text will often save hours or days of lsbor, and sometimes there
is no alternative but to try to "guess a word", for occasionally & system
is encountercd lhe solutlon of which 1s absolutely dependent upon this
exrtifice,

b. The expression "good guess" 1s used advisedly. TFor it is "good"
in two respects. I irst, the cryptanalyst must use care in meking his
assunptions as to pla.m‘bext words. In this he must be guided by extra-
neous circumstances leading to the assumption of probable words--not just
eny words that come to his mind, Therefore he must use his imegination
but he must nevertheless carefully control it by the exercise of good
Judgement. Second, only if the "guess" is correct and leads to solution,
or ot least puts him on the road to solution, it is a good guess. But,
while repolizing the usefulness and the time and labor-saving features of
a solution by assuming 'a probeble word, the cryptenalyst should exercise
discretion in regard to how long he may continue in his efforts with this
method. Sometimes he may actually waste.time by adhering to the method
too long, if straightforward, methodical analysis rill yield. results more

quickly., - /
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¢s Obviously, the “probable~word" method hes much more spplienbility
when working upon mnterial the general nobure of which is knowm, than when
working upen more or less igolated eommnicationn exchenged between correge
pondents conceining whom or whoge octivities nothing is known. For in the
latter case there is little or nothipg that the imaginabtlion cen rcilze upon
as & background or bosis for the sgsumptions.!? Towever, in the ¢nse of
militery eryptonalysis in time of sotive operations there is, indﬂed, Bo
great a probability that certain words and expressionc are present in cer-
tain cryptograms that those words end expressions ("cliches") are olften
referred to as "cribs" (as defined in Webster's New Colleglate Diction-
ary: "...o plagisrism; hence, s translation, etc., to ald s student in
reciting.”), The cryptanalyst is quite sure they sre present in the
cryptogrem under exsmination--whet he must do is to “£it' the crib bo
the text", that is, locate it in the cipher text.

4. Very frequently, the cholce of probsble words is aided or limit-
ed by the number and positions of repested letters. These repetitions
may be patent-~that is, externally visible in the cryptographic text as
1t originally stands--or they may be latent--that is, externally invis-
ible but susceptible of being made patent as a result of the anelysis,
For example, in & monoalphsbetic substitution cipher, such as that dis-
cusged in ‘the preceding paragrsph, the repeated letters are directly
exhibited in the cryptogram; later the student will encounter many cases
in which the repetitions are latent, but are made patent by the analyt-
ieal process, When the repetitions are patent, then the patbtern or for~
mila to which the repested letters conform is of direct uge in assuming
plaintext words; and when the text is in word-lengths, the pattern is
obviously of even greater assistance. Suppose the eryptanalyst is desl-
ing with military text, in which case he may expect such words as DIVIS-
ION, BATTALION, etc., to be present in the text. The pogitions of the
repeated letter T in DIVISION, of the reversible digraph AT, TA in BAT-.
TALION, and so on, constitute for the experienced cryptanalyst tell-tale
indications of the presence of these words, even when the text is not
divided up into its original word lengths.

€. The important ald that a study of word patterns can afford in
cryptanslysis warrants the use of definite terminology and the estsblish-
nent of certain data having a besring thereon., The phenomenon herein
under discussion, namely, that many words are of such construection as
regards the nunber and positions of repeated letters as to make them
rea.dily identifisble, will be termed idiomorphism (from the Greek "idios"=s
one's own, individual, peculiar 4 "morphe"=form)., Words which show this
phenomenon will be termed idiomorphic. It will be useful to deal with
the idiomorphisms symbolically and systematically as described below.

5 . . -

;General Givierge in bis Cours de Cryplographie (p. 121) says: "I-Iowever, expert cryptanalysts aften
employ such details as are cited above [in connection with assuming the presence of ‘probable words’l, and the
experfence of the years 1914 {o 1918, to cilc only those, prove that in practice one often has at his disposal ele-
ments of this nature, permitting assumptions much more audacfous than those which served for the analysis
of the last example, The reader would therefore be wrong In jmagining that such fortuitous clements are
encountercd only fn eryptographiec worke where the author deciphers a document that he himsclf enciphered.
Cryptographic correspondence, if it Is extensive, and if sumciently pumcrous working dats are at hand, often
furnishes clements so complete that an author would not dare use all of them in solving & prohlem for fear of
being aceused of obvious exaggeration.”

—RESFRICTED- 99




REF ID:A5689%95
RESTRICTED—

f. When dealing with cryptograms in which the word lengths are
determined or specifically shown, it is convenient to indicate their
lengths and thelir repeated letters in some easily recognized manner or
by formulas., This is exemplified, in the case of the word DIVISION, by
the formuls ABCBDBEF; in the case of the word BATTALION, by the formula
ABCCBDEFG. If the cryptanalyst, during the course of his gtudies, makes
note of striking formulas he has encountered, with the words which fit
them, after some time he will have assembled a quite valuable body of
data, And after more or less complete lists of such formulas have been
established in some systemabic arrangement, & repid comparison of the
ldiomorphs in & specific cryptogram with those in his lists will be feasw
ible and willl often lead to the assumption of the current word. Such
1ists can be arranged according to word length, as shown herewiths

3/eba : DID, EVE, EYE, etc.
gbb : ADD, ALL, IIL, OFF, etc,
h/ebac : ARAB, AWAY, etc.
abbe : ALLY, BEEN, etc.
gbea : AREA, BOMB, DEAD, etc.
gbch ¢ ANON, CEDE, etc.

etc. ete,

g+ When dealing with cryptographic text in which the lengths of the
words are not indleated or otherwise determineble, lists of ‘the foregoing
nebure are not so useful as lists in which the words (or parts of words)
are arrenged according to the intervals between identical letters, in ‘the
following manner:

1 Interval 2 Intervals 3 Intervals Repeated digraphs
-~DiD- AbbAcy AbeyAnce COCOa,
~EvE~ ArAbiA hAbitAble ~dERER
~EyE- AblAtive 1AborAtory ICICle
dIvision AboArd AbrelAst -ININg
revislon ~AciA- AbroAd bAGgAGe
ete, etc, ' ete, ete,

h, The most usuel practice, however, in designating idiomorphiec
petterns and classifying them into systematic lists is to assign s 1it-
eral nomenclature to that portion of a word (or sequence of plaintext
Yetters) which conbaing the distinctive pattern, beginning with the first
letter which is repeated in the pattern and ending with the last letter
which is repeated in the pattern. Thus, the word DIVISION would be term-
ed as sn idiomorph of the sbaca class (based on the sequence IVISI con-
tained therein) s and the word BATTALION as an idiomorph of the gbba cless
(besed on the sequence ATTA), In Appendix 3 will be found & compendium
of the more lrequent military words in English, arranged according to
word-lengths in alphsbetical order and in rhyming order; in sddition,
there will be found in thils appendix a listing of idlomorphs arranged
firat according to pattern and then asccording to the first letter of the
idiomorphic sequence,
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50, Solution of additional cryptograms produced by the same compon-
ents.~-a. To return, after s rather long digression, to the cryptogram
Bolved in pars. W - 47, once the components of a cipher alphsbet have
‘been reconstructed, subsequent messeges which have been enciphered by
means of the same components may be solved very readily, and without rew
course to the principles of frequency, or epplication of the probsble~
word method, It has been seen that the illustrabive eryptogram treated
in paragrephs 41 - 47 was enciphered by jJuxtaposing the eipher component
against the normal sequence so that Ap=Ses It 1s obvious that the cipher
component may be set against the plain component at any one of 26 differ=
ent points of coineidence, each ylelding & different cipher alphabet.
After the components have been reconstructed, however, they become
known sequences and the method of converting the cipher letters into
Their pla %n-eomponent equivalents and then completing the plain-component
Beqp.ence begun by each equivalent can be applied to solve any crypto-
gram which has been enciphered by these components,

b. An exsmple will serve to meke the proecess clear. Suppose the
following message s Passing between the same two stations as before, was
intercepted shortly after the first message had been solvedt

IYEWK CERNW OFOSE LFOOH EAZXX

It is assumed that the same components were used, but with s different
key letter. First the initlal two groups are converted into thelr
plain-eomponent equivalents by setting the cipher component against the
plain component at any arbitrary point of coincildence, The initilal let~
ter of the former mey as well be set ageinst A of the latter, with the
followling result: ’

Plaineeccccacnec ABCDEFGHIJKLMNOPQRBTUVWXYZ

€ipher—cae- e LEAVNWORTHBCDFGIJKMPQSUXY?Z
Cryptogram--~- I YE W K CERNW ¢ o« o'
Equivalentgs~=~= PYBFR LBHETF ., . &

The plain component sequenece inltiated by each of these conversion equive
alents is now completed, with the results shown in Fig, 15, Note the
plaintext generatiix, CLOSEYOURS, which manifests itself wlthout further
snalysis. The rest of the message may be read either by continuing the
feme process, or, what is even more simple, the key letter of the mesesge
may now be determined quite readily and the message deciphered by ita
means.

X It must be noted that if the plain com;ponen'b is a mixed seguence,

then it is this mixed sequence which mat be used to compiete the
eolumns ,
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CEEHRGHEHOHEUAH P NKNXT<dHE® Do Y-
Ma<cdHnDWOoOHOEEZHRuHiaHHO QW & N
BPNHME<SAHROYOWORERHRGUHEQHEEU Qe
HUQUW PNHRKXE<CHNYOHOEZHRGHE Q==
oHoEZHRGHEOQEREHYUQE > N XD <cE 0 R
NyHbOeeEEUQEPNKXS<dH o Ho 2 2o
BPNKME<dHOODOWOHEHNRGHEHQHEUD QR
OHEHUQUEPNRXS<AdER IO WO =2 HK Y -
QUL NHKRKIE<AHON YO WOREEHR G HE Q X ==
HoaWpNHKXS<cdHOOOWOEZHRKyH I Q==

5

¢. In order that the student may understand without question just
what 1s involved in the latter step, that ls, discovering the key letter
after the first two or three groups have been.deciphered by the conver~-
silon-completion process, the foregoing example will be used, It was
noted that the first cipher group was finally deciphered as followst

Cipher-eevmawna IYEVWK
Plainwewe-- == CLOSE

Now set the cipher component agsinst the normal sequence so thab Cp=Ic. .
Thus : !

Plain-=veceaw- ABCDEFGHIJKLMNOP
Cipher-~ewwe-- FGIJKMPQSUXYZLEA

. It is seen here that when Cp=Io then ApsFe, This is the key for the en~
tire message. The decipherment may be completed by direct reference %o
the cipher alphsbet. Thus:

Cipher-- IYEWK CERNW OFO
Plain--- CLOSE YOURS TAT

Message: CLOSE YOUR STATION AT TWO PM

by
é.
®

=

g

S E EAZXX
I0 OPMXX

=H

LFOO
NATT
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d.. The student should make sure thgt he understends the fundamental
principles involved in this quick aolution, for they are among the most
important principles in cryptanalytics. How useful they are will become
clear as he progresses into more and more complex crypteanelytlc studies,

e. Tt must be kept in mind that there are four ways “thet two basie
sequences may be used to form a cipher alphsbet, subject "to the instruce
tions guiding the eryptographer in.the use of his cryptosystem; this fact
must be considered when additional eryptogrems sppear in a particular
eryptosystem for which the primery components heve been recovered., Assums=

ing that the sequences just recovered are lebelled “A" and "B", then the
following contingencles might srise in the encryption of. suhsequent nese=
sages?

(1) "A" direct for the plain component, and "B" direct for the
cipher component (ss in the original recovery)

(2) "A" direct for the plain, end "B" reversed for the cipher;

(3) "B" direct for the plain, end "A" direct for the cipher; and
t4

(4) "B" direct for the plain, and "A" reversed for the cipher.

51, Derivatlon of key words.--a. Concurrent with the solution of a
cryptogram, there should be a simultaneous effort in the reconstruction
of cipher slphsbets and recovery of key words, Much lebor cen thus be
saved as recovery of the keys early in the steges of solution may trans-
form the process of eryptanalysis into oné of decipherment,

b, A mixed ciphev alphsbet falls into one of five categories,
according to the composition of its components, viz.,

(1) the plain component is the normal sequence and the cipher comw
ponent 1s mixed;

(2) the cipher component 1s the normal sequence and the plain com~
ponent is mixed;

~ (3) %voth components are 'bhe seme mixed sequence;

(It) ‘both components are the same mixed sequence, but running in
reverse; or

(5) the components are different mixed sequences.,

c. Let us examine several types of mixed sequences, using the key
word HYDRAULIC as an exemple, The ordinary keyword-mixed sequence prow
duced from this key word is:

(1) HYDRAULICBEFGJKMNQPQSTVWXZ
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The two prinelpal transposition-mixed types based on this -key word ere
derived from the diagram: .

AYDRAULZIC -
" - BEFGJIJKMNO S
PQBTVWXZ and read!
(2) HEBPYRQDFSROGTAJVUKWLMXINZCOand ,
(3) AJVCODFSHBPINZLMXRGTUKWYEQ

Other types mey arise from various types of rbhute transposlitions such as ‘
the following, using the foregoing diagrams

() EBPQEYDFSTGRAJVWKULMXZENICO
(5 HYBPEDRFQSGAUJTVKLIMWIXNCOZ
(6) PBQEESYFTDGVRIWAKXUMZLNIOC
(T) HYDRAULICONMKJIGFEBPQSTVWXZ
(8) OCILUARDYHBPQSTVWXZNMKJIGTFE
(9) EYEBPQSTGFDRAUKJIJVWXZNMLICO

(0) CPIOQBLNSEHUMZTFYAXXVGDRJW

Any transposition system may be employed to produce s systematically-
mixed sequence; practicability of method is the only determining factor,
It must be remenmbered thet the greatest amount of systematic mixing will
produce & sequence inherently no more secure than a random-mixed alphabet,

8., The student would do well to construct both enciphering and de-
ciphering versions of cipher alphsbets recovered, as has been previously
mentioned, For example, in the following case

Plain: JOQONMFHLEBRSKGYZOTICD
Ciphert ABCDEFGHIJKLMNOPQRST

no senblance of & key is apparent; but in the inverse form

Plain: ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Cipher: WISTHEMFRALGDCPYBJKQUVIZNO .

the key-phrase "NOW IS THE TIME FOR ALL GOOD MEN TO COME TO THE AID OF

THEIR PARTY" is quite clear, In other types of mixed sequences, first .
the one form is attacked, and then if negative resuits are obtained the ’
inverge form is treated,

€. Let us consider the following cipher alphsbet:

P: ABCDEFGHIJKLMNOPQRSTUVWIXYZ
C: DWZMSOCRYATXBEFUGQHIVJIKLENP

The section V W X seens to comprise superimposed parts of the non-keyword
JKXL
portions of mixed sequences, Adding Y Z to the plain component, we get
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VW XY Z vhich is certainly consistent as far as alphebetical progres-
JKLNP
sion goes, and indicates that the letters M and O are present in the key
word of the cipher component. Continuing in this vein, the section
MNOQSTVWXYZ is rapidly established by correlating both se-
BEFGHIJKLNP
quences, It is obvious that the plain component key word vegins right
after the Z, and that the cipher component key word probably Just pre-
cedes the B. Goilng to the right, Z R H suggests key words like RHOMBQID,
PQR
REBUMATISM, etc. These trials are quickly repudlsted; therefore wWe g0 on
to Z R E which is accepteble. Z R E K is found wanting, but ZRE P is
PQSs PQgsT PQSTU
very satisfactory, and this is soon expended to ZREPUBL I C, and in
PQSUVWXYZ
8 moment or two we recover the complete eipher alphsbet:

P+ REPUBLICANDFGHJKMOQSTVWIXY?Z
C:t: QSUVWXYZDEMOCRATBFGHIJKLNP

f. In the example below the student will observe that the alphsbets
are reciprocal: this is an indication of identical sequences at a shift
of 13, or that a mixed sequence running sgainst itself in reverse has
been employed. In this case the W X ¥ Z points to the latter hypothesis.

P: ABC I L
C: HOJ K M
Starting with the VW X ¥ Z R cluster, we see that the key word begins
RZYXWYV
wi'bh the letter R; therefore the next letter should. be & vowels Z R A
WVH
is not accepteble, but Z R E 1s fine, showlng that the letter U appears
WV T
in the key word. Continuing the same line of reasoning es in the preced-
ing example, and with a little further experimentation, the finsl alpha-
bet 1s discovered to be

Pt REPUBLICANDFGHJIJKMOQSTVW %
C: V?’TSQOMKJHGFDNACILBUPERZ W

g+ In the next example, all efforts to derive key words on the
basis of keyword-mixed sequences are fruitless: <the conclusion is there-
fore drewn that this is a case of s transposition,

P+ ABCDEFGHIJKLMNOPQRSTUVWIXY?Z
Ct ACSEJYIGWLFVMHXNKZPBQRDUTO

Considering the mechanics of the cryptogrephy Iinvolved, and assuming for
the time belng that Z is at the bottom of the matrix and not in the key
word, ye start with the letters to the left, or if this fails, to the
right 'of Z in the cipher component, obtaining the columm N which is not
K
2
incompatible if W is in the key word on the top row, If we place Y to

HE N
QE
o
g =

DEFGHIJK QRSBSTUVWXYZ
FTIDNAKCTI uv

XY
TX

-RESTRICTED— 105 '




REF ID:A5689%95
RESTRICTED-

the left of Z and build up 1bs colum, we get E N which 1s excellent,
JK
Y2

This is expanded into I M B N which quickly becomes 18L 6
GHJIK _ %‘A"'k‘"ﬂ' : ﬁ'“u"'%

WXYZ F K

v A

This last example wes very easy becsuse none of the letters VWX Y 2 ap-
peared In the key word; but other cases should herdly prove more diffiaul_;b-

he Two additional methods that have been encountered for deriving
mixed sequences may be mentioned. One is a slight modification of the
preceding paragraph, when the key word conteins repeated letterst

18734k9526

COM,IT,.E.,

ABDFGHEJKL

NPQRSUVWIX

Y2 which produces the miwxed seguence:

CANYEKWFRIGSJIJVLXMDQOBPZTHTU
The other method is an interrupted-key columnar trensposition system:17

513hL26

VAL ,.BY

B C)

DFGHI)

J K M)

NOPRQ)

R)

ST UWX Z) which produces the mixed sequences:

ACFKOTEIXLGMPUHQWVBDJNRSBYZ

The first example will succumb to the trestment outiined in subpar. g,
vhereas the second method is vulnerable owing' to the presence of the
fragments D J Ny F K 0, and G M P in the sequence vwhich may be ansgram-
med, Note the fair-sized fragment B D J N R S, composed of an ascending
sequence of letters; this is an outward manifestetion of the interrupted-
key colummar method.

i. There are still other methods used for the production of mixed
sequences, but space does not permit giving further examples, However,
the student should by this time be sble to devise methods of attack for
eny special cases that may present themselves, based upon the erypt-
analytically exploitsble weaknesses or pecullarities inherent in the
system of cryptogrophy involved.

1T It 1 to be noted that in this particuler case the numerical key .
serves two purposes: (1) determining the cut-off point (and therefore
‘the number of letters) in each row of the disgram, after the appearance
of the keyword; and (2) determining the order of transeription of the
columns .
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_ SECTION VIL = _
 MULTTLITERAL SUBSTTTUFION WITH SINGLE-EQUIVALENT CIPHER ALPHABETS

- ‘Paragraph
General types of multiliteral cipher a.lphabets. T T T T T R
ThEIB_aconian and Trithemlan ciphersao-.-o--a-oo_onoou,_-o-oo'ooooo-'oo 53
Analysis of multilliteral, monoslphsbetic substitubtion ciphers.cseses 5
HiB'borically in'teresting CXAMPIeS sssescescnssnssccsncresiocscssasnés 55
The 'intemtional (Baudo’h) 'beleprin‘ber code ehecscegsscesrssinssnenpsee

52, (eneral types of multiliterel cipher alphsbets =8, Homosipher
betic substitution methods in general msy be classified into mnfl. ftervel
and mltiliteral systems. In the former there is e strict "one-to-one®
. correspondence between the length of the unite of the plain and those of
the cipher text; that is,” each letter of the plain text is replaced by a
single character in the cipher text. In the latter this correspondence
is no longer lptle but may be lp:2c, where each letter of the plain, text
1s replaced by a conmbination of two characters in the cipher text; or
1n$3e, where a three-character combination in the cipher text represents
e single letter of the plain text, and so on. A cipher in which the cor-
respondence is of the tls type is termed uniliteral in character; one
in which it is of the 1,:2, type, biliteral; 1,:3,, triliteral, and so on,
Ciphers in which one plaintext letter is represented by clpher characters
of two or more elements are classed as multilitersal.

b. Biliteral alphebets are usually composed of a set of 25 or 26
gombinations of a limited nuitber of characters 'ba.ken :I.n pa:lrs. An
exemple of such an alphsbet 1s the following: T

Plolnee=eewe- A B C D E. ¥ G H I J K L M
Cipher=ee~ee-- WHW WH WI WI WE EBW HH HI H Hf HE IW IH
Plain-eeceaca- N O P Q R 8 T U V W X Y %
Cipher-=w=w=~ II1 IT I ITW TH TI TT TE EW EH EI ET EE

This a s;phabet is derilved from the clpher squsre or matrix shown in

Fig. 1 The ecipher equivalent of each plaintext element is made up of
two coordinate letters from outside the cipher matrix, one letter being
the coordinate of the row, the other being the coordinate of the column

1 The terms uniliteral end miltiliteral, although originally spplied
only to cipher text composed of letters, are used here in thelr broader
sense to enmbrace cipher text in letters, digits, and even other symbols,
In more precise terminology, these terms would probably be monosymbolle
and pclysymbolic, respectively, but the terms uniliteral and multiliteral
are too well estsblished In lliterature to be changed at this late time.
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in which the plaintext letter 1s located. In other words, the lettera at
the side and top of the mhtrix have been used to designate, according %o

: (2)
W HITE
+ WA B C D E
EIF G HI-JK
- (1) IT{L. M X o P
: TiQ RS T U
-+ E}JV W X Y 2

- Figure 16. et e

a coordinate sys'bem, the cell occupled by each letter within the matrix,
The letters (or figures) constituting the coordinste elements of such
matrices are termed row snd. column indlcators. \

c. If o message is enciphered by meens of the foregoing 'ni.l:!:beral
slphabet, the oryptogram is still monoalphabetic in character. A fre-
quency distribution based upon pairs of letters will obviously have gll
the characteristics of a simple, unilitersl distribution for a mnoalpha,—
betic substitution eipher. _ = . . . . e

6.. The cipher alphsbets shown thus far in this text have involved
-only letters » but alphabets in which the cipher component consists of
figurcs, or grovps of figures, sre not uwncommon in military cryptogra.phy.a
8ince there are but 10 digits it is obvious that, in order to represent
an alphsbet of more than 10 characters by means of figure ciphers, conbi-
netions of at least two digits are necessary. The simplest kind of such
an alphabet is that in which A,=01, Bp=02, . . . Zp=26; that is, one in
which the plaintext letters have as thelr equivalents ‘two-digit numbers
Indicating their positions in the normal alphabet. -

e. Instead of a gimple alphabet of the preceding type, it ie pos~
sible 4o use a diagram of the type shown in Fig. 17. In this ciphex °

1 2 345 678 9¢
1{iA B ¢ D E F ¢ BE I J
2K L M N 0 P g R S T
3l YW XY Z ., & ;

Figure 17. .

* 2 Although, es en extension of this ideas, cipher alphsbets employlng
sligns and symbols are possible, such alphebets are not suita.ble for
modern eryptogrephy because they can be neither telegraphed nor tele-
phoned with any degree of accuracy, speed, or faclility.
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the letter A, is reprosented by the dinome3d 11, By, by the dinome 12,
ete. TFurthermore, this matrix includes provision for the enclpherment of
some of the frequently-used punctuation marks in additlon to the 26 let-

ters.

£. Other typea of biliteral cipher alphsbets are illustrated in the
examples below: ) T - e . .

"5 6 78 9 ¢ - 1 2 34 5 6 78 9
L[AA B C D E F 1fA B CDETF G B L
2|6 HI-JK L M 2(J KL M N 0P QR
3|8 0 P Q R 8 3|8 T UV W XY Z %
hiTUYW X Y 2 - -
- “ Flgure 19.
" Pigure 18, = --~-- L e e e - -
M U NI CH A B C¢CDERFGHTI
B[6G 7T E 5 R M A[A DG g MP SV Y
E|JA 1 N Y B 2 BIBEHKDNG QTW 2
Ric 3 D L4 P 6 cijc F I L ORUIZX1
LIE 819 ¢ pj2 3k 5 6 78 9§
I|K L. o P q 8 - -
N|P UV W X 2 Figure 21.
Figure 20, . 77 .. I U0 Tl

[ - -

g. It is to be noted that in alphsbels of the foregoing types, the
row indicators may be distinct from the column indicators (e.g., Fig. 18),
or they may not (e.z., Fig. i9); of course, when there is any duplication
between the row and column indicators, it 1s necessary to agree beforehand
upon which indicator will be given as the first half of the equivalent
for a letter, in order to avoid ambiguity. (In all of the systems de-
scribed in this and subsequent sections of this text, the row indicator
will slweys form the first psrt of an equivalent). When letters are used
as row and column indicators they may form a key word (e.g., Fig. 20), or
they may not (e.z., Fig. 21); the key words, if formed, may be identical
(e.g., Fig. 16) or different (e.g., Fig. 20;. Furthermore, the plaintext
letters may be arranged within the matrix as a mixed sequence (e.g., Fig.
20), either systematically- or random-mixed; and the matrix msy contain,
in addition to the letters of the alphabet, punctuation synbols (Fig. 17),
- pumbers (Figs. 20, 21), etc., permitting their encipherment es such, in-
" ptead of having to be spelled out. o ’
3 A pair of dlgits is called = dinomes; similarly, a trinome is a set
of three digits; = tetranome, & set of four digits; ete., Although a
single digit would properly be termed a mononome, for the sake of euphony
it 1s shortened into the term monome. - -
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h. When letters are used ag row .and column inmdicetors, they may be

selected so as to result in producing cipher text that resembles arbi- .-

ficial wordss that is, words composed of alternate vowels and consonents ,

For example, if in Figure 16 the row indicabors consisted of the vowels

AETIOTU in this sequence from the top dowm, and the column indicetors

consisted of the consonsnts B C D'F G in this sequeched from left to right,

the word RAIDS would be enciphered as OCABE FAFOD, which very closély

resembles code of the type formerly called artii‘icia.l code ,}anguage.

Such a system mey be called a false, or pseudo-codc sjrstem.

i. As a weak type of subterfuge, biliteral ciphers may involve a
third charscter appended to the basle two-character cipher unit; this ls
done to “"camouflage" the biliteral nature of the cipher text. This third
character may be produced through the ‘use of & cipher metrix of the type
11lustrated in Fig. 2 (wh.erein =611, Bp=612, etc.); or the third char-
acter may be & sum-checking ]:l).t which is the non-carrying sum (i.e.,
the sum modulo 10)5 of the preced.ing two digits, such as in the Gtrinomes
257, 831, and 662; or it msy nerely be & randomly-selected cheracter (in-
serted solely for the purpose of leading the crypta.nalyst a.stray) .

P v s A

- i

o

:
- » - S
. . ARt . 1

. 61
T2
- 83
< g
05

Figure 22, . -
. Another possibility tha:l; lends itself to cer'ﬁa.in ml'bilg:l;eral
ciphers is the use of a word gpacer or word segparstor. This word gepa-
rator might be represented by a value in the mabtrix; i.e., “the. _separator
is enciphered (for instence, the dinome "39" in Fig, 19 might stend. for
a word separator). The word separator might instead be a single element
not otherwise used in the cryptosystem; i.e, » unenciphered, and thus not
giving rise %o auy possible embiguity. Thus, In Fig. 19 Phe digit ¢ and
in Fig. 21 the ‘etter J might be. used as word sepa.ra.tors p-8lnce no cdin-
fusion would a. .3e in decrypting. . .. -

<@prw
DR Q..
o = o
Haozdr
ISP O

e . “r - -

R L A A e e
Prior to 1934, international telegraph regulations required coile,,. . a
words of five letters to contain at least one vowel :and cofle words pf ten
letters to contain at least three vowels. The Interngtional Telegraph
Conference held in Madrid in 1932 emended these reguletions to permit the
use of 5-letter code groups contalining any combination of letters. These
unres-bricted. code groups were guthorized for use after 1. .)'anuary 1931L

5 The term modulo (ab'breviated mod) pertains to.a cyelic scale or
basis of arithmetic; thus, in the modulus of 7, the numbers 8 and 15 are
equivalent to 1, and 9 and 16 are equivalent to 2, etc.; or expressed
differently, 8 mod 7 is 1, 9 mod 7 is 2. In cryptology, many operations
are expressed mod 10 and mod 26.
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ke The biliters.l a.l;phabe-bs yield.ed. by the matrices of Figs. 16-21
may also be termed bipartite, because the cipher unilts of these alphsbets
may be divided into two separate parts whose functions are clearly de-
fined, viz., row indleators gnd colunm indicators. As will be discussed
later, this bipertite neture of most bilfiteral alphabeta produced from
eipher nmatrices constlbtute one of the weslmesses of ‘these alphobets which
make them recognizeble as such to a cryptanalyst. However, it is possible
+o employ a cipher matrix in a menner which willl produce a biliteral
alphabet not bipertite in charscter. For exemple, using the matrix of
Fig. 23 one could produce the following bilitera.l cipher slphahet in

_ 12 3 b

- o9 [E

15 |U
R - 27. N’
‘ ar . o .|.1- 33 T

- - - = -  Figure 23. " : -

=2, - P

jnnnEweina

<Ot
' ]
Cﬂmm&
‘MO ROQW

which the equivalent for any letter in the matri:g ia 'bha BuR g:ﬁ the e
coordinates which indicate its cell in the matrixs

Plain--=m-- --Ananregglgﬁia"lé
Cipher------- 14 20 19 12 22 23 2k 10 38 1B @F 17 e
Plainew=we=wes N O P Q@ R S5 T U V W X ¥ %
Cipher------- 28 29 30 31 13 32 3+ 16 35 36 37 11 38

' SEETT O AR Y Gl e e ARy 3

The cipher units of this aipha.bet ate, ‘'of course, bilitera.l, but they are

not bipartite. Note the equivalent of A, that is 1llh--if divided, 1t

yields the digits 1 and 4 vwhich have no mesning per se: plaintext letters
whose cipher equivalents begin with 1 may be found in two different yows

of the matrix, and those whose equiva.lep,ts end in & a.p:pear in 'bhree aif-
ferent columns, . . . .-

53. The Baconian and 'I'ri'i:h'e"inian ciphers,'--g_._. An interesting example
in vhich the cipher equivalents are five-letter groups and yet-the re-
sulting cipher is strictly monoalphsbetic in character iz found in the
cipher system invented by Sir Francis Bacon (1561-1626) over 300 years

:ago. Despite i'hs a.ntiquity the system possesses certain featurel of

1-\-'
- : - ....._, -
_ - - o . - l-.-_ P
4 nae e .-......-._.—"- . e -- - g —a a
PR
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aa*w - A T a s w et T8 megmpt Hw -it er PR § -8 .
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merit which are we:’ll worth ixo-hing.6 Bacon proposes the following &F-- -
element clpher glphabet, composed. of pemtatlons of two elements teken

five at a times: o7 . n ., -

A=aspsas, I-J=gbasos 1 R::buaaa !
=8.0.08b {-abesb - - S=hoaal .

C=aanba, Lzohaba, . Trbagba

Dzaaabb M=gbshb U~V=basbh

Ezaabas, Nzabbaa, Wsheohea,

Fraabab - O=abbab X=boheb “ o 4w

Gz=asbbs, Pzabbbes, - .+ ¥=babba,

H=aabbb =gbbbb Z=bebbb

If this were all there were to Bscon's invention it would be hardly worth
bringing to attention. Bub what he pointed oub, with great clarity end
simple examples, was how such an alphsbet might be used to convey a
secret message by enfolding it in an innocent, external message which
might easily evade the strictest kind of censorship. As s very crude
example, suppose that & message is written in cepital and lower-case let-
ters, any capital letter standing for an "a" element of the cipher alpha-
bet, and eny small letter, for a "b" element., Then the externsl sentence
A1l is well with me today" can be mnde to contain the secret message

"Help." Thus: ) b e Bt e

AL 1 1 s WEI1l1L WIUTTH m I T odaX

a 8 'b1 b b a a La a & b a‘. b a a b la b a,
H E L P

Tnetend of employing a device so obvious as copitel and small letters,
suppose that an "a" element be indicated 'by a very slight shading, or a
» . . b oLt T BT it I . L

" . a
- : .-

i . b 1] " . .“' ':
E For a true picture of this cipher, the e:mla.na‘bion of which is often

distorted beyond rccognition even by cryptographers, see Bacon's own des~
ceription of it os contalned in his De Augmentis Scientisrum (The Advence-
nent of Learnint), as translated by eny {irst class cditor, such as Gilbert
Watts (1640) or & _Llis, Spedding, end Heath (1857, 1870). The student is
cautioned, however, not to adcept as true any alleged "decipherménts" ob-
tained by the spplication nf Bacoh's cipher to literary works of the 16th
century., These resdings ale purely su'b ectives 't

T Bacon's alphabet was called by hin e "pilitersl alphabet“ becsuse it
employs permutations uf two letters. But from the cryptanalytic stand-
point the significant p_oin‘c is that each plaintext letter is represented
by a S-character cquivalent. Hence, present berminology requires thet
this alphabet be referred to as a ouingueliteral alphabet, Although the
quinqueliteral alphabet affords 32 permutations, Bacon used only 24 of .
them, because in the 16th century the letters I and J, U and V were used
interchanpesbly. Note the regularity of constmu:bion of Bacon's biliteral
alphabet, a feature which easily permits its reconstruction from memory.

-RESTRICFED— 112 ' i
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very slightly heavier stroke. Then a secret message might easlly be thus
enfolded within sn external message of exactly opposite meaning. The
muber of possible voriations of thie basic scheme is very high. The
Tect that the charpeters of the cryptogrephic text sre bidden in some
manner oxr other has, however, no effect dpon the strict monoalphsbeticity
of the schene. ) -

b. Almost 100 years ‘before Bacon's time ’ the abbot Trithemius,
born Johann von Heydernberg (1h62-1516) , invented @ triliteral alphebét
which he eviden*l.ly intended to use in a fashion similar to Bacon's
alphsbet; l.e., 28 a means of disguise or cover for a secret text. This
alphebet, modified to include the 26 1e1.ters of the presen-b-day English
alphabet, is ghown in Fig. 23 below; it consis{;s of all the permmtations
of three things teken three at & time, i.e., 33 or27in all.

A=111 D=121 G131 J2211  M=221 P=231 ..31_:. V-321 Y 331
Brzll2  Exl22 Hz132 Ks=212  N=222 Q232 Tx3l2 - We322 -Zz332
C=113 F=123  I=133  Le=2i3 "0?:2'23 'R:233 "U=313 X=323 #2333

2 - .= L
- ~ . - -

SO B 2 I‘ig'ure 23. ) . ' -

. & dm e o LTI o
The cipher text of course does not have to be restricted to digi'bs, any
groupings of 'bhree -hhings ta.ken three at a time will do.,

[ 8 J -

5k, Anslysis of nml'bilitera.l A monoalphabetic su‘bsti'but:l.on ci;@ers.--

a. Biliteral ciphers end those of the other muitiliteral (triiliteral,
quadriliteral, . . .) types aie 0ften readily detected externally by the
fact that the cryptogrephilc text is ususlly composed of but a very limi-
ted number of different characters., They are handled in exactly the seme
manner as are unilitersl, monoalphebetic substitution clphers. So long
es the same character, or combination of characters, is always used to
represent the same plaintext letter, and so long as a given letter of the
Pplain text is slweys represented by the same character or combina'bion of
characters, the substitution is strictly monoalphsbetic and can be handled
in the simple manner described in the preceding section of 'bhis text.

b. In the case of biliteral ciphers in which the row and column ine-
dicators are not identical, end the direction of reading the cipher pa.:t.rs
is chosen at will for each succeeding cipher pair, an analysis of the
contacts of the letters comprising the eipher pairs will disclose ‘that
there are two distinet families of letters, and a cipher pair will never
consist of two letters of the seme family. With this fact discovered,
the cipher may be quickly reduced to uniliteral terms and solved iu the
menney previously mentloned.

c. If a multiliteral ciphber includes provision for the encipherment
of a word separstor, the cipher equivalent of this word separator msy be
readily identified becausc it will have the highest frequency of any ci-
pher unit. On the other hand, if the word separstor is a single char-
acter (see subpar. 52j. on the use of the digit § end the Ietter J), this

113
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character may be identified throughout the encrypted text by itas position-
- al appearsnce spaced "wordlength-wise" in the civher text, and by the

fact that it never contacts ltself. IT this single character ls used as

a null indiscriminately throughout the cipher text, instead of.as 2 word

separsltor, the anelysis i1s a blt more complleated but not as great as

might be thought.,

8. As a general rule, it is sdvisable to reduce ml’bili-bera.l ‘eipher
text To uniliteral equivalents » especially if a triliteral frequency dis-
tribution is to be made. If not more than 36 different combinations are
present in a cryptogram, ‘the extra values over 26 may be representeci by

- 3igits for the purpose of this reduction. If, however, more then 36
different combinations are found in the encryptéd text, it -is usually not
worth the’ trouble to attempt any uniliteral reduction, snd the cipher
text can ’be aettacked in ite mltiliteral groupings.

8. AH one of the first steps in the solution of any multili‘beral
cipher in letters which appears to involve the use of a cipher mabrix,
it is generally advisable to anagrem the letiers comprising the row a.pd
column indicators in an attempt to disclose any key words for these in-
dicators, When the ansgramming process does disclose such a key word or
words, the next step is to mske s skeleton recomstruction mstrix which is
a Guplicate of the originsl enciphering matrix in that the indicabtors erae
arranged in the seme order as on the original. Then, as plain text ls
recovered in the cryptogram by any of the methods outlined in the previous
section of this text, the recovered plaintext letters should bLe inserted
in the proper cells of the reconstruction matrix, so that any systematic
arrangement of the plaintext letters, if present in the original, may be
disclosed prior to recovery of the complete plain text. Furthermore, it
mey in some instences be found worthwhile, immedistely after successfully
uncovering the key words used as indicators, to mske a frequency distri-
. bution of the particuler cryptogram in the form of tally merks within the
* properly arrvanged frame of the reconstruction matrix, because It may be
that a few moments'! study of the lbcatlons of the crests end troughs in
the distribution made in that form may, if the plainbext letters ere ar-
ranged in the normal sequence or in g keyword-mixed sequence (especie.ll'y
if 1t is related to the key words for ihs indicators), provide & besis
for the derivation of this sequence ali one stroke, without recourse to
enalysis of t1 : cipher text.

59. Historically interesting exa.mp?es.--a. Two examples of nmlti-
litersl ciphers of historical interest will be cited as illustrations.
During the campaign for the presidentisl election of 1876 (Hayes vs.
Tiiden) many cipher messages were exchanged between the Tilden manasgers
and their agents in several states where the voting was hotly ‘contested,
Two years loter the New York Tribune e:mosed many irregularities in the

. 8 New York Tribune, Extra No. lili, The Cipher Dispatches, New York,
1879. ‘

-RESTRICTED- 11k




REF ID:A56895 o
- —RESTRICTED— : : - SR ¥

eampaign by publishing the decipherments of many of these messages.” .-
These decipherments were achieved by two investigators émployed by the
Tribune, and the plain text of the messages’ Be€ms t0 show that illegal
attempts and measures to carry the election for Tilden were mede by his
.. managers. Here 1s one of the messages: ) .-
JACKSONVILLE, Nov. 16 (1876).
GEO, F. RANEY, Tallahassee.
Ppyyenmnsnyyypimashns
rensshnsnamplyysnppyeaarp
t
5]

-
-

eeiyyshnynsssyepiaanyi
ssitemeipimmeisseiyyeis
imaayespnsyyianssseissmn’
imyyltemyysspeyymmnsyyssJ.ts
aayypiit . -
L’Engle goes up tomorrow. .- . S
. T ey DANIEL.

Examination of the message discloses that only ten different lettersa are
used. It is probable, therefore, that what one has here ias a cipher
which employs a multilitersl slphsbet. First assuming thet the slphabet
ia one in which com'bina'bions of two letters represent single lettara of
the plain text, the message is rewritten in pairs and substitution of
arbitrary letters for the pairs is made, as _geen 'belaw:

m:—-::‘m'm

Qg 0% @

e T
=5 0 OO
Sa<ouw
B pyme e
" ®poumo

vy
ie
ns
iy
Pp

P o o0
Ceppss
oS nR
Supno s
‘B 3
pEHRE T W

y

~

PP YY EM NS, NY XYY ,P;MASHN&HHS ato,
A B ¢ . E B F G H D B 1 aeteo,

A trilitersl frequency distribution is then mede and analysis of the mas-
sage along the lines illustrated in the preceding section of this text
¥lelds solutlion, as follows:

Jacksonville, Nov. 16.°
GEO. F. RANEY, Tallghassee: ' B

Have Marble and Coyle telegraph for inflyentisl mepn from Delaware and
Virginia, Indications of weakening here, Pregs advantage and watch
Board. L!'Engle goes up ‘tomorrow. .

| DANTEL,

b. The other exa.mple s using mmbers, is as :E'ollows
- Jacksonville ’ Ncnr. 17.

+

8. PASCO and E. M. L'ENGIE:

8 55 84 25 93 3% B2 31 31_75 93 82 77 33 55 R

93 20 93 66 T7T 66 33 8k 66,31 31 93,20 82 33 66

52 48 bk 55 Lho 82 LB 89 h2 93 31 82 66 75 31 93
. e 3 -

- ']_)ANIEL. '
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There were, of coursé, several messgges of like naigure s and_ examination
disclosed that only 26 different numbers in all were used.  Solution of
these_ciphers followed very ee.sily, the d.ecipherment of the one given
above being as fo],lovev

e s d T Fa .

Jacksonville, Nove 1T.
8. PASCO and E.'M.'L‘ENGLE:
Cocke will be ignored, Eagan called in. Authority relisble., -
DANIEL.

¢+ The Tribune experts gave the following alphabets as the result
of ‘their decipherments' '

AA=Q  EN=Y IT:D NS:E PP=H SS:N' .
ATsU EP=C MAZB NY=M §SHz=L YEZF C e m et
EI=T TIA=sK MM=G PE=T SN=P YIX ;
EMsV IM=8 ©NN=J PI=R SP:W YYzA

20=D 33=N LlhzH 62X 77=6 89:=Y e Y
25K 34w LB 6624 822 93 © © ' T v T
27=8 39=P 52:U 6€B8z=F 8hzc 96zM B Co
31:L b2=R  55=0 T75=B 8TV 99z e

They did not attempt to corre1a1;e “these a.J.pha‘bets , or et least they say
nothing ebout a possible relationship. The present suthor has, however,
reconstructed the rectangle upon which these alphabets are baséd, and It
is given below (Fig. ok},

23 Letter or Number
HI S P A ¥YMENT
12 3 4 5 6% 8 9 0
11 |
. I2, K S D
' ss!L N|[W P ]
3 |
E|P4 R H T
z'a
. AB vl 0
Y6 X A F
g
Sl B
8
- |ES8 I ¢
NO E M
T 0
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It is amusing to note that the conspirators selected ag their key a
phrase quite in keeping with their attempted illegalities ~ HIS PAYMENT =~
for bribery seems to have played a considerable part in that cempaign.,
The Blank cells in the matrix probsbly contained proper names, numhers,
ete, 21 .- s
56, 'l‘he international (Baudot) teleprin'ber code.--_a._. Modern print-
ing telegraph systems,lV or teleprinter systems as they are more often
called, meke use of a five-unit codell or alphsbet which is similar to
the Baconien alphabet treated in par. 53. Like the Baconian alphebet,
the teleprinter alphsbet 1s composed of permutations of two elements
** taken flve at a time, making it possible to obtain 32 different permi-
tations, 26 of which are assigned to_the. ;g;l:terq of the alphsbet, leaving
1 for an "idle condition" and. 5 for certain printer operations called
functions, such as "space", "figure lh:l.f.‘t" "1etter shift," ete.

-

-*b. During electrica.l transmission, the WQ dis'binct elements of
vhich esch character is_composed take the form of (1) a timed interval of
electricsl current and 2? a timed intervsl of no current, which are
comonly referred to as "mark" impulses and "space" impulses, respective-
ly. In certain operations, a paper tepe is prepared of the traffic to be
transmitted, or = paper tape may be prepared of the incoming traffic at
the recelving end; iIn such tapes, the elements of the Bawdot characters
teke the form of ched holes ("mark" impulses) and imperforste positions

(’"space impulses _ m o AT iTes wie =T . P

. - > - -
- S e N L LV

o

2 As was_mentioned in a previous footnote, a mabtrix conta.ining guch.
items would be termed’a” syllabary bquare; for example 6f such matrices
see the treatment o:E' syllebary squares a.nd code charts in Section X. o

10 gyeh systems are clmra.cterized by the _trangmission e.n& rece;g‘bion--
printing of messages by electrical means, ipcorporating two electrically~-
connected instruments  resembling typewriters. When s key of ‘the key’board
on the transmitting instrument is depressed, an electrical signal is
transmitted to the receivihg instrument 5 causing the corrésponding char-
acter to be printed therein. Usually the message is printed at the local
as well as the distant station. The system has been a.dapted. to radio as |
well as wire and Qverseas cable transmission.

11 The five-unit code was first ,applieﬁ. to teleprinter systemt.. by Jean
Maurice Emile Baudot (18145-1903) , and is conmonly known as the Baudot
code. It is worthwhile 16 point out that Baudot a.pparently constructed
his alphabet to correspond_with normel. frequencies.of characters (with
certain exceptions), since the most frequent ones are represented by per-
mrba:l:ions requiring the least electrical energy on the.basis of “marking"
and "spacing." In this respec;b Ba.ug.ot "took a leaf out of Morse's note-~

1)
book o X - et e -
ke e reme v o EGETL o iyt CEES L 0T r kA
] - - . - - - . ¢ -
- N : & oy b s N
P B I S B S z:,{. ST Hre AT o st
BT s N N A -3t --

P
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¢. The teleprinter code in international uvse is given in Chart 7
below, wherein the mark and spacde impulses (knowh collectively as ‘ba,ua.s)
are illustrated as the holes {shown as black dots) end “no-holes" oF &, _
teleprinter tape. The letter equivalents ("lower case") are ‘self-explin. T
atory. The figure shift ls used to change the meaning of & particular
cheracter to an "upper case" equivalent, ‘and when it 1s desired to return
-l:o lower case, the letter shift is used; in régular teleprin’cer usage ’ ’

- e = . -

a e o gt

"

»n

8l » 5], -
e L
-
~N; N
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Chart 7. Ip-};ernq.tiona]. telepr}nter cod.e. o T
R o

the "commmications" set of upper-casg equwalents are the ones recorded
on the typed copy by the teleprinter,” whereas the "weather symbols" are
the upper-case equivalents which are printed in teleprinter systems &e-
signed for the sending and receiving of westher information. The sgacg
is used to separate words$ the cerrisge return (C .R.) effects the ret
of the teleprinter carriege to the right and the line feed (L.F.) rolla
the platen to the next line for printing (ef, the corresponding functions
of an ordinary typewriter). In addition, when ‘the upper-case equivalent
of "8" is used, a bell rings in thé recelving teleprinter és o ¥igoel to
call the operator to his machine s OF to 1ndicate tha'b trafi‘s.c is a'bout

L

be sent. ’ - e

l"hll J"i-r . -’\' Pl
d. In I'ig. 25 1s shown a portion of. a. telepr:!.nter 'ha.pe containing
the 'beginn:lng of the phrase "Now is the time for all good. men . . ."

- T . - =

NOW IS THE TIME FOR ALL GOOD MEN = ™

Figure 25. . ) ‘ -: e~ -

-

The small holes, one of which appears in every position of the tape be-
tween the second and third levels, dre sprocket holes used for edvancing
the tape through the transmitter unit.
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e. It is t0o be emphasized thot nessages are not made secure from
unevthorized reading merely by sending them by means of an ordinary tele~
printer system-~the teleprinter alphabet is internbtionally known, ;just
as the Fnglish, Russian, etec. alphobets are. In order to provide secur-
i1ty for a teleprinter messoge, it is Just as hecessary to apply thereto
some sort of cryptographic treatment as it is to any other kind of mes-
sage. The cryptosystems used for teleprinter encryption mey involve
either, or both, of the two classes of cryptogra.phic treatment, viz.,
substitution and trangposition. A substitution treatment might involve
changing certain of the mark impulses of the chara.c'bers comprising a mese
sage 10 space lmpulses, and vice versa, according to & prearranged sys-
tem; a transposition treatment might involve changing the order of the 5
impulses in the Baudot equivalents for.the characters coprising a mes=
sage; and so on. The cryptographic trestment Jen be accomplished by a
specisl eipher attachment (colled an "appliqué unit") to a teleprinter;
thus no podification of the teleprinter itself would be necessary. There
are, of course , self-contained cipher teleprinters designed as such for
englneering or cryptographic reasons, or both.

£. In the analysis of encrypted tele'orinter systems, recourse 1s
had to special tablesl? of the frequencies of single Bavdot characters,
digraphs, trigrephs, etc., as they appear in teleprinter traffic. It is
important to note that in teleprinter traffic, as in any other type of
troffic involving the use of a word separsior, this character has the
highest frequency of any plaintext element) Furthermore, one of the
highest-frequency plaintext digraphs, in addition to those wherein the
word separstor constitutes one of the elements, will be the coni ination

"earrisge-return/line- feed", since this combination of characters is used
in the normal procedure of typing each line of text on the teleprinter.

12 Ty guch tables, as is comwon in crypte.na.lybic practice , the mark im-
pulses are deslgnated by a plus synbol (+), and the space impulses are
designeted by a minus symbol (- ). In additlion, it is usual in such
tebles to denote the character representing the figure shift by the digit
"o"  +the space by "3", the letter shift by "I", the line feed by "5", the
blank by "6" and the earrisge return by "7".

------
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SECTION VIII

. ., o _s-"MULTILITERAL SUBS‘J.’ITUTION WITH VARIANTS

i - ‘ " I’ara.graph
Purpose of prov:.cl:.ng variants in monoalpha‘be‘cic substitubion.ceeeees 57
Simple types of cipher alphabets with variontS..sececcascecccsecscosse 5O
More complicated types of cipher alphabets with varlantga...ccececess

Analysj.s of Simple examples..............---.-.u........-........-. 60
Analysis of more complicated eXampPleS.eccescssccrcavesncsrsssssnnssss OL
Analysis involving the use Of i50108Scscccccerassccosaccanancanrsons 62
Further remai'ks on varlant systems.................................. 63

- r T r e —m oy L SR W | e TR )

- 57. Pur;pose of providing var:.ants in monoalphabetic substi'bu'bion.-—

a. It has been seen that the individual letters composing ordinary
intelligible plain text are used with varying frequencies, some, such as
(in English) E, T, R, I, and N, are used much more often than others,
such as J, K, Q, X and Z. In fact, each letter has a characteristic
freguencz wh:.ch affords definite clues in the solution of simple mono-
alphabetic ciphers, such as those discussed in the preceding sections of
this text. In addition, the associations which individual letters form
in conbining to make up words, and the peculisrities which certain of
them manifest in plain text, afford further direct clues by means of
which ordinary monoalphabetic substitution encipherments of such plain
text may be more or less speedily solved. This has led cryptographers to
devise methods for disguising, suppressing, or eliminating the foregoing
characteristics manifested in cryptograms produced by the simpler methods
of monoalphabetic substitution. One category of such methods, the one to
be discussed in this section, is that in which the letters of the plain
component of a cipher alphsbet are assigned two or more cipher equivalents,
which are ca.lled va.ria.nb values (or ) more simply, variants).

b. Basica.lly, systems 1nvolv1ng var:l.a.nts are rmltiliterall and, in
such systems, because of the large number of equivalents made a.va.ilable

1 Unlilitersl substitution with veriants is also possible, Note the
following cipher a.lpha.'be’c illustrated by Ceptain Roger Baudouln in his
excellent 'l:reatise s E'Lemen'bs de Cryptographie s Do lOl (Paris s 1939)

= wriTi

Plain: ABCDEFPF

Cipher: LGORTF Q
K
v

ILMNOPQRSTUVXZ
CMBT IDNPUSYEWJ
Z

cH
AH

»

Baud.ouin proposed that J, snd Y, be replaced by or Q, and
by VVy,--thus four cipher letters would be aval a‘ble as vg.ria.n'bs for &'
tﬁe high-frequency plaintext letters in French. )
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by the combinations and permutations of a limlted number of elements, each
letter of the plain text may be represented by several multiliteral cipher
equivalents which may be selected alt random., For example, if 3-letter

. conbinations_are employed as the multiliteral equivalents, there are
avallable 263 or 17 ,576 such equivalents for -the 26 letters of the plain
text; they may be assigned in equal nunbers of different equiva.lents for

the 26 letters, in which case each letter would be representeble By 676 a
different 3-letter equivalents; or they may be agssigned on some other -
basis, for exemple, proportionately to the relative freguencies of plain- .
text letters. For this reason this type of system may be mdFe completely I
desceribed as a monoalphabetic, multiliteral |substitution with a. mltiple~ -
equivalent cipher alphabet.~ Some authors 'llerm guch &, system "simple -
subgtitution with multiple equivalents"; otlers term it ‘moncalphabetic
subsbitubion with varients", or multilitera. substitution with variants.
For sake of .brevity and precise terminology, the latter designation will
be employed in this text, it being understood without.further restatement
that only such systems as are monoslphabetic will 'be discussed.,

Y

c. The primary o‘bgect oi‘ monoa.l;pha.‘betic su‘bstitgtion with variants .
is as has been mentioned above, to provide severaL valueg WQieh ey Pe ,
employed at random in a simple substitution of c:.p'her equ:.va.lents for ‘the

plaintext letters, - . . R

d. A word or two concerning the underlying theory of (monoalpha‘betic)
multiliteral substltution with variants may not be amigs. ' Whereas in
simple or single-equivalent substitution 1t has heen seen thatl

P -~y ]

) ,T l-n‘ )f!z

(1) the same letter of the plain text is invarisbly represented by
but one and always the same character of the cryptogram, and

(2) the same character of the cryptogram 1nvaria.b1y re_presents one
and. always the same letter of the plain text,

i".. LY R R Cerope L Tabees | s L TR

in.multiliteral substitution with tarla.nts it w:.ll be seen that

(1) the same letter of the pla:[n text may be represented by one
or more different characters of the cryptogram, but ‘

(2) ‘the some character oi‘ the cryptogram nevertheless mvariably
represents one s.nd a.l‘ways the sa.me letter of the plain text., PR

58. Simple Lypes of cipher alphsbets with varisnts .~-g. The mab-
rices shown on the next page provide some of the simpler mesns for
accomplishing ‘monoalphghetic substitution with variants. The systems
incorporating these matrices. are extensions of the basic ideas of multi-
literal substitution treatdd in par.'52. The variant equivalents for
any plaintext letter may be chosen'at will; thus, in Fig, 24, Ep=10, 15,

60, or 65; in FPig. 27, Ep=AUe, 1Ze; FUe, FZe¢, LUc, OF LZc; etc,

2 Cf. the title of the preceding section, "Multilileral substitution
with sincle-equivalent cipher alphabetbs."” .

- .
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b. It is 'bo be noted that enclphemenl. by means of the matrices in
Figures 27, 28, and 31 is commutative; i.e., he coordinates may be read.
in either rov-colmnn or column-row order withoyt erypltographic ombigu) Ly,
since there is no dupli dation between the Pow and column coordinstos .

The remaining motrices sbove are non-commtative; therefore s convention
must be apgreed upon as to the order of rcading ‘the coortiina.tes & It should
also be noted that in Figs. 30 and 31 the letters in the, square have been
inscribed in such ‘a manner that, coupled *with the parLJ.cular arrangement
of the row and column coordina.tes, the. numbex of variants aveileble for
each plaintext letter is roughly proportional to the freguencies of the
letters in plain text. A similar idea is fqund in Fig. 35, wherein the
top row of the rectangle contains g word composed of high-frequency let-
ters, and the coordinates are arranged in a manner roughly corresponding
to the frequencies of plaintext letters. The matrix in Fig. 28 is a mod-
ification of the pseudo-code system described 1n par. 52h, with 'bhe ad.c'led.

-

festure of varionts. . - S r,r*«“" 2 -

-

c. Other simple ideas for producln 19"ar:|.ant sys’bems a.l‘e ma.trices
such as the following: ' . :‘“ N TR v

. . ..t ar e - -, ok _-‘l ',? :r"
ABCDEFGIII-JKLHI\T'OI’QRST_‘UVW'X'YZ
08 09 10 11 12 13 1k 15 16 17 18 19 20 21 22 23 2k 25 01 02 03 Ok 05 06 OF
35 36 37 38 39 10 L1 U2 k3 Wh bs kG b7 48 h9 50 26 27 28 29 30 31 32 33 34
68 69 70 71 72 73 Th 75 51 52 53 54 55 56 57 58 59.60 61 62 63 64 65 66 67
878889909192939#9;969’ 98 99 00 76 7T 87980818 838!»8586
* Figure 36 s b;,-, Coe .

ABCDETFOGEHETJIKLHMNOPOGRSTOUVW XYz
14 15 16 17 18 19 20 21 22 23 2k 25 26 01 02 03 Ok 05 06 07 08 09 10 11 12 13
27 28 29 30 31 32 33 3h 35 36 37 38 39 40 h1 h2 43 Lk 45 W6 b7 48 L9 50 51 52
58 59 60 61 62 63 6k 65 66 67 68 69 70 TL 72 73 T4 75 76 T7 78 53 54 55 56 57
81 82 83 8l 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 00 PZZZ7Z7/7% 19 80|

ot . Figure 37 T -"*'f>\§ -

In these’ 'l.wo n2trices 'Lhere has been a regular inscription Jf the (inomes
in the rows. Vurthermore, in Fig. 36 the dinomes 01, 26, 51, and 76 (L.e.,
the lowest muiber in each of the four sequences) give £he key vord (TRIP)
Tor that matrix; and_in Fig. 37, the dinomes 01, 27, 53, and 79 denote

ihe key word (NAVY) for that matrix, The securi‘ty of systems involving
such matrices would of course be greatly irproved il the dinomes vere .
assigned in a random mamner; but then the easy mmemonic feature of the
Tour sequences and the key word would be lost.
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4. An interesting adaptation in o disc form of the type of motrix
illustrated in Fig. 37 is the following device reputedly once used by
the Mexican Army: S ) ’ )

- - - oy - —— . . e T - -

R T T B ’ e SRRV ER BTy tL YT RT - - . ‘ r

The device consisted of Five concentric discs, the outer dise bearing the
26 letters of the alphsbet, and the other four bearing the sequences

+ 01-26, 27-52, 53~78, and 79-00. The rotatsble discs made it possible to
change the keys at frequent intervals, without the necessity of writing
out a new mabrix each time. L

mori.as M R TR L B LTS | F1 R TR ftun %' s THYL LAe

U
59, More complicated types of cipher alphsbets with varients.-- '
&, Matrices such as those in Figs. 30, 39, and 4O below are termed
frequential matrices, si~ice the nunber 4f cipher valués availeble for any
given plaintext letter closely approximates its relative plaintext fre-

quencye . ... + o 4 W W <ot ozho- - &8 _-"1-'-: w3 e
o v tMABCDE vux¥z ]
. - . A[TGAUR [ TIEGAP
. "BISSLTIEY FRNST
VST T Wt & UF FETEY, -
i ‘ LlcNDOM. . .ELTIH
PRARTT, HYsgv
w . EINTXNE CERED L
L] * - - .{ *
R S . are . (676 - cell matrix)
- . 3" * * e
VIFOATE . ALEZH
WIIHROQ ETRBT
; - XIOIETA....CNPES
Y|FTLOS AMTIU
Z |[ISNDR IEDON
Figure 38
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6891543724 g123456789
TKAEACDEEILRN g [ENTRUCKING
1|{AACDEEHKNO 1|/QUARANTINE
3|ABDEEHJINOR 2{UNEXPENDED
BADEEHINORS 3|IMPOSSIBLE
9CEEGINORST LIVICTORIOUS
2IEEFIMOQSTT S5/ADJUDICATE
glEFIMOPRTTU| . . 6|LABORATORY
5 FILNPRSTUX T|IEIGHTEENTH
6ILNPRSTUWY - 8 [NAITURALIZE
b ILNORSTTVY?Z Cawpe DIEMENTYFIVE

| & - ' T . o
Figure 39 = .- - . ST " Tigure Lo

b. In the fragmentary mabrix il 1ustra.ted. in Fig. 38, 'bhe nunber of
occurrences of a partlcula.r letter within the matrix is proportional to
its frequency in plain text; the letters are inscribed in a rendom monner,
in order to enhance further.the sécurity of the system. In Fig. 39, we
have a modification of the ide€a set forth in Fig. 38, except that the
size of the matrix has been reduced from 26x26 to 10x10; in this case,
the letters (with appropriate number of repetitions) have been inscribed
in a simple diagonal route -(lower left to upper right) within the square
and the coordinates have been scrambled, for greater security, In Fig.- f,,o,
there is 1llustrated a type of cipher squore which is known in crypto=-
loglc literature as the Gra.nd.pre cipher; in this square there are in-
scribed ten 10-letter words containing ell the letters of the alphabet in
thelr approximate plaintext frequencies., These ten words are further
linked together by a 1l0-letter word which appears vertically in the first
column, as a mnemonic feature for the inseription of the words in the
TOVS . . Y T T L R = & 1 A T S e - R

c. The frequential-type system represented in Fig. 4ls (enciphering
matrix) and hib (deciphering matrix) was described by Sacco3, who pro-
posed thet the dinomes inseribed in -the enciphering matrix be thoroughly
disarranged by applyling & double transposition to-the dinomes 00-99 as a
means of suppressing any patent, relationships among the variant values
for the various plaintext le'hters, furthermore, the nulls incorporated. in
the matrix were to be used occas:.onally during the encryption of a mes-

sage, in order to 'Lhrov a cryp{analyst off the {track. In this example the
nwn‘ber of var:.a.nt va,lues for .each plaintext letter has been esteblished,
of course, ‘Thom the’ stand.noin‘l: of Italian letter I‘requencies.

.I-I- oy W -

. :;g;r -

3 Sacco, Gencrale Lu:Lc;:., Ihrua.le 1 Crltto:r,ran :La., 3d Ed., Rome, 1947,
p. 22. . _ T .
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Nulls A, I I M Q v one seven
48-56 | 03~25 | 18-35 | 10-23 39 20 02-06 hh W6
21-09 | 52-62 | 37-65 | 53-75 68 TT 66 -
76-5 | 79-69 | 71-78 | 82-87 eight
h2-12 N R W wo . 29
Gh-7h B F J
55-11 13-73 | 26-9+ | 95 8k nine
83~90 Lo oh 81
63-06.| 93 57 0 S X ‘three 31
W45 c G K 07-30 | 11-58 ] 85 50
28 38 96 51-67 T Y four Zero
TO0 97 72-89 | 33-88 | 22 27 19
: 92
D il L -P U Z five | period
08 - 17 05 5] 00-15] 34 60-91 16-61
80 43 ko 98 36-99 1 59 six | conma
01 ol 32
- - -r__ ._:r:::‘t:-e. L '- Fi@re L‘:l&o R e
7 il e N - ' s
LoL.E T3 5 L, 6.1 8. 9 ¢
1 S - - M - U jperiod " B Zero I
N I R I F A R [four | ¢ |elgnt| q
3 | nine | comma| ™ 3 ‘1 = U E G M 0
b P L H ,//orie - seven - - L B
5| o | 4 Iy - - - F 8 7 | three
6 |period| A - - B one 0 M A five
7 E 0 M - I - Q B A c
. Q' J I - two X v I T o D
9 | £ive Zero B R W K G P U -
¢ U v A six L - ) D - U
/ Figurs 11b.
' /
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dQ The Baconian cipher dcscrlbed. in pa:r. 53& nay be used as a basis
Tor superimposing additional co:rmlexrbles ., _For instance, the’ "a" eleméhts
mny be represented by ony one of the 20 consona,nts as variants, while
the "b" elements moy be .represepted by any one ol the six vowels; or the
letters ‘A-M may be used ‘to représent the "a" elements and the letteis’
N-z for_the "b" elements; digits may be used for the "a" and "b" elemepts,
elther on the basis of the first Tive and last five d.:.g:.ts , or on the’
basis of the odd and even digits; or the Tirst 10 consonants (B-M) and
the lest 10 consonants (H~Z) may be used for the "a" and "b" elements ’

.+ with the vowels used occasionally as nulls--thus the resultant cryp‘bo: o
grams will resemble those of a fairly complex cry_ptosystem. However, .
once the cryptanalyst assumes the possibility of, such a system, {ts com-
Plexity is more apparent than real._ Similerly, varia’cions of this genre
ney be superimposed on triliteral sy"tems such ag the Tri'bhemia.n cipher ‘
illustrated in par. 53b; variants for the "1", “2“ and 3" elemenrbs msy
be chosen in such a way ag to provide a large nmnber of equiva.len‘bs Tor
each basic triliteral combination.

€. Another scheme. for o complex variant system is a summing-trinome
system. In this cryptosystem, each plaintext letter is assigned a unique
value of 1 to 26; this value is then expressed as o trinome, the digits
of which sum to the designated value of the Jletter., For exanple, if a
letter has been asgsigned the value 4T, 1% may, be represented by any one
of the following permutations apd’ com}nnat:.ons ky

e

L

ook 031 d12 202 301
013 oko 121 ‘211 310,
022 103 130 .220 1oo

~——de - a4 _—

Since the values toward the mldclle of the ra.nge 1—26 may be represented.
by a very considerable number of surmnlng-trinomes (e.g. Tor 1;. he va.lues

13 and 14 there are 75 variants eech), ’ sych a system - would. offer a crypto-
grapher wide letitude in the choice of clpher equiva.lents in encighering )

=4 H -y [

. . - e P . )
_— - - -

- e -

The representations of an integer (i.e., a whole number) a8 ’che sum
of integers in all possible ways are termed the partitions of that num-
ber. The partitions in this subparsgraph are mod 10 and also includ.e the
digit ¢ in order to form trinome equivalents out of all the possible per-
matations, Voo __'_._l-s_...,.-v

. r———— e - . ——y= ’ ' -

-
LLl [y -
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especially il the basic values of the plaintext letters were chosen Jco
correspond with the scale of their relative i‘requencies, such as the fol-
lowing:

JQBWYUFEDIONETRASEL CF MNEVEXKEKSZ ~
012345678 91011121314151617 1819 20 21 22 23 24 35 26 27
T E R EEEREEEEREEZEZEREREEREREEREE=E"T
T EEFEEEEEEREEEEREEEEEEEZE T
EEEFER R EFEZEREEER=EE
- REEREEBRREEEEFEEREERE
N - T EEEREFRREEEEEEEEEE T
EFEEFEEEEEFEEEEE S
i ZFEFEZIEEEEREERERE
, v T REFEEEEEFEEET )
i e EEEEPEZEEZEEZE .
A T AR EERER RS
, _L,?ME”§§£§%¥Z¥22 g
- BTG LN X EEEZEZE
: iﬁ;“gﬁ%ﬁigé;is
, T Tl g ety mE " T ” e
N !‘3_‘:4.‘ L G F T Ty ' T O TR e 4 *
reecs el ¥ wjg""u__?’*gér N
> Taly 4P Fl v wem oy Wt T dage om T AT LB s en
S Te T L DA Swet. s g STl gnlomesti, 6w oem oo v e

The tallies benea,th each valie repx‘eéent the nuniber of verisnts possible

. Tor the _pa.rt:.cular value. The unused values for ¢ and 27 (uniquely re- )
presented by 000 and 999, reé’pectlvely) moy be used for punctuation marks,
nulls, or other special-purpose symbols. Since such a system, once sus-
pected, would offer littlé d1fficu1ty5 to a cryptanalyst » certain modifl-
cations would be necessdﬁ:'y in order to pose any real obstacles in the way
of solution. TFor instance, if’ the numerical velué of a letter is expres-
sed 'by permutations of 3 letters (1ns‘bea.d. of dlgll.s) out of a set of the
10 letters A-J vherein the sequence of the letters A-J represents a dis-
arranged. sequence of *the d.:.glt.; ¢ -9, such a system may be among the most
complex types of ciphers in the realm of. nmnoa}pha'be‘bie substitution,
requiring the solution of many simultaneous equatlons. A further refine-
went would involve the use of all 26 letters as varionts , in predetermined
groups, to represent the digits -9. Fortunately :[‘or the cryptanalyst,
such systems are impracticable for field military use; but if they were
encountered, a sufficiently large volume of text , coupled with Hitt's
four essen'blals quoted in Section I, would eventually make a solution
possible. The/actual cryptanalytic compleXity of certain epparently
exceedingly complex cryptosystems is dependent on thelr being correctly
used at all '7.mes s which is not invarisbly the case with military ciphers.

_‘. - .ot
-ee ’ -

-2 The sélution would involve simply dividing the cipher text into
groups of 3 digits, summing the trinomes thus produced to yield 28 pos-
sible basic values, and solving these basic values as in any simple mono-
alphabetic substitution cipher.

RESTRICTED- T 129
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60. Analysis of simple examples.--a. The following crjptogra.m is
avalloble for study:

QMDCV PLFNF DHNWJ WLKDK NHBPV RLTVM
BKLWD WVHVX SHBCL PQKJR VWSMIL XGCNR
LRNKV MGFXW JRGMV WGTJH QKXFN ZVFDM

. LTBPL PVFLM DCNWN HBCVZ NMLWQ FDHDW
VZBRY XLCVC VRDHL RVTLF NCDKG MIWXM
DTSCB CLZLR LMVTS ZNKBW VPBRN CLRXR
DCNKYV PBTNT CGHJZL FQFVK BYDZX PNHSP
GHLKL FVZLT VMLKD PQRNZ LZDTB MNTGM
NZVFX XSFDC LZVTV FDFVR GCLPQ PNCDW
VRIJTN HLZLM VWNPV PDZDW JPNWL RJIKVM
XMDTS MGFDR DKLWJ FLEJM BFQWB FNCBGZ _
DKVWG ZSHBH DHJCX

The first thing that strikes the eye is the total sbsence of vowels, re-
markeble not only because six letters are missing (cf. the Atest) in a
text of this size, but also because all six of these letters fall into

an ldentical limited category--a significant non-random phenomenon. Since
a uniliteral substitution alphabet with six letters missing is highly
improbsble, the conclusion of multiliteral substitution is obvious.,

Upon closer inspection it is found that, 1i the cipher text is divided
into pairs of letters, only ten consonants (BDGJIJLNQSYV X) are used
as prefixes, end the remaining ten consonents (C FHXMPR T W Z) are
used as suffixes--thus the biliteral (and bipartite) characteristics of
‘the cipher text are disclosed. A digraphic6 distribution is therelore

constructed: - - , S T o
 CFHKMP.RTWZ T -
Blel_|llololsleloleln T '
- D=_"‘=‘§.:._..z€=.=
-GI—== = — —
Jl ool el -]
L|.|=s EixlElF (===
CNIE (- |Elsl-l-ul=lel=
- _ T T -
s lol=l=l (=] B
Vi-IE|l-I=s|lEIEIE|I=z|E|= )
X _ =l = . ) .
——

If it had not been noticed that the cryptogram should be divided
into, pairs for analysis, o biliteral distribution (see par. 23d) might
have\peen made, in order to reveal contact affinities of the cipher let-
ters. '
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o be It ds ;possible that the crrptogram und.er study may involve the
use of a small enciphering matrix with variants for the rows and columns. i
Since there is availsble an easily-applied special solution which permits -
the determination of the row indicators vwhich are equivalent (i.e., inter-
changeable veriants) and the column indicators which are equivalent, mere-
ly frem a study of the digraphlc distribution, this possibility is examin-
ed, The special solution is based on the following considerstions: in a
message of moderate length for such a eryptosystem, it may be assumed
that the wvarious poss:ﬁble' cipher péirs for a:given plaintext lebler will
* be used with approximatel’y equal {requéficy; for this reason, the cipher
letters which pailr with one of the letters used to indicate.any particwlar
-row,_of the enciphering maitrix may be expected to pair equally often with
.any other cipher letter which has beén used . to indicate the, same roy, (and,
of course, the same is_true, corcerning the, cglunm-mdica.tor letterr
Thus, in the dlgraphic distribution of su,ch &, cryptogram, sets of rous
appear which have 31milar "profiles apd, likewise, sets of similsr col-
umns,! Eirst a study will be made of thé rows of the distribution just
compiled, in an attempt 0, locate and_isolate thoge which match with esch
" “other; 'bhen, “the same will ‘be done wi‘l:h the columns of the Adistribution. .

c. It is noted that the "L" and, Tyt 'gigtributions have pronounced
similarities (Fig. hea)--these rovs came‘und.er consideration first becouse
of their unique “heaviness” of their frequency cheracteristics. Likewise,
the "D" and "N" rows have homologous attributes in their appearance (Fig.
42b), However, the further grouping of the rows by ocular inspection may

. present difficulties to the studen'b ; since by may not yet trust h:.s eye

L= Elz|E|EZ|=|= ;—‘_-_’
. vi_l=zl-|l=l=slslsl=|2]|=
e -L — - = b -
Figure 42a.
. <" gt Horwred TR T 4 LR A & 5 L .
- . . _."
1o -y - ; “_‘.": el r ’ ’ :—.‘.*' £ <
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in matching distributions; end he may feel the need for some kind of
statistical assurance., In the following subparagraphs there is given the
techniqué of a more precise method for matching, mathematical in nature.

L . T I T - T S -

- a - ’ Fl . a it - a -1

T These similarities are Especially pronounced when the ehcipherer
. uses a “"check-off" procedure for choosing his variants for each letter,
that is, when he systematically “"checks off" the variants used during
encryption to insure that all possible variants are used in approximately
equal Proportions.

™ - - .- * -
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d. This method of matching in an attempt to "equate" interchengeable
variants luvolves computing a separate value for each trisl matching of-a
particular row (or column) against each of a series of other rows (or
colums, as sppropriate)--such a value is teken as an indication of the
"goodness of match" exhibhited by the particular trial, the theory being
that the correet match-will produce the highest vs.lue.8 ‘The value for a
particular trial match is computed by multiplying the nunber of tallies
in each cell of oge row>(or column) by the number of tallies in each cor-
responding cell, in '(:he othern,Tow (or column) and then totaling the pro-
ducts thus ob-l-,ained. ' Because 0L, the wa.y in vhich it is produced, such a
value is termed g cross-products sum ce s Pt e 1 rene

. “In su'bpara.gro.ph ¢ above, it was determin xd that the "L" a.nd. wyt
rows ve:d‘c equiveleént, "and That ‘the. "D" and "N" rows also formed. an equiv-
alent pair. The next "heavy" row is the "G"’ row, "this 'is o be tested
for match with the five remaining ynmatched rovs . Let the "G" row be
tested first ‘against the "B" yow., 'raese two rows are glven 'below, with
theif cross-products sum, " For convenience, the cross-products sum is
synbolized by X(61,02), wheré el and e2 represent the des:.gna'Eors of the

distrfbutions to be mabched 9 P e
o .._...:"5'_".222-3--1-1 LT, T .
-3"B"t 3111L22121 . e L s . "

2(G,B): 622-3--1-1:15 e T

dat PR TP IR PRI

The complete -bable -pr 'bhe com;po.rlsons “of the “G" Jrow with the i‘i.ve avail-
ehle rows is as £61lows ¢

x(@B): 622-3--1-~-1=15
x(G,J):_222-3-__-1-1:11 -
2(6,Q): =k - -3 T -z 7
(Gs):21+!+—6----1:17_ -
x(GX): c2 b - e = 8

The results indicate that the most probsble ma:bch with the "G" row is the
"s" row.

£. 8ince the next "heaviest" row to be tested is the "B" row, its °
matchings with the three remoining rows are made, and are given below:

- r

17

%x(B,J): 311112hk1271: . )

(BO): -2 -2122-21=z12

x(B : -1-1222 -4 -z12

- == - roa M -m e a3 LZE Y iEe - rogiT oty e 7 D - =,
: In this connect.Lon, note ’c,he con.,;[d.eratlons trea.ted. 1n ,_gu‘bpar 60_‘]_.

9 The Greek letter X (Chl) is often used in cryptology to bymbolize
matching operations. .

r v e A .- “ > . [
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The correct makching of the "B" and "J" rows is indicated by the results.
This leaves only the "Q" and "X" rows, which are presumed to go together,
since not only is their cross-products sum sabtisCactory (when compered to
the % values for some of the other rows which have been mw.tched) y but,
equally important, thelr patterns of crests ond troughs ore similar,
Since we have not found more than two rows [or ony one set of inter-
changeable values, it appears that the originol matrix had only five
rows, with two variants for each row. The rows, of the distribution dia-
gram are therefore conbined in the [lol lowine; diagram:

CFHKMPRTWZ
BF{h222234h2302
- DN |828T7222575
g I3k -51-1-.2
Wi28177896T7T -
XKj-3-3322-3 - -
F:Lgureh3

- '

g+ Analysis of the distributlons of the columns of Fig. ’+3 quickly
reveals that columns "C" and "H" may be matched as a pair, and likewise
colums "F" and "M", and columns "P" and "R", In order to decide the

groupings of the remaining columns, the six possible x‘ values are der-
ived: ' :

z(K,T): L35 -k -z 81 _Combinations
2(K,W): b b9 - kg 9 7113 KT, Wa: 8L+ 90 = 171
x(K,2): k35 -h9 -z 8 m TZ: 113 + 73 = 186
2(T,W): 635°-"h2 - = 83 KZ T: 88 +83 = 171
x(T,2): h252h2 - = 73 ) '
x(0,2): 635 -9 -2 90 e e e
It aﬁp?ars that the proper pairings of the _cbl'l'tin'ms are K" and "W", “o"
T o -
. L T e Ty e i L T Y . PR Y

h. The groupin{;s of the columns having 'been determined. the fre-
quency dlagram is reduced to its 'bas:Lc 5x5 square » and the ¢ test is

L et . iy + * e . - ,_. » T}
o r' K P T .
e - - H MW R Z AR
- BJ|6 b 5 7 L ¢ 21962 e
DN |16 4 1h 4 10 »=1132

GSl{7T 9 - 1 3 ¢01670
w315 14 17 13

x| - 6 6 & -

teken as further statistical assurance of the ma.’cci'tings. Although ¢o in
this case does not come up to the best expectations, we feel nevertheless
that the matching has been carefully and correctly accomplished, and so

-
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the next step is contimued with a conversion of the multiliteral ‘bext
into uniliteral equivalents, using the following reduction square con-
taining an arbitrary sequence:

- - 13

- CFKPT
HMWRZ

‘v ¢ . BI[ABCDE

. “* DN [FGEIK
"8 [LMNOP

W |[QRSTU

XK IVWXYZ

- The converted cryptogrom is now easily solved, using the principles set
forth in Section VI. The first [ilteen letters of the plaintext message
are found to read "WEATHER FORECAST.....", and the original eneiphering
matrix is recovered, based cn the key word ATMOSPHERIC, as follows:

Hd
g
w
e

=

D
4 . L R S

IV
AR R

= * BJ
GS’
X

W QH =i
Ll v
NEUOHEEIQ
<O H oI

-t

=

N Q— WIN
1

1. The method of matching rows and coluwms just described in the
preced.ing subparagraphs applies equally well to _all the matrices in Figs.
26-35, and similer veriations., If in the process oI.‘ egua.tlng indicators
the crypteanalyst sees that the row indicators are falling into the same
groupings as the column indicators, he might be able to accelersobe the
equating process by taking adventage of this feature alone, as would be
the case if he had encountered a cryptogram involving a matrix with indi-
cotors srranged in & manner similar to that shown in Figs. 29 and 30.
Furthermore, a cryptogram enciphered in a commtetive system, whereln
the equivalents have been token in row-column and column-row order indis-
criminately, may be recognized as such through e study of the digraphic
distribution of the eryptogram since the "o " row of the distribution 4{
will have an appearance similar to the " & " column, the " A" row will f

be similar to the " f " colum, etc ;10 this matter is discussed further in:
subpar. 614. ' ‘ -0 '

10 1t is often convenient to use arbitrary symbols in eryptanalytic
work, to prevent confusion with desipnations of actual elements of plain
text, cipher text, or key (see Tootnote 1 on page 58) Tor this purpose
Greek lctters are oI‘tcn used; for reference, the 2l letters of the Greek

alphabet and 'Lhe:.r namesg are appendod. in the chart below:’

A« oplphalE & epsilon]l ¢ lota [N ~ nu P p r0 ¢ ¢ phi '

B @ beto |z § zeta K « kappa |= & xi £ o sigm | X 5 chi

T y gommal H m cba A 5 larmbdal © o omicron| T = tau oy psi

A § delta) @ @ theta M e DY M+ pi Y A~ yns 1J.on LL w Onega
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jo Tt 1s important to point out that In matching, the eryptonalyst
should begin with the "best" rows or columns--best not only {rom the
gtondpoint of "heaviness" of the distribution, but slso best Lrom ‘the
voink of view of a distinctive patbern ol crests and troughs. If insuf-
ficiont text is avoilable to allow equating oll the interchangecble
cooxrdinabes of a particular cenciphering matrix, it may still be possible
thot a conversion of the ¢ipher text by means of a partially-refuced re-
congtruction matrix may yield enough idiomorphic potterns and other date
to moke possible an enbry inbto the text. If the cryptographer has not
used a “check-off" process in enciphering, but instead has favored certain
equivalents for the various plaintext letters, matching moy not be pos-
sible; nevertheless, an entry into the text may be facilitoted in this
case, because some ol the resultont peaks in the cipher text may be cor-
reetly identified. TFurthermore, since no veriant system can possibly
disguise the lettcrs of low fregquency in plein text s their low-frequency
equivalents in the cipher text moy provide possible approaches to solu-
tion. (See also subpar. Gle).

k. In additlon to the method of solution 'by match:.ng and combining
rows and columns of & digraphic distribution of a multiliteral cipher,
there is also the general approach applicable without exception to any
variant system. This method, involving the correlation of cipher elements
suspected to be the equivalents ol specilic but unknown plaintext letters,
is treated in detail in paragraphs 61 and 62.

Y

1. Systems such as the. l-level dinome cipher illustrated in Fig. 36
are suscepbible to a very easy solution 5 ir the dinomes have been in-
scribed in numerical order n= ‘wdicated., Assuming such a case in a

: specific cryptogram, thé first six Broup. T which are

=~ w1 .

68321 09022%80)7 65111 886#8 h2036 ..

R - %. ) 3.
a lour-part :E‘requency dlstrﬁ)utlon of the. entire message s 1s taken as
i1llustrated in Fig. W4 below: . .
_ e L -'_l'_';:." L R
Ol 02 03 Ok 05 06 OT 08 G9 10 %-;.2__3 I 15 16 17 18 19 20 21 22 23 2k 25
y . - _ p__.."‘:_ o o everag .
= __ZmE gl s =s_EHE= =2
26 27 28 29 30 3132733 34 '35 36 37 38 39" ho k1 k2 L3 kb 45 46 W7 48 L9 50
ZE= =2ZZF o —=EBE=__=E = _
51 52 53 Sk 55 56 57 859606162636h6;66 768 6970 TL 7273 7h 75
Z_ 0 = =_ZFFE= =Z2Z=__ _= Z_ _
76 77 78 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 9+ 95 96 97 98 99 00

Figure b,
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j IT the student will bring to bear upon this problem the prineiples he
learned in Section V of this text, he will soon reelize that whet he now

/ has before him are four simple ; monoalphsbetic frequency digtributions
gimilar to those involved in a monoalphabetic substitution cipher using

| standerd alphabets. The realization of this fact’ inmedistely provides

the elue to the next step: "fitting each of the ‘distributions to ‘the
normal”. (See por. 31). This can be done withgut difficulty in this
case (remembering that a 25- ~letter alphabet is /involved and a.ssuming that
I ond J are combined) -and the following a.lplmb ts result: T

W

-01——I-J 26—U - 51——N ' 76—E - o
w - 02—K 27—V 52—0 77—F
- . -~ e 03—L 28—V 53—P 78—=G . .
w- - 04—M  20—X  54—Q  79—H teo ) . '

05—N 30—Y 55—R _ 80—I-J
06—0 31—Z ° 56—S 81—K
07—P 32—A 57—T 82—L
08—Q 33—B 58—U 83—M
.. 09—R  34—C 59—V  84—N
‘ 10—S 35~D 80—W 85—0
Ti1—T 36—E 61—X 86—P
12—U 37—F 62—Y 87—Q
13—V 38—=G 63—2Z 88—R_
. 14—W  39—H  64—A  89—S
. 1—X 40—I-J 65—B -+ 90—T
16—Y 41—K 66—C ' 91—U
17—2Z 42—L 67—D 92—V
18—A 43—M 68— 93—W .
19—B 44—N 69—F 94—X
20—C 45—0 70—G 95—Y
21—D 46—P 7T1—H 96—2Z :
. 22—E _47—Q 72—i-3 97—A
' 23—F 48—R 73—K 98—B
24—G 49—3 74—L 99—C
25—H  60—T 75—M  00—D _
The key word is seen to be JUNE and the beginning of the cryptogrem is
deciphcred s "EASTERN MTRANCB esne o

m. If instead of 25-element alphabets, & system such as that In
Fig. 37 has been used, only a sl:ght modification "of -the procedure in
subparagraph j would have been necessary, i.e., ’qhe distributions would
have had to be considered on a basis of 26, and the process of Titting
the distributions to the normal would have .c;one on as in the previous
exomple.
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.. . One Lurther application of principles learned in ..:ec: blon V de~
ser\res 1;.0 be mentioned here, in connection with the solution of syf‘tems
such as those of Fig. 36. ILet the following short message be considered:

vl aelh -t jawsl ot T, e S L Jovii. Tat
L8226 88L23 52099 93604 7 60 59 0565
36683'152267 9711k 5%&66 ?{ , “

RECI A A 35 SR A A St B O L It :

Tf it is.known that the correspondents have been usmg 8 vzn'iant system
such os: that in Fig. 36, a- special solution may be employed. in those cases
wherein there is insufflcien'b cipher text to permit analys is by the method
of fitting the frequency d:Lstri‘bution t0 the norml. "Thus, a short cryp-
togram may be solved by a variation of {'.he pla:.n—component comple‘bion
method. deéseribed in por.3h.l1 First, let the cryptogram be copied in
dinornies, With an indication of the Tevel (i.e., the "a.l:pha.'bet") the di-
nome would occupy in the lL--level matrix; thus: .

. - - bl * -
T A I I 2N AL PR TE P S VA

18 22‘68 8t 23 52 09 99 36 Ok 76 05 90 56 51 36 68 35 22 67 9 11 L5 Ll 66
4 1 2 2

2 13 F 131 k2 1k Ik 3323273 3

T T '--"-Tt R By :
3 T q i

The dinomes' belonging 'bo the lour levels are gs follows

L R A AT I _,J-H.f,\e** . '-‘d"'{.,_. $ ::_'1_;.'.:
r.(1) 22 23 09 Ok 05 22 11 o o ‘-‘_ Pt
1 (2) 48 36 36 3545 bh R s
" (3) 68 52 56 51 68 67 66 LT ' . ‘ “ o

L]
~

a
'™
L]

5
' (ot F % . ’}" ey ‘\.| A A
-

(1») 84 99 76 90 91 76

These d.:l.nomes are' converted. :Ln'bo terms or the ;pla.:.n componen'b 'by se'bt:.ng
each of the cipher sequences a,go.:.nst the plain component gt an arbitrary
point.of colncidence, su}/ as in the I‘ollow:.ng example' )

w Nz don Loy
ABCDEFGHZL’JKLMNOPQRSTUVWXYZ‘
01-02-03-0F 05 06 07 08 0910 11 12 13 1k 15 15 17 18 19 20 21 22 23 24 25
26 27 28 29 30 31 32 33 34 35 3637 38 39 4o 41 k2 43 LL 45 46 W7 48 49 50
51 52 53 54 55 56 57 58 59 60 61 62 63 64 65 66 67 68 69 70 TL 72 73 Th 75
76 77 18 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 9k 95 96 97 98 99 00

s
an = -y o~ 3

(1) ~22:W; 23=X; '09=I; OLb=D; O5=E; 2244; “1i=L. = *
(2) 48=X; 36zL; 36zL; 35=K; U45=U; Lh-T

(3) 68:5; 52-B; 56-F; 51zA; 68:zS; 67=R; 66:=Q _ SRR

(4) _ 8hsI;. 99-Y;  T762A; 90=P; 9TH; (T e e

R N TR s AT R W0 S LR Ll i R A L v
pwor Terer ., T R i [ I‘l -'.-i ISR AR o L ; -y "lﬁg

+ 11 14 ghould be clear o the student that the reason ﬁhis 'method epn be
applied in this instance is that both the plain component (AZBC. . ..Z) and.
the cipher component (o1, 02, 03 ..... 25; 26 =50, 51-75; 76-00) aore known
sequences (OII thus a.ssumed.).

- a . - _,.7_ ~ s - = .o
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_g.,.mhg'plain component sequence is now completed on the letters of
1st Tevel

the four levels, as follows:

CAVDARERGHHMASEOMGGHOEHD =X HN

LA
- A e
- -

",

'ERMNYpODARRORHMAS RO NEHD >

AMCHNEDEEXNHNCOUARRKOHHKASE %O
<CANUARNMOEHHMASEZOMTEREHD D =X MN
MNCMOARMBOHHMASZOMTGRNEDE =K
- HMAEEOMOHNOREHPREPEHMNNSAOARK ST

-

W

“a

NQRSTUVWXYZABCDEFGHIKLMKOP
CENHDPEXHNCADARRYNHMAS Zor
- RHDEPEMMHNANOARMEOHHMASZOoOMEH
ABQDEFGKLKLMHORQRSTUVWXXZ
.PGHIKLMNOPQRSTUV MMN<S<MO AR
HBCDEPGHI.KLMNOPQRSTUVWXYZA
S,m;nwvvuwvAv;nunnupnu“u FEROEHNKCGS nvpﬁnqnu

. AU .

- -
- -

HDBENMNCROANRMOEHE IS BEOMTE ®

_UVWKIZABQDEFGTI(LMNOPQRST

KL.n.NOP.QRS.TUVWXV*ZABCDEFGH.I

‘LMNOPQRSTUVVXYZABCDEPGHIK

‘LMNOPQﬁﬁTUVWXYZABCDEPGHIK

XYZABCPEPEHIKLMNOPQRSTUV
r

. "
- L !
l

é& ieﬁel o

AR RO EHDENXHN<MO AR R S M
EAMNNSADAMEOHHMAEZOMTHREHD >
EFGHI$LMFOPQRSTUVWXYZABCD
AREGHHMAEEOMCTHNEHDEEXMN<SMD
IKLMNdPQRSTUVWXYZABCDEFGH
HHN<AUARKMOHHNXYASEOMGENEDS =
EXNMNCOUOARNKROHHMASZOMOKNERHD S

[

¥

--;hth level

12 of high- —~ -

NCETAE

e
.

ith the best assortment

w2

v

(See also footnote 7 on °

éd 1e§el

EOSNEDCGC,
arithgs of the probabilities of the

e of log
138 °

24 level

12 1n evaluating generatrices, the sum of the arithmetical {requenries
of the letters 1n each row may be used as an indication of their relative

Ygoodness" .

.
v

_REEDON

LK)

5 the us

plaintext letters farming the generalrices.

page 89.)

-

m
S

A statistically much more accurate method of evaluabing

1st level

frequency letters for the four levels are:
EFRMHNEE

. It is seen that the generatrices w

generctrices involve

\
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IT the letters of fhese generatrices are arranged. in Jr,‘hc oTdcy, of & pcar-
ance of their, dinome equivalents, according to the way they .E'ah 1n1'o the
various leovels,

18 22 68 8l 23 52 09 99 36 ol 76 o; 90 56 51 36 68 35 22 67 97 11 5 Ih 66 76
B E. M N E R
R - . -.: E B D . oW
E . o ... ... S N  E D . c
N c E T i P S E

the plain text "REENFORCEMENTS NEEDED AT ONCE" is clearly seen. Or, more
simply, il we examine the equivalents of 01, 26, 51, and 76 after the
generatrix determination has been made, the key word JUNE 1s reveagled.

IT an error had been made in the ;selection of a generatrix, the error
could be resolved by hypothes:innp' the probable key word, or by decipher-
ing the text on the basis of the assimed diagram and then noting and
‘dega.rbling the systematic errors (vh:Lch 1‘0 would be noticed_ all come
from one levei) )

B A )

P. The student should note that no one (fenera.trix w:.ll yield pls.in
text all the way across as in the example in par. 34%. Instead, the
generatrices must be considered separately for the four levels, ‘since it
“is within each of the four levels that there is a homogencous relation-
ship of dlnomes . Obviously if dinomes from moi‘e “than one level were used
to com_plete ‘the plain componen'l, sequence, the generatrices would not con-
sist of a. hOmogeneous group of letters but “Instead would represent an.
assortment of letfers from two or more "alphsbets'.

61. Analysis of more comp] icated examples.--a. As soon as a begin-
ner in cryptography realizes the conseguenced of the fact that letters
dre used with greatly varylnrr fre uencies in hormal plein téxt, a bril-
liant 1d.ea very speedily comet “to him,” Why not disguise ‘the natural fre-
cuenc:.es of fetters 'By a syS'Eem of subsiitution using niany “equlvalents,
and let the nunbers of equivalents assigned to the various letters be
more or less in direct proportion to Lhe, normal frequencies of the let-

* ters? Let E, for crample, have 13 equivalents; T, 9; N, 8; e'l;c., and

thus (he thlnl s) the enemy cryptenalyst can have nothing in the way of
telltale or characteristic I‘;.equencms 1,0 use as an entering wedge.

b. If the text available. f‘or stud.y is small in amount and if ‘the
varisnt velues are wholly 1nr1epenc1en1, off one anothér , ‘the problem can
become exceedingly difficult. But in practlcal militaxry commmnications

" such methods are rarely encountered, because the volume of text is usually

great enough to permit of the establistnnenl, of equivalent values. To
illustrate what is meant, suppose s numher of cryptograms produced by
the monoalplmbetlc-variant nmethod described above show the following
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two sets of groupingsl3 or eipher elemen‘bs in the text, Set "A" belng
assumed 1o be different reprcsentations of one particular underlying
plain text, and Sct "B" assumed to be representations of another under-
lying pln.in text: .

Se'l: HAII Sel'. "B" .
(12-37-02-79-68-13-03-37-77) (71-12-02-51-23-05-T7T)
(82~69-02-79-13-68-23-37-35) (11-82-51-02-03-05~35)
(82-69~51~16-13~13-78- 05-35) (11~-91-02-02-23-37~35)
(91~05-02~01-68-42-78-37-77) (97-12-51-02-78-69~T7)

An examination of these groupings would lead; to the following tentatiye
conclusions with regard to probable equivalepts: ..

(12, 82, 1) (02, 51) (13, bz, 68) (35, 1)
(05, 37, 69) (01, 16, 79) (03, 23, 78) (i1, L, 97)

The estsblishment of these equlvalencies would soon,er,or late:g- 1ead 1
the finding of additional sets of equal values. The completeness with .,
which this can be accomplished will determine the ease or difficulty of
solution. Of course, if many equivalcncies can be established the prob-
lem can then be rcduced practically to monoalphabetic terms a.ncl a speedy
solution can be attainecl -

[ § . e

< Coe Themzrel:icall;r the determlna:l, ion of equlvalenc:.es may seem to be
gquite an easy matter, but practically it may be very difficult, because
the cryptanalyst can never he certain_that a combination showing what

mey eppear to be.s variant value is really such and doesg not, represent

a part of a different plaintext sequence. Tor example, take the groups --

-82- 31-82-11-63, and
) 82-I|o-82 -11-63

Here one mi c;ht .,uspect tho.t 'L"{‘ a.ncl 27 represent the same le'lz texr, 31 and.
40 another letter. But it happens that onq group represents the word

MANAGE, the other DAMAGE. There are hundreds of such cases in English
and in other langusges.

PN

i . 13 - . . - - - f—

4. When réverslbie conibinations are used as variants, the problem
is pcrho.ps a bi’c more simple. For examnle P using the a.ccompanying Fie' ks

|

et o+ K7 Q,VB,H MR DL

w,s [(NIETATOI®
v,y [D[ T M |F [P
. 0 GJ [0 BlO[LI]|V
.. v CN |[G|lX|R[C[B . - ]
P, || L] YXIVIK

P
+

-
e . v . Tigure k5

o on i

The alert stedent rnizht be sble to delermine the wderlying plain
text of the tuvo scts o ciphertext groupinzs.
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for. engipherment, btwo messages with the same initial words, REVERENCE.
YOUR, may be enc:t,phered as follows: . _ . o . .iax siaew o0 w0

"R E"F E R E'N 'c E Y 0 U R
(1) NIWDR XLSHC DWWZN RSLHP SRBJIC H
(2) CEDVR XSLEN DWZWN RLSIHP RWJBN H

The experienced crypta.na.lyst » hoting the appearance of the very firs{'. few
cipher proups, assumes that not only have the messages identical beginn-
ings in their plain texts, but also that he is here confronted with a
variant system involving billteral reversible equivalents. One of ‘the
manifestations of such s cryptodystem “is that in the digraphic distribu-
tion Of the cipher text the "B" row will have an ‘sppearance sim:L_a.r to
the "B" colum, the "C" row will resemble the "C" column, ete.; thus,

the g¢ryptanalyst will almost immeédiately reslize that he has encountered
a comutetive system involving s matrix smaller than that indicated by
the sizo of matrix necessa!ry Tor’ ma]:ing the dig;raphlc distribution.

e. The probable-vord method. oi‘ solution may be used, but with a
slight variation introduced becausé of the fact that regardless of the
system, letters of low frequency Iin plain text remain infrequent in the
cryptogram. Hence, suppose a word containing low-frequency letters, but
in iteself a rather common word strikingly idiomorphic in character is

sought as a "probable word"; for example, words such as CAVALRX, ATTACK,
and PREPARE, Such o word may be written on a slip of paper and slid one
interval at a t:me under the text, which has been marked so that the
high- and low-hequency characters are indicated. IRach coincldence of a
low-Traquency letter of the text with a 1ow—f‘requency Jetter of the .« -
assumed word is examined carefully.to see whether the adjacent text let-
texrs correspond in frequency with the other letters of the assumed word;
or, if the latlter presents repetitions, whether there mre correspondences
between repetitions in the cipher text and those in the word. Many trials
are necessary but this method will produce results when the difficulties
are otherwise too_ nru.ch for the cryptanalyst to overcome. - Pm ten

7 -,_A .'-f'h__ :
it £ ), s "-ﬂ" '-r\l-r -

62, Analysis involving the use . of‘ 5sqloe; ;f-a..'* Tn m:.ﬁta.ry conmruni-
cations it i1s not unusual thit crygtogra.ms are prgd_uced. containing identi-
cal plain text but which haVve been su'bgected “to dii‘ferent cryptographic
treatment, thus yielding different cipher texts, This difference in cryp-
togrephic treatment may be caused Ly the use af .an entirely different
general system, or by the use of a different’ s;pecii‘ic key, or merely by
the choice of equivalents in a variant system. Messages which present
different encrypted texts but’ vhich conta.ln {dentical " pla,:.n text are .
called isologs (from the Greek iso = "equal" ‘and logos = "word"). One of
the easily-noted indications of the possible presence ence of isologs is
equality or near-equality in the lengths of two (or more) cryptogrems.
Isologs, no matter how the cryptographic treatment varies, are among the
most powerful media available to the cryptanalyst for the successful
solution of a difficult cryptosystem--and, in some cases, may provide the




- -
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s v "

vy 1sologs was revealed by the example contained in su.

3 however, a much more striking illustration is gilven in the

An inkling of the

REF ID:A56895
Message "A"

The following two ecryptograms, suspected to be isologs, are

b
avallable for study:

oniy possfblé entries i*#o a complex cryptosystem.
next few subparagraphs.

help alforded b

61d above
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\O 10 QI i

O\NO (0 O\\O O O\F
MnNOoO NG A INOYON
WO AMON~rin
‘S NN H\O
O - OV
J LOMO 0.0 O BN
OOt A0t
. O\tN =0 ~00 A
MO AMNM~OW
VO MNINO\O\QN LS N

INMO\NO -0 O O
VN HNONN
O QIND I~P-\D H O
NO MrHD D O
O M\0 M N A O\

OO rHHONO® O

oM~ NO O
T MO0 M0 0

OO UV QLN

Message "B"

el F O N

_at

VmnHVOIFOM ..

~HQANO QU IND®
oMnNInNONNO O\NO
INQ MO INQ O I~

WINAU A N~
NS INAHO I~
&30 OW 0

V@M~ VI
0D INQIND I-\O O °
~noocoMmaw
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~ QO NN

IN\D N OO O [~
S+ OO NG FDOON
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716878303”
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M~O\MO M~ I\
O ANONHD NNt
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N OO O O
H\O\0 8 i AV
O MO INDMOVWOT O
ot NN A O N

On the possibility that some dinome system (or systems) is involved, the
messages are written under each other in dinomes to facilitate the exam-
ination of thesimilerities end differences of such a grouping of the

cipher texts, ss shown on the néxt page:
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- A5

90
Iih
L6

29

Feey A oo

126

55

27
6h

62
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T1
19
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hé
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93
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79
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Distribution for

Megsage "A"

15

3
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'&

92

J¥]
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&
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0l
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B 28
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10 48

05 70

-3

07 kLo
02 32

1 68

o6 W6

70 4
37 28

99 62
26 6r

98 55

28 55

" Lo ruk . ¥
The dinome distribubions for the two messages are ap follows
i Y
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c. Since a general ebscnce of marked crests snd troughs is noted” in
botlh distributions, if the divis.on of these cryptograms into dinomes :‘s
correct, ond if they are both monpalphabetic, it is quite probable that'
gome 'bypc of variant system (or systems) has been used. With this in
/ mind, the encrypted texts and their distributions ore scrubinized fTurther
Tor some indicabtion of the kind ofl relationship which exists between tle
methods of encipherment of the two messages. The distribubions are se n
to be strikingly similar, not only wibth respect to the location of the'
one predominant peak in cach, but also in the close correlation of the
locations of the blanks in each 1 Furthermore, upon examination of the
superimposed messages themgselves, 1t is observed that there are ‘seversl
instances wherein a value in messasme "A" coineides with the seme value
in messoge "B" (e.g., see positions A/A' 1k, B/B' 9), This observation,
taken in conjunction with the marked s:Lmila.ril-,y of the distributions,
strongly indicates that nol only has the same general cryptosystem been
used for the encryption of hoth messapes, but that the same enciphering
matrix has been used for both, Also, in the case of the values 30 and
62, it is nobted thabt wherever either occurs in one message the same value

- -

1 b -a . £~

L L{ For the benefit of the student With a mathematical background, it
might be interesting to point out certain spplications of cryptomathe-
matice in connection with these two distributions. First of all, each of
the two distributions is much Tlatier than that which would be expected
for a sample of 125 dinomes of random text; i.e., a drawing (with replace-
ment) and recording from an urn containing equal numbers of counters in
each of 100 ca.tegories lebeled 00-99 consecutively. In other words,
whereas “random" follows a characteristic distributional appearance, op-
proximeted by the normsl or binomial distributions, the samples at hand
exhibit phenomena even flatter (or "worse") than that expected for ran<
dom, approaching the theoretical (and fantastically non-rendom) "equi-
1ibrium" of exasctly the same nunber of tallies in each cell of a distri-
bution, The following teble glves the observed number of x-fold repe-
+itions in the two distributions, together with the expected number of
x~T01d repetitions in a sample of like size of random ‘text, which expected
mumber has been computed Lrom tables of -the Poisson ex_ponen‘l.ial distri-
bution (see Military Cryptanalysis, Part III):

Observed | Observed }
Megz., "A" | Msg. "B" | Expected
= ‘?a
. 1k 17 29
51 ° 52 36
33 23 22 -
1 6 9
- 1 3
1 1 1

It is to be noted that in the distribution for Messoge "A" the observed
nurber of blanks (l’l) egainst the expected nuimber of blanks Trom random
text (29) represents a sipmoge or standard deviation of 2.78 o, which

-RESTRICTED Lk o
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occurs Jin t o‘l,hc:}b mps,._,age » A phenomenon expla.lnablc ‘on the agsumption
that the glm.nlexb e,qu.walents of these volues arc “of such low, Trcquency
that no variant varues have ‘beén provided fTor these plaintext letters in
the eryptosystem.

4. With the foregoing detalls determined., it is now realizcd that
it should be possible to form, between the two messages, "chains" of

those cipher values which represent identical plaintext letters, as .
exemplified below, Beginning with the first value in each méssage, 82 .
and 30, a partial chain of' equivalent variants is sterted; ‘now locabing
some other occurrence of either value elsewhere (e.g., 82 at position H'8),
and noting the cipher value coineilding with 1t (in this case, 1), the
portial chain msy be extended (including now 82, 30, end 41), After this
particulor chain is extended to include as many values as possible,
another chain is formed by sterting with any value which has not already
been included in the preceding chain, this procedure being repeated until

.. - . R . L v b

can be translated as odds of 368 to 1 agaa.nst its occurrence by pure
chance. Likewise the other entries besides ¢ (in particular, the x-values
of 1 and 2, and the cumulative, vo.lues of 3—a.nd_—'be’c'ber) may he eva.lue:bed
in terms of s1gma.ge§ , and the conclusion would be reached that the two
‘dlstxibutlons ha.ve g. most remgte cha.nce of ‘be:.ng as flat as they are
_through mere chance, for instg,nce, it :‘Ls 3.05 o or 877 ’co 1 agalnst '&is-
'bribu’cion “A" hav;ng only two tollles oceurr:.ng three or more times when
13 such 'ballies are expec ted, ﬁy ro.naom--and this 51grnage “when taken in'!:.o
congideration wifh ‘that of the nimber of blanks yiclds s sigmage of b o
or approximately 31,000 to 1 of occurring through sheei chance. The sum
total of all the devistions could be collectively evaluated, but this
would ‘involve the lsboF¥ious computetion of a multinomial distribution.
Since the distributions of the two messages are _mw::h worse than would
even be expected for random chance, the conclusion is drawn that the
dinome grouping is highly signifitbnt and therefore must be correct, and
furthermore that the cryptosystem involves variants in sufficient nu.m'bers
for the plaintext letters to permit the encipherer to select the cipher
equivalents with a view to suppress ing as much of the phenomena of repe-
tition as possibie, Secondly_! the x test of the "Ewo distributions gives
a 7 value of 206, as sgainst the x value of 156 for rendom somples of
this size; this represents o sigmage of 1+.02 ¢ , or a ratio_of 33,000 to
1 against its happe by, pure chance H i.e., if the cryptograms were not
in the same genersl ystem ancl spec1fic keys . Therefore it is & foregone
conclusion statistically. that not_only do the cryptosystems involve di-
nomes a3 the ciphertext group:_ng 1,"but thet the ldentical cryptosystem is
, Involved :}.n 'bhe two messages,_ and that because of the close correlation
of 'E'h,e ;pa.t l:erns of"'l-‘he Ywo, distributlons , there is a good probebility
that the cryptograms con-ba.ln identical plain text and therefore are iso-
logs. This-specific illustration of the potentialities of cryptomathe-
matlcs indicates the important role that this branch of science may play
in the art of cryptanalysis.
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all possible chains are completed, It is found thet the following chains,
arbitrarily orranged here according to length, may be derive'a from the
two messages:

(06 14 15 26 28 31 35 73 74 81 89 98 99) .
(02 07 20 22 k3 Wi 62 90) .. ) .
212 37 48 51 69 70 85 9h) . ¢
03 30 k1 5% 65 82 97) : . .

(05 10 24 32 kg 87 93) L

(16 18 36 76 T8 T9 86) . .- .

(27 45 53 64 80 92) - e
(11 39 75 88) - - e e e e e s
21 58 77 Bu; g - - ..
h6 59 68 T2 , : - .
(00 52 67) . .
goh 55 61

08 29 56

(19 71 96) i
o1 25) . _ Single dinomes:
13 85) | :
(k2 60) (38) (7)) (50). (62) (91)

. If we now make an arbitrary assigmment of a different 1etter to represent
each chain (and each single d:.nome) and. convert either of the messages “to
uniliteral terms by means of these a.rbitrarily—assigned values, we note
the pattern of the opening stereotype “REFERENCE YOUR MESSAGE.....', and
quickly recover the plain text.

L
+-

o

€. 'I‘he plaintext values when :mserted into 8 J.Oxlo matrix having
a.r'bi‘brari] y—arranged. coordina.’ces yield the following

1 ' TV A

. ¢ 123 45 6789 e
gt ¥ T R P OB T F -
1]/]0 D N HEEA - A C
2 I T - 0O M ESETF
3R E 0 - - E A N B D
bl-R YT TS LV NO -
591X N U 8§ R PP T L T Se.
6ly P wT SR --UL® :
7|/ ¢ L. E E D A I AA -
8ls ER NI H A O D E|" LC R
9| ¢ S ON - CRE E : ;*{ *

- = . 'r-

™

Manlpulating the rows and colwums wi uh a view to uncgver:_,ng,‘ some s metry
or systematic phenornena y the latent d.Lag;onal pe.t'bern of 'Ehe equ'lva nts
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Tor certain of the letters (such as By, Np, Op, , and 8.) is revealed,
and the rows and columns of the reconstruction diogram are permuted %o
yield the [ollowing orl,g,'Lnal enciphering nua:bri*c

0oL
-

i BT R e I IR T 12 e R R R - S
___.'1'."_4' Tarl e 6 8 9 1_5 II' 3 7 _2.¢. 4
e e n VYR AC D EE ILN
A T TIAAC D'EE HKNO - ol
Do 7'3ABDEEHJYN OR
o, )T T "8 IA D EE HINORS :
".'— ) :' :- .":".l.ﬂ.:l..-r'..-‘.: 1.2 ‘9 c 'E E G’ I N 0 R‘ S‘ T PR r.d
L.t T 2B EF IMOQ S T
~ise ';_! uf‘-'*.% -.-'r LA t 1 0 t
e N JdEFIMoPRTTU .
o MSAFIETIONIF L OLN P RS TU X
e o 61T L NP RS TU WY
ol P TRER R N, N0 R B RMT VY o7
el IR 4 R T £ o< W;-- ’ 1 ke re * 0] SOOI roe . P

‘l‘here are o observable rela,tionshlps in or betyeen the sequences of
"~'digits in the row &nd Colurin codrdinstes’ therefore for want of any
visible phenomena of Furthef infomo,tion on the 'derivation (if a.ny) of
" these dig;its , it 1s" a.SSumed that 'bhey mdsb hafe been assigned at réndom.
The ‘student will note that 'Lhc, final matr:.x /'ls identical’ ‘ho that o:E‘
Figure 39 in paragreph 59.° ) e

f. It should be emphasized that in the exemple of the preceding
subparagraphs it was only possible bto form chains of values from both
megsages reciprocally begause the sgne enciphering matrix had been used
for both, A non-rec:lproc-a.l c:h.r_n:l,nlnrr procedure would have been required

" 4f only the general system had been the same for both but the enciphering
metrices had differed in some Fespéct, or 'if two completely dilfferent
variant systems had been used {e.g., one using a frequential matrix and
the other involving a_less.complex type’ of variant matrix; such as Pig.
29) Specifically, it would heve been fecessary to maln'ba.in two sepa-
rate groups of. cha.:.ns, one frrqup for each message; otherwise heterogeneous
values would have become in’cermln,rrled. .

g. Althow;h an ana.lysis oi‘ but onec 1sola:bec1 example by mea.ns of
isologs was presented, therstudent should be sble to appreciate the
significance and potentially enormdus value ol isblogs to a cryptasnalyst.
This value goes Tar beyond the simple variant encryption in a monoalpha-
betic substitution system; isologs produced by the use of two different
code books, or two different enciphered code versions of the same under-
lying nla.in text, or two encryptions of iden'bical plain text by two dil-

ferent ' settings of a cipher mochine, may all prove of inestimable Value
/;ln the atbtack on a difficult cryptosystem. .
/ a :
/ 13
- = - ] v 14
RESTRIGTED- 17
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63. TFurther remarks on variant systems.--a. A few words should ‘qg‘
added with rcgord to certein subterfuges which are sometimes encountered.
in monoalphsbetic substitution with variants,” and which, if not recogil.
Mized in time, cause considerable delays. The considerations treated
before in subpars. 52i and ] on the disguise of the length of ‘the 1:’.*3.33’}l
multiliteral group apply equally here to multilitersl substitution wi
variants; thus, in dinome systems, a sum-checking digit or a null might.
be added in speciflied positions of the group to form a trinome. In
complex variant systems, the presence of a null as one of the digits o
a trinome would add greatly to the complexities of cryptenslysis of that :
system. The most important of the subterfuges have to deal with the use
of nulls which are of a different size than the real cryptographic un{{-.s,
inserted occasionally to prevent the cryptanalyst from breaking up the
text into its proper units. The student should teke careful note of the
last phrase; the mere insertion of synbols having the same characteristics
as the symbols ol the cryp-:}rfaphic text, except that they have no mean-

ing, is not what is meant his class of nmulls rarely achieves the pur-
pose intended. Vhat is reglly meant can best he explained by an example,
Suppose that a 5x5 variadt mabtrix with the row and column indicators
shown in Fig. 46 is adopted for encipherment. Nurmally, the cipher units
would consist of 2-letter conbinations of the indicators, invariably
giving the row indicator first (by agreement).

. |\i -
VGIWD \ : .
AHPS M RIS T
' T 0 £ B N TR e
F U R L C, i . ik oa
; v,aTF|(A|B|C|D|E e i
1 3 =
[ GHOUIF|GIHITIK] -~
i ILPER|L|M|N P L
?
| WS,BL[Q|R'|S U
DMN.C|V|W|X z i
- Tigure 46 . o .

The phrase COMMANDER OF SPECIAL TROOPS might be en-ciphéi‘ed thus:

C 0 M M A N D E R O T +..
VI EB PH IU TT IE AB TH WO P GT . . .

These would normally then be arrenged in 5-letier groups, thus:

VIBBY LNIUPT 1DABT HUODPY GT ...

RESTRICTED- 149
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b, 1L wiil e noted, however, thal only 20 of Lhe 20 letlers of the
alphabet have tecn cuwployed as row and colhwmn indicators, leavineg J, K,
Q, X, Y, amd !\ vaased. Now, suppose lhese six leblers are wsed as rulls,
not in pajue, bul as Individual letlers inserted atl Foanflom just before
The roat toxt is arranged in 5-letler groups. Occasionnlly, a peir of
lettoras might be inserted, in order to mask the charscteristics of
"avoldonee" of thenc J_et'l;er*' for each other. Thus, Ffor etmmple.

VIEXB PHKIU FJXTI EBEAJBT MWOGP WGKTY

The cryptanalyst, alter some studv suspecting a bilitersl cjpher, Ppro-
N ceeds to break up the text into pairs:

VI B8 BP HK IU0 ¥J Xr IE AJ BT M7 OQ FW GK TY

Compare this set of 2 letter combinotions with the correc'b se'b. Only L
of the 15 pairs are "proper" units. Tt i8 easy to see that without a
knowledge of the existence -of the nulls--and even with a knowledge, il
he does not knrw which letters are nulls--the cryptenalyst would be con-
fronted with a problem Tor the solution of vhich a fairly lorge amount of
text might be necessary. The careful employment ol the variants also
very materially adds ‘to the security qf the method because repetitions
can be rather effectively suppressed.

c. Similarly in the OYOJ‘I_{"LCS vnder pararrraph 58, the letter J in
Figs. 27 and 29 may be used as o mull; the letter Y in Fig. 28; and the
digit ¢ in Figs. 33 and 3h._ In Fig. 30, any letters in the i'ange of
P ~ Z might be used as nul lo, but this usaze might he weak because ol the
extremely low {requency of thésc letters as comporéd with the letters
A - O; this is an important point t» consider in the examination of en-
ery:pted text .J-.OI' possi‘blt. poor usages of mlls. -

d. TFrom the cryp'rograplnc standpoinl, usage of nulls 1n the manner
outlined sbove results in crjptour wphic bexl eyen more then twice as long
as the plain text, thus constituting, a serlous disadva.n’c.‘a.ge. From the
cryptanalytic s’cundpo:.nt, the me - -in+ of the cipher units in the system
described in subper. b above. . conslitutes the most important obstacle to
solution; this, coupled with the ue: oi variqnts, mokes this system con-
s:.clera'blf more dlf‘flcul’c. to solve, ‘espite ils monoalphabeticity.
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' NATTONAT, SECURITY AGENCY

COURSE
IN

MITITARY CRYPTANALYSIS, PART I

NOTICE: This document contains information affecting the natlonal defense
of the United States within the meaning of the Espionage Laws, Title 18,

] U.S.C., Sections 793, 79% and Title 50, U.S.C., Sections 46, fi6. and b6b.,
Its transmission or the revelation of its contents in any menner to an
unauthorized person is prohibited by law,.

! National Security Agency
WaShington 25, D, C.
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- COURSE.IN MILTTARY CRYPTANALYSIS, PART I

Monoalphsbetic Substitution Systoms

Introduction ; R L R T re - -

This is the first of a series of six basic courses in the art of
military cryptenalysis. The purpose of this course is to impart to the
student the methods and techniques which form the basis for the crypte-

t nalysis of the simple types of military cipher systems. An understanding
of thesc principles is necessary to grasp the more advsnced cryptanalytic
techniques employed in the abtack on the complex crypbosystems which
constitute present~day military cryptography.

The scope of this course is: fundamental principles; uniliteral
substitution; multiliteral substitution; polyersphic substitubion; and
miscellaneous monoalphshetice substitubion systems. Tt consists of ten
lessons and an cxemination as follows:

N

Lesson 1, Fundasmental principles

Iesson 2, Uniliteral substitution with standard and mixed cipher
alphebets

Lesson 3, Multiliteral substitution: miscellaneous matrices;
Boconian and Trithemius systems; elementary Baudot systems

Lesson U4, Multiliteral substitution with varients

Lesson 5, Polygraphic substitution: small matrices
Lesson 6, Polygraphic substitution: quaéricular tables
Lesson T, Polygraphic substitution: miscellaneous systems

Lesson 8, Miscellaneous monoslphsbetic substitution systems;
concesalment systems

Lesson 9, Monoalphabetic substitution ﬁth irregular-length cipher
units: monome-~dinome systems; miscellaneous systems

Lesson 10, Syllsbary squares and. code charts
‘ Examination

The text reference for this course is the National Securlty Agency
publication, "Military Cryptanalysis, Part I" (December 1952).

This course has been designed as a self~study or extension-type
course; therefore, there is no limit placed on the nunber of hours that
may be spent in the completion of the course, any lesson, or the examina-
tion., However, for statistlcal purposes it is requested that the student
i indicate the munber of hours spent in the completion of each lesson and

the examingtion.
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L
The cryphograms in thls ecttirse have for the most part been arranged
in proper worksheet form, obviabing the necessity of recopying; and
frequency distribubions have been given to reduce the amount of ‘time spent
on ‘the purely elerical labor incidental to the solution. The underlying
texts of the cryptograms comprise hypothetical ground, naval, alr, and |
geversl administratlive messages. Where necessary for solu'b:.on, the
specific nature of the text of any particular eryptogram is indicated,
Otherwise, the text of a message may be assumed to be general :
adminlistrative or ground text. ’

. LLS

The only materlals required are cross-section paper of —};-inch squares,
and. a set of printed and blank alphabet strips, An eraser is of the utw
most Iimportance,

Special Imstructions

So for ass 1s practicable, detalled work sheets which usually form
& paxt of the solution should be submitted with the solutions. In all
the lessons of this course, it is required that the student recover all
cipher alphabets, cipher tebles, and specific keys used. He will also
‘be required to state the method of operation of each cryptosystem and
give the key words upon which each component is based.
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NATTONAL SECURITY AGENCY
Washington 25, D, C,

COURSE Military Cryptaqalysis, Paxrt I

LESSON 2 . Uniliteral substitution with
standard and mixed cipher
alphebets

TEXT ASSIGNMENT Sections V and VI

l. 2. What is the first step one should teke in ettempting to solve
an unknown cryptogram that is obviously a substitution cipher?

b. If this step is unsuccessful and the cry:p'bogram is obviously
monoalphahetic in cheracter, vhat type of cipher alphabet may be assumed
to have been used?

2, 8. Neme two methods of solviug monoalphsbetic substitution
ciphers involving standard cipher alphabets,

b. In the solution of a substitution eipher by completing the
plain component sequence involving reversed standard elphsbets, what are
the successive steps?

c. Why do monoglphsbetic cryptograms involving stemdard cipher
alphebets yleld such a low degree of cryptosecurity?

3. What are four characteristics of vowels which permit their
classification as such in monoalphsebetic substitution ciphers involving
mixed cipher alphabets?

L, &« What two pleces in every message lend themselves more readily
to successful attack by the assum;?tion of words than do any other places?
Explain,

b. What is meent by the "probable word method" of solution?

5. 8. What is mesnt by the word pattern "A B C B A D B"?

b. For each pattern given below, indicate one goocd English word
that contains the pattern: _

(L) ABCBADB
{f2) AABA

(3) ABcba

RESTRICTED-
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6.
key (Apﬂec)ﬁ
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JMQVS QZXIF FMZSL
FQOME MDXYGQ O0ZCYY
OQWYI DKYMV MZMNQ
CYIXI CDYYX CBZQI
ICDJQ YPMMD YMVMZ
QDNEW OJMAW IBEMD
YXCBU MQZME CVIDK
CZMQZ BCYIX ICDYY

=
= _ E
sEEZEZ=_ = =
RN
¢p=2655 $ér=1531
7.
WXLMK HRXKL ATOXU
MEIKHE VXXWT MHGYVX
XLNUF TKBGX TVMBO
KXIHEK MXWLM HITVD
= Zz2 =
f?cﬁi?%%?J%%%ﬁﬁ?
$ps660  ¢ye3BL
—XRESTRICTED

IZML Z
XJM21I
EQKMX
FZCQN
MFSNGQ
INMYX
CWzX12

XCBZg@g

$0=2636

Solve the following cryptogram and indicate the specific

CEMEB
VMZIY
CCWZB
EWDOX
EQKMN
ZCSMN
CCBYX
FYXCD

RN HUHUN
ST

Solve the following cryptogram, and indicate the specific key:

XXGHX WIXKIXW
MEHTKX TPAXK
BMRAT LUXXG
GHPEX WZXXX
=z
Z
= _=Z
QRSTUVWIXYZ
bouBL8
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8. Solve the following cryptogrems, omd indicate the specific keys:

a8, QHHYL YDWQJ JIJMETFC

b YXSED YFSXU HWXUS

9. The following badly garbled cryptogram was intercepted., Recons-
struet the originol plaintext message, resolving the errors ané omissions,
and indicete the specific key:

HUVSH UDSU - EKHCU IEQWU DK -RTU
HOXHU UUYMX JIU-U DTQJU TEDUA
YNTUS o= r === IJEFY DIJKH SJYE =
I0QLU RUUNY IIXKU-~- JEQBD IKREE
TYDQJ -8ECC Q~-TIJ EYDYW YQJUK
DYJJH QYDCD WFHEW HQKIK DTUHJ
XAFHEHE RYIYZE DIEVF QHQMH QUXJ =
BEV -F -SYQ3B THTUER IDMCR UHIYT
= S %
= E== = Z F
ZE EE¥Zz= g _EE Zz
== ZBZEE EFEF == EZEZEEE===F
ABCDEFGHIJKLMNOPQRSTUVWXYZ
$p=2270 $pe1311 bou2136
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10. a. Construct a triliteral freguency d.istribution showing one
prefix and one suffix of the letters of the cryptogram below. On the
work sheet below, indlcate by underscoring in black all repetitions of
three or more letters. Other significant detalls may be marked in
different colors,

be. Prepare a condensed table of repetitions of digrephs and
trigraphs appearing more than twice s and include all repetitions of longer
polygrephs,

¢. Using the data obtained in a and b above, complete the
solution of the eryptogram, and recover all keys,

3 10 15 20 25
UBSYB VXRPN CGUMZ XGPNP CUBQP
UXXFZ XBNBM IGVRP NVXUY RXGND
FBZHI Z2ZUXGL LBUIB MQLZR BMBNX
VGN.OP PABAZ UBZPN BCGHB MGLBYV
NPUXF BZVXP CDUBB NHGLL BVXPQ
QFPXP DUZQF GRUBR PNNZG VVZINR
BMGVVY GPNVN BDZXG HBEBR ZYVBP
CZAHB UVBOB ZXFBU RPNAG XGPNV
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. —RESTRICTED |
11, Solve the cryptogram below, suspected to contain the probable
word "BLOCKADE"; recover all keys.
5 10 15 20 25
Al LCTCE LUZOD UCREA WZUSN FZXDY
Bl DRTLD SDRZS8 DEUCM UZZKZ UDCDV
¢l TQTXD AO0Y2C 2ZWYDX PTVZD -8CMZ2
DiRZ'AQL LDECM ZURXD TLCMT LWZZBI
E‘__Z_BSZX CZVLC DOUDX PZCWT UUTEH?Z
F| SUDAD EBEUFZL LZYLX DRCNR EZLCD
¢ MTUTL LMDPDLC NYZLM DUZOD LNCEKD
H RLTRV MTLVT ATHZV UTEYY NRZLX
- = Z —
2 ¥ - EE Z
Z EEZEZ= = ~EEESE=cEEEEESEEE
ABCDEFCHIJKLMNOPQRSTUVWXYZ
¢p=2555 $r=l532 do=2T7T0
RESTRICTED-
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12, Solve the following cryptogram, and recover all keys:

5 10 15 20 25
Al J2DFV WHEDZ VHWDS YKTWD OEDZD
Bl EDSEC CWHHW EDZTE XXWS82Z2Z VNZVZ
Cf 8PFJK VZTYP HJDWO LJIJWDP VPWTTI
D] REDZE XEKVF PJVEY HHJETF EDZFV,
Bl WHEDZ VHJPJ ZHJIJLP JXEXYVY JLTWM
F] WHWED WHWDM WSWDW JREXI YXKGZCE
G KDJPW DCEMW DONZH JJEPJ JPSBE*
HEKVFEH WIJWED HNZHJ EXXPW VJEND
Jj HJEFS EDXWV CPJWE DVZGK ZHJIZT
== = =]
Z2E = & . Z =
FZ zZ € = 28 Z
Zi: 'i’ §‘=‘ - % o= . EZE E
_EEZZE_E=-EZE=cE=F _EZE EZEEZ
ABCDEFGHIJKLMNOPQRSTUVWXYZ
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13. Using the sequences recovered in Problem 12, solve the following
cryptograms snd indicate the specific keys:

a. URJJR XQUQX KSARB BETOI

— —
-~ - i ~— R )

CDEFGETIJKLMNOPQRSETUVWXRYZ
$p=25 $p=l5 $o=16
b, FDLDY XZUMU EUFPN DVOFE ALYRW

wil

A

UMLJX AFDYE XEKQP DOYCV -REUAX

CHITKLMN CRETUVWXYZ

1l, The following eryptogrems, enciphered with random cipher
alphsbets, are in bona fide word lengths. Solve them.

a. Y ARVJZGHAROT VK CGKMMGKHZM LEKUG
"LKUG OROE HOZ EMVHFSRMJROT
JEHZPUHGVEGM RO MCJIJKKSJIKUME

b RGRQRU TDSPYURDP ZFTAVDRC AYCFO
JO DRZYUUFSPPFUZR TFADYGP

co. CDGWDSA LCAUMMDCR BUCD 'YV DVDJR

IYSUAUYVS Lzcyss CUTDO




Recover all key words in
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To facilitate solutlion, significant segments have been

In solving several unrelaeted monoalphabetic cryptograms, the.

followirg cipher alphabets were reconstructed.

15.

underlined,

each case,
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NATIONAL SECURITY AGENCY
Washington 25, D. C.

COURSE Military Cryptanalysils, Part I
LESSON 1 Fundamental principles
TEXT ASSIGNMENT Sections I-IV, ineclusive.

1. a. What four things were thought 'by Captain Hitt to be essen-
tiel to cryptanalytic success?

b. What six additional elements are also highly desirsble?

2, a. Define the terms “cryptology", "cryptography", end “erypt-
analysis 5

b. What are the essential differences between substitution and
transposition?

c. Differentiate between a code and 2 cipher systen.

4. Explain the difference between the terms "general system"
and specific key".

€. Distinguish between monocalphsbetic and polyalphabetic
substitution. )

3. What four fundamental operations are involved in the solution
of practically every cryptogram?

k, In the solution of cryptograms involving a form of substitution,
to vhat simple terms is 1t necessary to reduce them in order to reach s
solution?

5. Is it always necessary to determine the specific key 1ln order
to reconstruct the plain text? Explain,

6. Indicate the language in which you would expect the plain text of
the encrypted portion of the following message to be written., Give reasons
for your answer,

From: dJog8o Fialho, Séo Paulo, Brasil.
To: Gualterio Costa, New York City.

Com referéncia ao seu telegrama, NSM NRJPN INJ PMVCOCEN

VNPSN PMBMPCEN QMI' JBCVCJ IJUM DTGAJ ITMCPN KPJUCEMIVCNP PMHMQQN
UMIVCHMISJQ SMPVMCPJ SPCHMQSPM.

—RESTRICTED 1
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T &. The letter E represents what percentage (in round nunbers)
of the letters in English telegrsphic text?

b. What are the four most frequent consonants in English tele~
graphic text?

c. What are the five letters of lowest frequency in English ,
telegra.phic text?

d. What are the four most frequent digraphs in English tele- .
grephic text?

€. Account for the discrepancies between frequencies of letters
in English literary text and English telegraphic text.

8. What three facts can be determined from a study of the uniliteral
frequency distribution?

9. In the following extract from & speech given during World War II,
each dash indicates the omission of a letter. Complete the text by
writing the necessary letters over each dash to form appropriate words.

"Washington's Birthday is e most a p occasion

for us to talk with each sbout things as they are _

and things as we _ _ _ _ they shall be in the _ _ .

"For % years, General Washington and his _ -
Army were faced ¢ o _ with formideble

‘and recurring and equipment were

lacking. In a _ _s every winter was a Valley Forge. Through-
out the “states there existed selfish men, jealous °

o e mmm A Gew me e

u, 1 men, who that Washington's

' "Jashington's in those hard has provided.

the _ for all Americans ever since--s model of moral
a.. He held to his _» 88 it hed been charted in 'bhe

Declaration of Independence. He and the men who

with him knew that no man's life or was secure, without

freedom and free 1 n 8,

YThis war is a new _ _of war, It is

from all other wars of The _ _ _ _, not only in Its methods and
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1

bub slso in its geogrephy. It 18 warfare in terms of

very e on _ _ _ , every __ __nd, every sea, snd every
8 __~- _nein | the - world.. The _ _ _ _ _ oceans which have been
Bexr " in the past es our from attack

8 8 battlefields on which we are _ _ =

B
i

challenged by our enemies,”

u’ll

i
i
I
i
I
I
I

10. a. In the following exemples the words of sentences have been
. trensposed. Rearrange the words to meke plain text,

(1) AT NOTHING REFORT THIS TIME TO
(2) ARTILLERY SECTOR BARRAGE NORTHWEST HEAVY IN
b. In the following exemples the letters of several words of

each sentence have been transposed. Rearrange the letters to make good
? words that will give intelligible plain text.

(1) =Bight SESTYODRER have DTPADERE to join SAKT REOFC
(2) ABELNU to contact ATTAINBLO on my right AFKIN
c. In the following examples the words of each sentenue have
been transposed and, in the case of several words, the letters have also
been transpoged. Reconstruet the plain text.
(1) OLANG RIDGE TANK GIMNOV EHOTISL EAST NOMI.CU
(2) DOWN MEYEN OFANERTON SIX 'THIS OTHS SNEALP
d. In the following examples, the letters of each word of each
sentence have been rearranged in the order in which they appear in the
normal alphsbet., Reconstruct the plain text.
(1) ADELY AACKTT CDDEEHISU OT CCEEMMNO AT EGHTT HIST GIMNNOR
{2) ADEETTIMMTY NOPU CEEIPRT ADHIRTWW OT AADEEGNPRRR IINOOPST
e, In the following examples the plain text has been broken up
into grcups of five letters and then in each group of five the letters
. have been rearranged in the order in which they appear in the normal al-
. phebet. Recomstruet the plain text.
\ (1) ORSUU ABIMR AEBNS ENSUV ADKOR ADEGM EEINN EMNVY EELSS 8
(2) AEIRR ACNNO AINSS ACEET ELORR OPRST AILET EELRY ACIMP EEMNT

DESST DEORY
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11. Using cross-section paper prepare a uniliteral frequency bar
distribution of the letters of the following paragraph: .

“The shortest and surest wey to live with honor in the
world is to be in reality what we would appear to be;

all human virtues incresse asnd strengthen themselves by
the practice and experience of them,"

12, Determine the claass to which the cipher systems, which were used
in enciphering the following messages, belong: '

a. ORANA THPNO SKTCD MEEES CERAE
RNUSA ETLGD AYECA

- L —)

F == __ == =EES . -
ABCDEFGHIJKLMNOPQRSTUVWXYZ

b. DEHJJK QOAHR XKSOF HPQGA PPHLA
DIADE HJROA MAHQA

g E——_%_Ez-_ SEE=m -
ABCDEFGHIJKLMRNOPQRSTUVWXYZ

ce. ROLEH KBWFZ CQCPZ NVJIWZ MIVEQ
EPCIN OJSJU TMWQB

_...
am wme NN U e e o e e

ASCDEFCETIIFLNNOSGRBTTVHRYZ

13. Which of the following substitubtion ciphers are monoslphabetic?
g.UJKLW EUVKL FSPAQ PHTKR DZENGL
SELYN XYXBX JDATU WEUZG WFVIXIM
MNZAY A08CGCU DCLGI OEWJE IFOKM
KNWAP KOIEV AROEBVY WSCWN 8BCYX
FoceFZ=E _=z=EFFsEZ=s_=F-FEZES=
ABCDEFGHIJKLMNOPGQR TUVWXYZ
b HUPYP XXAEP AFGZP VGLHA SLXEHU
SXXAY PWKAS LHPRH ALOBA XPLVS
WUPJP OBSHU HUPGF XGKPH PVSWU
PJOPZ SVPYS MPOAX ULSLP CGNJX
E::_ - = -4 E=.§-’-—-—-::‘g - EEEEE.—_
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
RESTRICTED- N
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Ce GXYVL ZXMX8 LOZGR WEJLX PWTKZ

GMXLW QIVZW QBRXK KTDVL MXAEX

VEMXA LOTLY TKDWX GBQKQ LWZXGa

: " RTYYZ KTOXG AWXLQ LOZGR XVWGQ

= _..2’ - — E% ==
: == g.._.. EFE E_FgS_E EFEEZF
ABCDEFGHIJKLMNOPQRSTUVWXYZ

14, The following messages were enciphered monoalphabeticelly. De-
termine in each case whether the cipher alphabet used was a standard or
nixed alphabet and 1f standard, uhe?her direct or reversed.

g« ANVOR LOUNKQ RLEZW Z2HENEZ WZBOR
ZXKYLF A0Z80 ONORF PJZPP LDZDN
LRZLB LABWZ HNAPO WQHOO RZIZU

. _ ¥ _ z

E= = '.-.'-'-......_.E ?2:':-::’-. =_ = ..._tt

ABCDEFGHIJKLMNOPQRSTUVWIXYZ
b. ESPAP LVDLY OECZF RSDTY ESTDO

TDECT MFETZ YBFTN VWJTO PIYIETQ
JTELD OTCPN EDELY OLCON TASPC

2] ]
oMl
e B
]

= E.=
FGEIJKLMN
c. PYEHYL XOLWY JJVYX OILYR YQYPJ
KNYLK YHYLC PAYAC LYXIR QYJVO
ZKOXC PCREK UKUPJ IUJUO PRIAS

s%zi
IJ L

_EE
NOP
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15, Derive the ¢p, ¢r, do, Ap, Ar, and Ao for each of the following
distributions, and evaluate the monoa.lphabet:lg goodness of ¢o and Ag
of each in terms of "good", “"fair", or "poor", emtering these date in the
attached disgram. On the basis of the foregoing, decide which distribu-
tions are most probebly monoalphebetic and which are most probably non-
monoalphsbetic, indicating your decision by a check (v) in the disgrem;
in the case of those not clearly belonging in either of these categories,
check "decision suspended".
g ABCDEFGHI LMNOPQR

be.

d., A

- = E U - B
e, ABCDEFGHIJKLMNOPQ

f.AiGﬁEFGiI3KiMﬁ%§3R§§ﬁ$W§YZ
§_= _2-_ _§_.. =__=é’ -— B en = -
g« ABCDEFGHIJKLMNOPQRSTUVWXYZ
- = = = = — - = == = == = =
hs ABCDEFGHIJKLMNOPQRSTUVWIXYSZ
Goodness] Goodness
’ ~ o of Ao Decision
N |ép | do |0 ]| tp|ar ]2 [6]7]2]c]F|p]mono.|RS05. susp.
8o ' ‘
be.
Co
d.
e,
fe
g.
r&.
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16, From the intercepted traffic of three intercept stations oper-
ating in the same sector of the front, the following code messages were
selected for study by e memnber of the cryptanalytic section at GHQ. They
are undoubtedly three versions of one enemy message, but there appears
to be a number of differences, due no doubt to operating difficulties ab
the several stations. Study the messeges end reconstiruct from them the
actusl code text sent by the enemy station,

I. Time intercepted 1612 by HS

WFF VvV LDC

GR 35 BT

R 17 DYBIE DUFTO AMEJA KIBON
S¢CO0Y FOBAK DODLA LUFYD KAWAL
APAYN CODAP XEDUR JOPID JENOX
MEEAZ LOGIS KUTEG EVAUK IPBEM
KEHZA HOBWE AVDUZ FOFA_ EMCOZ
EGBLO DOFYO ENC__ MAWEN _ __ __
II. Time intercepted 1610 by MR MFF V LDC
GR 35 BT _

M I DYBIE BUFTO AMEJA KIBOKN
IPKO_ F_BAX DODLA LUFYL KAWAL
APAYN _ _ _ _ _ __DuA __PID JENOX
NEHAZ LOGIS KUTEG EVAUC IRBW
KEHZA SOBWE VADUZ FOFET EMCOZ
EGBLO DOFYO AECDA MAWEN ___OM
EMCOZ ACFAHE LOFIR 0935

III. Time intercepted 1612 by Y& WFF Vv LDK

GR BT

NR 17 DYBIE DUFTO AMEJA KSBOK

IPCOY ___A_ DO___ LUFYL KAWAL
APETYN CODAP KEDUR WOPID JENOX

MEHEHAZ LOGHXUTEG EVAUK IPBEM
KEHZA HOBWE AVDUZ FOFET EMCOZ
EGBLO DOFYO ENCOA MAWEN MAWEN
EXFOM EMCOZ ACFAE LOFIR 0935

“RESTRICTED- 7
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“BeCUrTty Informsbien—

NATTONAL SECURITY AGENCY
Washington 25, D. C,
COURSE Military Cryptenalysis, Pert I
LESSON 3 Multilitersal substitution with
single~equivalent cipher alphsa-
bets

TEXT ASSIGNMENT Section VII

1. Solve the following eryptogram, &nd recover all keys:

J 10 15
Al DI IR WE OE OE WH RR WR TA WH WA DE pA WR_IE_
Bl|JE OR RE WI OR WA OH WH OR LE IR WA RR RR WH
Cl] WA WH OE OR LE LE WR WA WH OH IR IR WA OH
D| OE IR OA OA OE IR OR RE OA OA WH Wr WH WA WA
El . WR WA WH DE R OE WH WH RE OR OA R OE IR OR
F| RE WR WE WA OH DE WR IR WA WA WR WA WH DE DA
G|] IR IR WA WH OA DE IR Il IT IR OA WR DE WR IR
Hl WA OA LR RA RA IR WE OE DE RT OE WH RR WR IA -
I WH WA DE J?A WR ILE LE OT WH OF WH WH WA RA IR
Kf OE OH WH RE O DI OR RE RE WR DE WR IR WA OR
L| IE OR OE DE WR LE IE WH OE DT OA WE LT IT IR
M| OE DE OA DE IR IT OH IR LE IR WA WH 1LE OT WH
N| WA WA WR WA RR

(For distribution, see next page)
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A E

3 12
L 2 13
0 10 14
3 7
W22 4 22

b o
w

{
=N

I oI
| d

Hagd |
NN |3

$p=2270  ¢$p=1362 §,=2288
(25-element alphebet)
2, This messsge waes sent by the Fifteenth Infantry. Solve it and
recover all keys:

5 10 15

CY A0 NX CN NO CN A0 A0 OG ON N¢ BY OX OX RO

RO OX A0 AN AX AG AN AG

5

CG NY RO AN RE

B
2

CN RO OX OX BY AN AQG CN BE CX BN CG RO ON

&

CO RE CN AY BG CE ON NO A0 OG RO NO RO

&
&

BY

=
8

00

a

BY OX OX RY

RE
CN A0 OY oG
AO

G4 H @ H H g Q W

BOAOCNCGAGCNONBOCNAOOYCOOEONNO!
A0 OG RO NO NG RO NO AG CN RE A0 OX RX AE BY
AN BO

EGN OXY

AlD 7 1231

Bll1l 3116

C131l 212

N~-3 - 9 21

0l17 586 1 92

RS~ - 911

$p=960 (spprox.)  ¢p=h10  $,=T16
(36-element alphabet)
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3. Solve the following cryptogram, and recover all keys:

5 10 15
A| B¢ GP EE GR Re GP ES GR RG PP GE PR GE RG GS
. B| AS GR RR GS AE PP GP CA PP RA FA F§ GR RG PP ,
CleGE RA PR GS RE GP AR GP GS PP GP RG RA EA FP
D| PS PG AR PE GA RR RG GP KR RE PG PP RA EA RS
E| P¢ PE RG AR FE GA RR RG GP RR RP AE 'GS GA AP
F| GP PP RA EP ES GP RA GP RA PE PR PR AE GR GP
6| RA GA OGP GP RR GP RR GR AS AS GP RR GR GS PP
Hl GP AE GE RS PG RG GS RE PP GR GG GS PP GR PG .
J] 0A PG RS RE PG AS PR 05 GA OE RR EA ES GR RG
K| RR RP GS_ PP PP OGS AE GR PG GA EP RG GP_EE GR
L| RA GR PP_GR PG GA AR GS RA RP GP GP GA GS IE
M| ES Po RG CR ER GP RR RP GE RG GP AG GR AS GP
N| GA PP G5 AE AR PA EP RG GP PR AE GE RG GP EE
P| GP RA PP GP RR ‘
AEG PR S
Al-T7 1 1 5 b
El 43 - 3 1 6
G117 1 27 16 14
Ff1 51016 6 1
R11416 4 12 3

$p=2260 (approx.) ¢p=116k =229k
(30-element alpheabet)

1 4
¥
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b, Sc;lve the following cryptogram, and recover all l.:eys:
5 10
A| AAC AAB BBA AAB AAC AAB ARD ACC AAB CCA
B| ABA ABC AAC CAA AAB BAA BAA AAA BBEB AAB
C| ABB ABC CAA BAB AAB AAC BBA ACB 'CBA AAB
D| BBA BCC ACB BBEB BBC ACA BBA ABA ABC AAC
E| ACA BBC AAC AAB AAB BBC AAA BAA BAB AAB
F| AAB ABB ACC AAA ABB ACC AAB BCC BCC AAB
G| BAC COC ABB AAB CBC ACA ACA AAC ACB CAB
H| AMA ACA CCB AAB' AAC ABA BAA ACB CBC CCB
J| AAB_AAC ABA COB AAB AAC ABA
22 A A A B B B C € C
3: A B C A B C A B C
Alkh 18 10 5 5 3 5 4 3
1: B |k 2 1 4 2 3 - - 3
¢f2 1 - 1 - 2 1 3 1
$p=t99  $p=27TT  §o=5k2
(27~element alphsbet)

5. Solve the following neval message, and recover all keys:
112101 10333 12231 03023 33122
06002 60610 15231 hokh2oh 2ho052
030k2z 61122 33263 12334k 11052
00001 12200 20010 02600 06151
13367 89310 62222 26050 Llzaol
30511 2h230 5260 22221 2160%k
10023 1ki22 30105 00113 5002L
33504 10131 L2305 o030k2 60623
RESTRICTED— L

31000
33206
33011
626111 ‘
ohio1 :
10151

11112

120360
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b. Soive the following cryptogrem, end recover all keys:

k52654
63216
56529
65026
ohzz21
hé6aT2
29082
29210

56282
52729
02146
h5672
67262
3ks506
21670
23472

02523
27212
oh161
92325
9ks523
52921
23456
125543

29276
60652
25h2h
61272
hi1z2s52
63023
12582
65000

161Lk5
16729
90692
8hs5h3
929%k5
hséhe6
029k

T« BSolve the following eryptogram, and recover all keys:

05105
16138

.161'27

27138
16105
05327
38016
L9238
hogi127
05505
Lolklho
27hhko

23805L
33834
i1ho1illk
10523
22713
1k921
11653
L2713
o271k
30522
24hg10

23823

91161
922T7h
9227h
8hoaTh
80271
60491
85hkoga
82kog2
91270
ThaTt2
52380
82381

38349
27505
38216
05F05
05227
05227
27405
2T7haT
hoiko
16127
os51bkog
38105

22702
31612
1272k
23801
hhkoio
10502
20531
20522
12702
1381k
2383154
238h4h
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8. The following is a text in the Baudot teleprinter code enciphered
by a simple mochine employing five two-positlon switches which operate
polarized relays. Each awitch has the function of changing the polacity
of 1ts respective bauvd (a single "mark" or "space" impulse), if the switch
is in the ‘active' position. If the switch is in the 'inactive' position,
the polarity of the baud is unaffected. The switch settings remain cone-
stant for each message. As an e le, if switches 1 end I are active
(x), and 2, 3 and 5 are inactive (0), then the word ENEMY is enciphered
thus: !

Keys XO0X0 XOOXC XOOXO XOOXQ XO00XO
Plain: fomme ' mmdbe mmmm e e |
Cipher: et I R T e At o i 2 i

Solve the message and recover the switch settings.
1 2 3 b 5 6 . T 8 9 10

A dmtman e hmmead hehmhh b tmemdh sdefim mdommees wemareset  emofem o
B I e e st T et TR T T o T A A et A = 2
c R T S Tt T T o e o A e T ke L & = = = N T L L
D e e ek ok TR & Y X NP LT I L~ LT R S et T
B s I o o T e R L T et e R e e el s 2 i s = 2
F L T o T L T e e S e S e N A A e L T
¢ Gobbomm e e ebdemd ebhd deeed e mdebed epee e
H e ot I T T R S £ R et T o e R e X 2 e s & & o
J B L T T T O T N L . el T L T T Y
3 + o+ + % - - - -
by + + - 4 & - -
5: L S - o+ -
+ |5 1 b & 3 1 6 1
+~- 1 5 -~ 8 & 1 13 1 .
1,22 4 |- 3 4 3 1 3 1 2
-~ l2 - 5 - 2 - - 3 ,

bp=t80 (approx.) $p=23h $,=386

(32-element slphabet)

LS 3 ), rd
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NATIONAL SECURITY AGENCY
Washington 25, D. C.
COURSE Militery Cryptanalysis, Part I

LESSON L Multiliteral substitution with
varlants

TEXT ASSIGNMENT Section VIII

1. Solve the following cryptogram, and recover all keys:

5 10

RA VE DU

TA Do

CuU KI

DE

JA

GI

DE

10

VA

A
B
c
D
B
F
G
H
J
K
L

(For distribution, see page 5)
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RESTRICTED-

2. 8dlve the following cryptogrem, | end. recover all keys:
' 5 10 15

A| DR DD sY pn RE RR &8 YA BT T¥ AR EI DB 1B &
B|“YY. Y8 SA BA HI DA T HR Y8 TD RB RI AT HH BT
C| DD IA AT BB HA YD TH YA HI BA YT YD YY BD YH
p| sD.DT BB AA ST YD R SD SR YR DT SR RA BR ¥B &
E|“SK BF TY ER AL DB 1B AD DY YB SA HA HI DA 1D
F| TS DB SH YH DI SD Tr TT YY HH ST I¥T SB BA BT
¢|{“T0 AE DH YF RE HI ID AR SB BA RI B AL HI RE
H| DB SH HA RI DA AT IB Y8 DI SI DD YA BB ¥I HH
J| II YA TY BS DD YR SR RI HE TD DI TA AI RY ST
K| SE DE AB AT TI Yr AH HY AR AT RE DI YD DD YA °
L|“TB Dr ®E 5B AR Df DD RE ¥D DR Y8 DH SH SR DD

' M| DA SI RT ID ST BD SI SD TT BH SH RI AA HI BB
| IS BI HI RE AY DB BA AT DH SH

(For distribution, see page 5)
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3. Solve the Tollowing cryptogram, nnd rccover

p) 10

82 28 T8 ok 15

20 15 30 Lk 8k
78 70 W7 30
30 20 31 18 57

T2 78 o7 29 57
36 86 36 67 26
90 87 91 82 31

30 b7 30 99 20
20 28 T4 L1 69

o1 92 T2 k3 20

35 9 05 85 06

81 18 o2 b7 O7

56 Lo o1 15 35

T1 55 00 4s 52

(For distribution, dee page 5)
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]
RESTRICETED .
L, This message is suspected of having an ending similar ‘to Prob-
lem 3. Solwe it and recover all keys:

p) 0 15

22 08 71 29 19 83 05 34 76 58 05 56 62 26 22
35 48 75 13 78 58 34 65 02 O7 TL 5L 87 35 9%
10 32 69 45 47 81 46 11 o1 1+ 67 37 75 T9 35
36 53 29 37 % 60 19 30 oF 66 k9 68 88 57 98
-8+ 93 30 8 28 90 51 ok 53 03 8+ 76 58 31 57
ho 12 86 U9 36 79 54 26 09 38 24 ki 86 63 T9

A 4

v

H U @ W >

A 4

A

A
4

08 28 67 68 66 94 22 63 71 66 B3 56 05 O7 58

“95 & 10 62 26 48 23 50 ko 38 15 67 43 92 k2
62 77 43 79 54 69 38 65 16 82 10 96 67 97 5T
48 93 2k 13 53 29 K6 37 32 65 12 94 84 95 68
83 93 98 37 75 79 45 12 97 84 53 03 75 T6 95
31 29 32 21 Ly 17 25 73 00 69 86 36 T9 L5 19

P

77T 98 38 95 97 93 9% 98 72 L2 59 00 08 50 Lk
27 26 62 57 06 91 23

I O I T -




REF- ID:A56895

FREQUENCY DISTRIBUTIONS

AEIOQOU

e~ 1t~ Y N
1ottt innonatk
Fe={ £ I~ 8 ¢~ ¢
MmN Tt t
NSO O N A
NI I\O\D A M
AQCD t e~ N
HON e M AINQD
[Ea o WiaWaa R B o Ul o W oo B

ABDHIRSTY
Problem 2

<4 /0GR

7.17..2.____1_.._
OMNMONNMTAN~ ¢t~ t T4}
HUAAN O T AN SNQ
WV INO NN Me— 0ONA QA QL
A AN O NS

MUOARDHODRAEBENKNER

Problem 1

0123456789

0123k56T789

Hagdd Lo MO
1 ngdongd oo st
(I W P e B = o e )
H NN NA NN
Mo 3 N st
HeAO AN ) s
(AUR U AU B U o Ul o s g P
Honono Vabh el
Hed AN AN Nt A

A toneHeAQN !~

C ~ QA N INO -0 O

(I I T I U I N I+ ]
~HOMmMmi1l I ntininm 8
Ao N
O g Tt A
L Ao IV o « VN B B B
S tond 1t~
It~ ToQM L
nen TN ton L A0\0
ll3mll [ o KoV o]
O M~ AU A O

O NN INND -0 OV

Problem 4

Problem 3




P

5. Solve the following cryptogram, and recover all keys:

-RESTRICTED-

80713 o069kh1
69680 9139%k
L7713 68026
80280 88091
25525 12508
69525 51301
Boa2akT L6951
69213 11308

6. Solve the following cryptogram, and recover all keys:

18905
05518
19020
08801
35832
L6035
51628
37031
76757
57261

T18T71

52131
92,022
21561
11900
53583
83813
03143
43036
26957
T68h7
85385

REF ID:A56895

35696
78800
97695
35802
09132
36477
30801

03hk7T

89011
3515¢€
67189
22055
14303
1h280
58ho0k
73730
30572
29729
9ks572

8o213
25513
13913
25247
h7825
13169
80525

Ohbhahk
19005
08815
0551k
L1532
27946
33637
72971
71872
60661

28061
28096
72502
31341
lelh
L6966
11378

52131
52240
60110
54hokk
53h7h
ok603
okoblky
87296
97T0T5
77186

37695
9113h
56475
39696
Th2s56
90699
okhTo

3hoz2
551h5
Lil9o
15%60
15k59
1k 448
15291
T368%4
72550
51572
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T. Solve the following cryptogram, and recover sll keys:

72109
70368
52368
oké62v
L1907
66826
16375
9ThTT
39865
oké639
75852

19015
62717
62170
17032
38026
2703h
8hoT9
67212
97030
82992
33987

4177q

67091
37091
.53136
22703

15596

TL893

08kvog
2833k
26541
03712

Ok657
83938
22620
T7T64L
88L3kL
8L825
10920
35210
15432
091bk2
25322

89925
9929k
80735
22537
30196
35230
85780
91365
5516
L3%30
67217




—RESTRICEED-

8. The following cryptograms are.suspected to be isologs.

them, and reccver all keys:

09728
9bklk18
56758
T619%
28759
21377
64ho3
T99Lk6
5k391
32190
1hh22
21707

87560
55h15
201160
3717k
61813
68548

85433

06159
19561
16576
59497
68350

231k}
99khvo
L7636
15272
T2aks9
58467
335214k
05777
27281k
15k29
70281
79439

TThLL
78586
237T7TT
88756
38507
81270
50805
6271h
70681
1295
387614
L8516

RESTRICTERD-

REF ID:A56855

Message "A"
33987 7351k
L1948 66432
35546 81176
626LL 85211
L70k7 20201L
36166 13037
36847 9 8}' 975
L6243 95667
32060 h%l?G
62648 63975
93894 71368
22000

Message "B"
35211 k11009
k1056 3ﬂ506
58199 19437
25154 1172k
L7890 68719
336009 17354
37598 60%18
L6551 69370
86600 83L7h
65052 00751
6G65T7h jaésl
25000 '

8

27769
24 37hk
122Lk2
21361
221Lks
05358
T66T79
15086
9k 367
L7915
35325

33772
15844
57052
98779
65521
83811
37306
50945
5537717
L7289
08560

Solve

10677
L84gg
3077TT
TL68T7
53570
25876
83637
L7920
664 1M
66679
27686

8908%Lk
h8995
62T71h
72367
08875
T2bhTT
17704
58696
71502
33956
73763
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9. The following naval messages are sudpected to be isologs, con-
Solve them, and recover all keys.

taining the probsble word "TASK FORCE".

h3022
05544
78230
66179
92351
8o0L7T3
11306
59_749

77639
25195
91551
3kaT7o0
oThk32
9obkoz2

02285
0793h

8352k
54713
LéThe

30225

03132-

12200
68721
92076

32338
21007

84030

59391
6h598
53353
hooi1h

bsks5s

Message "A"
26060 984148
25748 18995
55566 38971
b9705 63605
27998 93539
63369 42108
98883 68L53
67000 ’

M§asage ng
96687 32583
61936 37147
é3211 7696
35584 176L5
99105_17307
77760 8#&79
80132 6@568
20000

56175
T3211
52835
75310
26288

52097

95650

16771
g9k 702
15784
65752
66639
75139
27529

57368
78809
54310
83ks52
11095
11477
1518%

36033
Th323
3h7heé
2hols
31127
10388
L2875
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10. The following cryptogram is suspected to begin with the opening
stereotype "REFERENCE YOUR MESSAGE....". Solve it, and recover all keys.

ho162
99099
13378
22287
01331
61045
60615

35079
oTT22

L2385
hoar1oarT
TT6L40

8L629

81222
48376
571209
88552

55212

5210h
37912
12255
99920
9.0051
88311
18859
82k11

00080

83121
T7T785
50022
06648
99523
1545k
20396
08663
00T7Th

Lhhoe
80116
48883
91253

19391,

00022
66603
05032
72883

37211
hhhohh
78850

20729

L1936
05509
ihoks
286009

Loooe
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APPENDIX 2
LEITER FREQUENCY DATA - ENGLISH
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ENGLISH CRYPTANALYTIC DATA
FREQUENCY TABLES

T'sbls Ne. Pago
1-A. Absolute frequencies of letters appearing in five sets of Govéininettal plain-text telegrams, each set,
contai!ﬂng 10,000 lettel‘s, arl‘ahged alphabEtican,V-- e T T e T e N A Y LI T LT T L Fyery 4
1-B. Abgolute frequencies of letters appearing in five sets of Governmental plain-text telegrams, each set
containlng 10;000 letters, a!‘l‘anged accordlng to frequency ........ TSP T T T P DIFY YT T Rrrgney 3 e
1-C. Absolute frequencies of vowels, high-freqtiency eonsotiants, medtum-frequency consonants, and low-
frequency consonants appeating in five sets of Governmenital plain-text telegrams, each set con-
taining 10,000 lettera-_a.;.-.--ns-_n_.. L L T O e T L 1. LT T T RN I pin
2-A. Absolute frequencies of lefters appeating in the combined five sets of messages totalling 50,000 letters, .
arranged slphabetically . coccaicecaaao s R EAEesELAREAEEALAMSmAARABSSERELARA-samNEE
2-B. Absolute frequencies of letters appeating in the eombined five sbts of messages totalling 50,000 letters,
arranged according to frequency_-....u.__ D R L L L T Py Y LT T Y TOr°Y POy QU Py Y e
2-C. Abhsolute fretjueticies of vowels, high-frequency consonants, medium-frequency consonants, and low-
frequency congonhts appeating fn the combined five sets of messages totalling 50,000 letters.....-
2-D. Absolule frequencies of letters as initial letters of 10,000 words found in Goverhmental plain-text tele-
grams. (1) Arranged alphnbetically and (2) arranged according to frequency...cscveanssccnonn-
2-E. Absolute frequencies of letters as final letters of 10,000 words found in Governmental plain-text teles
grams. (1) Arranged alphabetically and (2) arranged according to frequeney.ccasauansacancrann
8. Relative frequencies of letters appearing in 1,000 letters bused upon Table 2-8B., (1) Artanged alpha~
betleally, (2) arranged according to frequency, (3) vowels, (4) high-frequency ¢onsonants, (5) me-
dium-frequeney consonants, and (6) low-frequency consonAnts. . .c._sexcwansasiscacaciecaseane  T=8
4. Frequency distribution for 10,000 letters of literary English, as comipiled by Hitt. (1) Arranged

[~

a1 & & OO & ov

glphabetically and (2) arranged according to frequendy. .. ..asccssscccsconsnsusinemmuas e e 8
b. Frequeney distribution for 10,000 letters of telegraphic English, as compiled by Hitt, (1) Arranged

alphabetically and (2) arranged according to frequency........ B m A e B U A& AR R R . ———————— 8
6-A. TFrequency distribution of digraphs, based on 50,000 letters of Governmental plain-text telegrams;

reduced to 5,000 digraphs....u. o uecacaancenns B B B 8 e e e e e 9
6-B. Frequency distribution of digraphs (naval text) based on 20,000 letters of naval text; reduced to

2,000 digraphi. ..o i miiasin e cemtecacmeececcabcbecsseaeam—anes A e ik 10
7-11. Absolute frequencies of digraphs, trigraphs, and tetragraphs and the logarithms of thelr as-

BlEned Probabilibies. o o e ot e e e A Ak e e e e e 11-88
7-A. The 428 different digraphs of Table 6-A, arranged according to their absolute frequencies, accom-

panfed by the logarithms of their assipned probabilities_au.. e e cuscmme oo cuicccinccnaacna. 18-15

7-B. The 18 digraphs composing 25% of the digraphs in Table 6-A, accompanied by the logarnthma of
their assigned probabilities, arranged alpbabetically according to thelr initial letters (1) and ac-

cording to itheir final letters (2) and according to their absolute frequencies.... . .ooooooeeooo .o 15
7-C. The 53 digraphs composing 6509 of the 5,000 digraphs in Table 6-A, accompanied by the logarithms
of their assighed probabilities, arranged alphabetieally aceording to their initial letters (1) and ac-

+’ cording to their final letters (2) and according to their absolute frequencies_ ovoveeuoeeonecnnan 16
7-D. The 122 digraphs composing 769 of the 5,000 digraphs in Table 6-A, accompanied by the loga-
rithms of their assigned probabilities, arranged alphabetically according to their initial letters (1)

and according to their final letters (2) and according to their absolute frequencies............... 17-18
7-B, All the 428 digraphs of Table 6-A, arranged first alphabetically accordmg to thelr initial letters
and then alphabetically according to thefr final lebters o i e et mncaan 18

8. The 428 different digraphs of Table 6-A, arranged first alphabetically according to their initial
letters and then according to thelr absolute frequencies under each initial letter, accompanied by
the logarithms of their assigned probabilities. . cu. oo e et c e e 19-21

9-A. The 428 different digraphs of Table 6-A, arranged first alphabetically according to thelr final
letters and then according to thelr absolute frequencles, accompanied by the logarithms of their
assigx;ed ProhabilIHes . .o o e e dcm s e et m e sdndnemaca—mememan 22-24

9-B. The 18 digraphs composing 25% of the 5,000 digraphs of Table 6-A, accompanied by the loga-
rithfns of thelr nssigned probabilities, arranged alphabetically according to their final letters (1) and
according to thelr inijial letters (2) and according to their absolute frequencies. ... .. .. ._... 25

2-2

RESTRICTED-
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Table No. ' Page
9-C. The 58 digraphs eomposing 509 of the 5,000 digraphs of Table 6-A, accompanied by the log
rithms of their assigned probabilities, arranged alphabetically according to their final letters (1) and
according to their initial letters (2) and according to their absolute frequencies..aeec-camnnencnn 25-26
. 9-D. The 122 digraphs composing 75% of the 5,000 digraphs of Table 6-A, accompanied by the loga~
- rithms of their assigned probabilities, arranged alphabetically aceording to their final letters (1)
and according to their initinl letters (2) and according to their absolute frequencies. coueeaanan- 26-28
9-E. All the 428 differert digraphs of Table 6-A, arranged alphabetically first according to their final letters
and then according to their initial Jetbera. .. moevemcommccee e eeemcenmmcumemamen e mam———— 28
10-A. The 56 trigraphs appearing 100 or more times in the 50,000 letters of Governmental plain-text tele-
grams, arranged according to their absolute frequencies, accompanied by the logarithms of their
assigned probabiies. oo oo ecemrecencmcaae e esae e e ASmscmanca ey~ 28
10-B. The 56 trigraphs appearing 100 or more times in the 50,000 letters of Governmental plain-text tele-
grams, arranged first alphabetically according to their initial letters, and then according to their
abgolute frequencies, accompanied by the logarithms of their assigned probabilities.cv-coaceeea--. 29
10-C. The 56 trigraphs appearing 100 or more times in the 50,000 letters of Governmental plain-text tele-
grams, arranged first alphabetically according to their central letters, and then according to their
absolute frequencies, accompanied by the logarithms of their assigned probabilities. .mcacacacecn-n 29-80
10-D. The 56 trigraphs appearing 100 or more times in the 50,000 letters of Governmental plain-toxt tele-
grams, arranged first alphabetically according to their final letters, and then according to their abso«
lute frequencies, accompanied by the logarithms of their assigned probabilities..ocuccacnmacaaaan 80
11-A. 'The 54 tetragraphs appearing 50 or more times in the 50,000 letters of Governmental plain-text
telegrams, arranged according to their absolute frequencies, accompanied by the logarithms of
their assigned probabilities oo e o cacccccnaccccencuemnensecsmman—n~e—— 81
11-B. The 54 tetragraphs appearing 50 or more times in the 50,000 letters of Governmental plain-text
telegrams, arranged first alphabetically according to their initial letters, and then according to their
absolute frequencies, accompanied by the logarithms of their assigned probabilitles....ooocccaaa. 81
11-C. The b4 tetragraphs appearing 60 or more times in the 50,000 letters of Governmental plain-text
telegrams, arranged first alphabetically according to their second letters, and then according to
their absolute frequencies, accompanied by the logarithms of their assigned probabilities_.. ... 32
11-D. The 54 tetragraphs appearing 50 or more times in the 50,000 letters of Governmental plain-text
telegrams, arranged first alphabetically according to their third letters, and then according to
their absolute frequencies, accompanied by the logarithm